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1. Introduction

This document shows the definition of the “Tsukuba” data set for e-Passport interoperability test in Tsukuba in Japan.  There are four samples provided. 

The “Tsukuba” data set is for creating the following data:

1. EF.COM

2. DG1

3. DG2

4. EF.SOD

2. Tsukuba Data Set

The Tsukuba data set consists of:

1. EF.COM settings

2. MRZ data for DG1

3. JPEG image for DG2

4. Settings for ISO/IEC 19794-5 structure in DG2

5. Settings for ISO/IEC 7816-11 structure in DG2

6. Document Security Object settings

7. Document Signer private key and modulus for signing the Document security Object

8. Document Signer certificate for verifying the Document Security Object

9. Country Signing CA certificate for verifying the Document Signer Certificate

The value of using single quotation (‘’) is hexadecimal number.  (For example, 0x5F01 is ‘5F01’.) 

2.1 EF.COM settings

Use the following settings: 

	Tag
	Length
	Value

	‘60’
	‘14’
	

	
	
	Tag
	Length
	Value

	
	
	‘5F01’
	‘04’
	‘30313037’   (LDS Version No. = 1.7)

	
	
	‘5F36’
	‘06’
	‘303430303030’   (Unicode Version = 4.0.0)

	
	
	‘5C’
	‘02’
	‘6175’   (Tag List: “61”:DG1, “75”:DG2)


2.2 MRZ data for DG1

The MRZ data is used to create DG1.  Use the following MRZ:

	Tag
	Length
	Value

	‘61’
	‘5B’
	

	
	
	Tag
	Length
	Value

	
	
	‘5F1F’
	‘58’
	P<UTOGAIMU<<ICHIRO<<<<<<<<<<<<<<<<<<<<<<<<<<
WG30004036UTO6007078M0511014<<<<<<<<<<<<<<06



Document type
： P


Issuing country
： UTO


Surname

： GAIMU


Given name
： ICHIRO


Passport No.
： WG3000403


Nationality
： UTO


Date of birth
： 600707


Sex

： M


Date of expiry
： 051101

Sample image of OCR-B MRZ in the data page:

P<UTOGAIMU<<ICHIRO<<<<<<<<<<<<<<<<<<<<<<<<<<
WG30004036UTO6007078M0511014<<<<<<<<<<<<<<06
2.3 JPEG image for DG2

A JPEG image is used to create DG2.  Use following images: 

See attached files: 

sample1:  kitamura_20k.jpg


sample2:  kitamura_34k.jpg
2.3.1 DG2 settings

3 bytes size of data length is stored in each “Var.” area.  Use the following settings: 

	Tag
	Length
	Value

	‘75’
	Var.
	

	
	
	Tag
	Length
	Value

	
	
	‘7F61’
	Var.
	

	
	
	
	Tag
	Length
	Value

	
	
	
	‘02’
	‘01’
	‘01’   (one biometrics data)

	
	
	
	‘7F60’
	Var.
	

	
	
	
	
	Tag
	Length
	Value

	
	
	
	
	‘A1’
	‘0E’
	

	
	
	
	
	
	Tag
	Length
	Value

	
	
	
	
	
	‘81’
	‘01’
	‘02’   (face)

	
	
	
	
	
	‘82’
	‘01’
	‘00’   (none)

	
	
	
	
	
	‘87’
	‘02’
	‘0101’  (ISO/IEC JTC1 SC37)

	
	
	
	
	
	‘88’
	“02’
	‘0501’   (19794-5)

	
	
	
	
	Tag
	Length
	Value

	
	
	
	
	‘5F2E’
	Var.
	

	
	
	
	
	
	
	‘46414300’   (Format Identifier)

	
	
	
	
	
	
	‘30313000’   (Version No.)

	
	
	
	
	
	
	4bytes size var.   (Length of Record)

	
	
	
	
	
	
	‘0001’   (Number of Facial Image)

	
	
	
	
	
	
	4bytes size var.   (Data Size)

	
	
	
	
	
	
	‘0000’   (Number of Feature Points)

	
	
	
	
	
	
	‘00’   (Gender)

	
	
	
	
	
	
	‘00’   (Eye Color)

	
	
	
	
	
	
	‘00’   (Hair Color)

	
	
	
	
	
	
	‘000000’   (Feature Mask)

	
	
	
	
	
	
	‘0000’   (Expression)

	
	
	
	
	
	
	‘000000’   (Pose Angle)

	
	
	
	
	
	
	‘000000’   (Pose Angle Uncertainty)

	
	
	
	
	
	
	‘02’   (Face Image Type)

	
	
	
	
	
	
	‘00’   (Image Data Type)

	
	
	
	
	
	
	‘01A4’   (Width)

	
	
	
	
	
	
	‘021C’   (Height)

	
	
	
	
	
	
	‘00’   (Image Color Space)

	
	
	
	
	
	
	‘00’   (Source Type)

	
	
	
	
	
	
	‘0000’   (Device Type)

	
	
	
	
	
	
	‘0000’   (Quality)

	
	
	
	
	
	
	JPEG data


2.3.2 ISO/IEC 7816-11 settings (BHT)

The ISO/IEC19794-5 BLOB will be wrapped up in an ISO/IEC7816-11 structure.  Use the following settings:

	Tag
	Description
	Value

	‘80’
	Patron header version number
	Not used

	‘81’
	Biometric type
	‘02’   (face)

	‘82’
	Biometric subtype
	‘00’   (none)

	‘87’
	Format owner
	‘0101’   (ISO/IEC JTC1 SC37)

	‘88’
	Format type
	‘0501’   (19794-5)


2.3.3 ISO/IEC 19794-5 settings (Facial Record Header, Facial Record Data)

The JPEG image will be wrapped up in an ISO/IEC19794-5 structure.  Use the following Settings:

	Field
	Value

	Number of Feature Points
	‘0000’ 

	Gender
	‘00’

	Eye Color
	‘00’

	Hair Color
	‘00’

	Feature Mask
	‘000000’

	Expression
	‘0000’

	Pose Angle
	‘000000’

	Pose Angle Uncertainty
	‘000000’

	Face Image Type
	‘02’   (Full Frontal Image Format)

	Image Data Type
	‘00’   (JPEG)

	Width
	‘01A4’   (420 Pixels)

	Height
	‘02C1’   (540 Pixels)

	Image Color Space
	‘00’

	Source Type
	‘00’

	Device Type
	‘0000’

	Quality
	‘0000’


2.4 Document Security Object settings

The Document Security Object is a RFC3369 SignedData object.  Use the following settings:

	Field
	Value

	SignedData
	

	     version
	‘03’

	     digestAlgorithm
	

	          algorithm
	2.16.840.1.101.3.4.2.1 (SHA2-256)

	          parameters
	NULL

	     encapContentInfo
	

	          eContentType
	2.23.136.1.1.1  (LDSSecurityObject)

	          eContent
	DER encoding of the LDSSecurityObject

	     certificates
	Add only the Document Signer Certificate

	     crls
	Not used

	     signerInfos
	

	          signerInfo
	

	               version
	‘01’

	               sid
	Use the option issuerAndSerialNumber

	     digestAlgorithm
	2.16.840.1.101.3.4.2.1 (SHA2-256)

	     signedAttrs
	Use the attributes:

• ContentType:

     OID: 1.2.840.113549.1.9.3

     Value: 2.23.136.1.1.1 (LDSSecurityObject)

• SigningTime:

     OID: 1.2.840.113549.1.9.5

     Value: Signing date (UCTTime)

• MessageDigest:

     OID: 1.2.840.113549.1.9.4

     Value: SHA2-256-digest(eContent)

	     signatureAlgorithm
	Use the signature algorithm

• algorithm:

     OID: 1.2.840.113539.1.1.10 (RSA-PSS)

• HashAlgorithm:

     OID: 2.16.840.1.101.3.4.2.1 (SHA2-256)

• MaskGenAlgorithm:

     OID: 1.2.840.113549.1.1.8 (MGF1)

     HashAlgorithm = 2.16.840.1.101.3.4.2.1 (SHA2-256)

• saltLength:

     value = 32

	     signature
	Calculated signature

	     unsignedAttrs
	Not used


2.5 Document Signer Certificate

The Document Signer Certificate must be stored inside the Document Security Object.  Use the following certificate:

See attached file:  Tsukuba_CDS.der
2.6 Country Signing CA Certificate

The Country Signing CA Certificate is needed for verifying the Document Signer Certificate.  Use the following certificate:

See attached file:  Tsukuba_CCSCA.der
Appendix A. Dumping image of DG2 files

(1) kitamura_20k.dg2

	ADDRESS  : +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F    

00000000 : 75 82 4F 07 7F 61 82 4F 02 02 01 01 7F 60 82 4E   

00000010 : FA A1 0E 81 01 02 82 01 00 87 02 01 01 88 02 05   

00000020 : 01 5F 2E 82 4E E5 46 41 43 00 30 31 30 00 00 00   

00000030 : 4E E5 00 01 00 00 4E D7 00 00 00 00 00 00 00 00   

00000040 : 00 00 00 00 00 00 00 00 02 00 01 A4 02 1C 00 00   

00000050 : 00 00 00 00 FF D8 FF E0 00 10 4A 46 49 46 00 01   

00000060 : 01 01 01 2C 01 2C 00 00 FF DB 00 43 00 0A 07 07   


(2) kitamura_34k.dg2

	ADDRESS  : +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F  

00000000 : 75 82 86 72 7F 61 82 86 6D 02 01 01 7F 60 82 86   

00000010 : 65 A1 0E 81 01 02 82 01 00 87 02 01 01 88 02 05   

00000020 : 01 5F 2E 82 86 50 46 41 43 00 30 31 30 00 00 00   

00000030 : 86 50 00 01 00 00 86 42 00 00 00 00 00 00 00 00   

00000040 : 00 00 00 00 00 00 00 00 02 00 01 A4 02 1C 00 00   

00000050 : 00 00 00 00 FF D8 FF E0 00 10 4A 46 49 46 00 01   

00000060 : 01 01 01 2C 01 2C 00 00 FF DB 00 43 00 04 03 03   


