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Foreword

152 (the International Organization for Standardization) is a workdwide federation of national standards bodies
{ISO member bodies). The work of preparing International Standards is nomally carried out through 150
technical committzees. Each member body interested in a subject for which a technical committee has been
established has the nght 1o be representad on that committze. Intemational organizations, governmental and
non-governmental, in liaison with 1530, also take part in the work. 150 collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISOIEC Directives, Part 2.

The main task of lechnical commitiees is o prepare International Stwandards. Draft Intfermational Standards
adopted by the technical committees are circulated to the member bodies for voting. Fublication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn fo the possibility that some of the elements of this document may be the subject of patent
rights. |50 shall not be held responsible for identifying any or all such patent rights.

ISOVIEC 19792 was prepared by Technical Committee |1SOTC JTC, information Technalogy, Subcommities
SC 27, Secunty Technigues.

Edifors” Nofe:  Subdivision of the project info fweo parfs as shown below does nof yet have a formal sfstus but is only a
proposal as owliined in 5C 27 N4927 af the moment. The proposed subdivision is as follows:

ISOAEC 19792 Securily evaluafion of biometrics

— Part 1: Evaluafion concepf

— Part 2: Evaluafion methodalogy for ISQVIEG 15408

Onece thiz proposal iz approved by 5C 27 the hereby attached document wowld then become

ISOAEC 19732-1 — Secuniy evaluafion of biomefrics — Parf 1: Evaluafion concept.

Thiz Editors’ note is not a parf of thiz documeni.
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COMMITTEE DRAFT ISOMEC CD 19792

Information technology — Security techniques — Security
evaluation of biometrics

1 Scope

This International Standard (IS) — Security Evaluation of Biometrics - specilies the specific aspects which shall
be considered during each security evaluation of a biometric preduct and is organized in two parts:

The first part 19785-1 specifies the generic aspects which shall be considered during each evaluation process
of a biometric product. it thereby only addresses aspects which are specific io the biometric technology and
does not address aspects which are common to all security evaluations. Furthermore part 1 is independent
from any specific evaluation methodology.

The second part of this standard 19785-2 describes how the requirements which are defined in part 1 shall be
applied during evaluations according to IS0 15408 ([3])

This first part of this Intemational Standard follows the following structure:

» Clause 4 and 5 of this International Standard give an owverview of all used terms, definitions and
abbreviations before clause 5 describes the core part of this 15 which can be separated into four parts.

» The first part of clause § intreduces general aspects for each security evaluation of biometrics. This
includes the introduction of a concept to evaluate biometric technology on different levels.

» The second part of clause @ describes statistical aspects of security related emor rates.

» The third part of clause & deals with the vulnerability assessment of biometric technology before the
last part describes the evaluation of aspects of privacy.

With this structure this International Standard pays attention fo all special aspects which shall be considered
during a security evaluation of a biometric product.

This International Standard addresses evaluators of biomefric technology as well as wendors of biometric
products. For evaluators this International Standard provides guidance, how to handle the technology specific
characteristics of biometric technology during am ewvaluafion while for wvendors it provides guidelines which
aspects of their products are important in terms of security and what needs to be provided for a security
evaluation.

Because some gquestions of performance and genernic technology aspects are important for each security
evaluation process of a biometric product, some parts of this Intemafional Standard overlap with standards in

ISOAEC TC JTCH/SC 37. But as this International Standard is focused on security evaluation these aspects
have been adapted to be used in security evaluations.

2 Conformance

To conform to this part of ISOAEC 19785, a security evaluation of biometrics shall be planned, executed and
reported in accordance with the mandatory requirements contained heresin.

D ISVIEC 2006 — All righis reserved 1
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3 MNormative references

The following referenced documents are indispensable for the application of this doecument. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISOYIEC 18785-1 - Biometric Performance Testing and Reporting — Part 1: Principles and Framework (FOIS)

4 Terms and definitions

For the purpeses of this document, the following terms and definiions apply:

4.1 Terms and definitions regarding General concepts
biometrics
Automated recognition of individuals based on their behavioural and biological characteristics ([2])

biometric product
any biometric component, system or application which is the scope of the evaluation.

biometric characteristics
distinguishing trait of an individual’s biclegy and behaviour that can be repeatably observed or measured ([2])

end-user
A person who interacts with a biometric product to enrol or have histher identity checked. (based on [7])

wolf
A wolf is a biometric sample that shows high similarity to most of the enrolment data record

lamb
A lamb is a biometric referemce that shows high similarity to most of the biometric samples from other end-
users.

4.2 Terms and definitions regarding Biometric products

biometric data
biometric sample at any stage of processing, biometric reference, biometric feature or biometric property. All
kinds of data related to biometric characteristics. ([2])

biometric feature
Concise representation of information extracted from an acquired or intermediate biometric sample by
applying a mathematical transformation. {[2])

biometric reference
one or more stored biometric samples or bicmetric models atiributed to an individual and used for comparison

([2n
Mote: biometric termplate is regarded as a type of biometric reference. See definition for biometric template

biometric sample
data obtained from a biometric device, either directly or after processing ([2])

biometric template
biometric reference consisting of a set of stored biometric features comparable directly to biometric features of
a presented biometric sample using a function not dependent on an individual ([2])

2 & |SONEC 2005 — Al rightts resarved
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biometric model
biometric reference consisting of a stored function (dependent on the individual) generated from a biometric
sample(s) ([2])

enrolment data record
record created upon enmolment, assocciated with an individual and including biomefric reference(s) and
typically non-biometric data ([2])

4.3 Terms and definitions regarding biometric processes

threshold
boundary value of the score used by the comparison application to decide automatically if one reference
template, compared to the template submitted to the system, is accepted or rejected. ([7])

verification
biometrc product function that performs a one-to-one comparison (based on[2])

identification
biometrc product function that perfforms a one-to-many search (based on [2])

enrclment
process of creating amd storing, for am individual, a data record containing biometric and, typically, mon-
biometric data ([2])

comparison score
numerical value (or set of values) resulting from a comparison ([2])

comparison result
value of "match”, “non-match” or possibly “undetermined” resulting from a decision based on a comparison
score, a decision policy including thresheold, and possibly other inputs

biometric application decision

making a conclusion or resolution based on the application (3.5.1) decision policy after consideration of one or
more comparison results, comparison scores and possibly other non-biometric data ([2])

4.4 Terms and definitions regarding Error Rates

failure-to-enrol rate (FTE)
proportion of the population for whom the system fails to complete the enrclment process

failure-to-acquire rate (FTA)
proportion of verification or identification attempts for which the system fails to capture or locate an image or
signal of sufficient quality

false non-match rate (FNMR)

proportion of genuine attempt samples falsely declared not to match the template of the same characteristic
from the same user supplying the sample

false match rate (FMR)
proportion of zero-effort imposior attempt samples falsely declared fo match the compared non-self template

false reject rate (FRR)
proportion of verification transactions with truthful claims of identity that are incomecily denied

false accept rate (FAR)
proportion of verfication transactions with wrongful claims of identity that are incorrectly confirned

D ISVIEC 2006 — All nighls reserved 3
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It should be noted that within [4] a FAR is defined for Zero-Effort impostor attacks only. For active impostors
there are a variety of attack types, some being modality specific.

For each attack type a statistical test metric F_*lﬂd could be computed using the mathematical formulation
parallel to the definition used in [4]. There maybe several such parallel sub-tests possibly with different sizes.

FAR = Mumber of successful transactions usingattack method 'a’
' Mumber of attacks using attack method 'a’

This kind of ermor rate is not considered within this clause but within the vulnerability assessment as it
represents the chance to succeed with a certain kind of attack.

{true-positive) identification rate (TPIR)
proportion of identification transactions by users enrolled in the system in which the user's comect identifier is
among those returned

false-negative identification-error rate (FNIR)
proportion of identification transactions by users enrolled in the system in which the user's commect identifier is
not among those retumed

false-positive identification-error rate (FPIR)
proportion of identification transactions by users not enrclled in the system, where an identifier is retumed

target population
population users which use a biometric application.

test subject
user whose biomeiric data is imtended to be enrolled or compared as part of the evaluation ([2])

CTEW
set of test subjects gathered for an evaluation {[2])

4.5 Statistical Terms

Confidence Interval
A lower estimate L and an upper estimate U for a parameter x such that the probability of the true value of x
being between L and U is the stated value ¥. Y is also called confidence value. (based on [4])

Confidence value
Probability that the true value for an estimated parameter x is within a certain interval.

5 Symbols (and abbreviated terms)

FAR false accept rate

FDIS Final Draft International Standard

FMR false match rate

FHIR false-negative identification-emor rate

FHMR false non-match rate

4 © |S0ONEC 2005 — Al rights reserved
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FPIR false-pasitive identification-emor rate
FRR false reject rate

FTA failure-to-acquire rate

FTE failure-to-enrol rate

IS Intermational Standard

ROC receiver operating charactenstic
SDK Software development kit

TPIR (true-positive ) identification rate

6 Security evaluation

6.1 Introduction

This clause of 18782 provides generic reguirements and guidelines for a secunty evaluation process of a
biometric preduct. This subclause introduces the basic concept for each securty evaluation of a biometric
product.

A security evaluation of biometric technology can be performed on three levels: component, system and
application:

= A Biometric Algorithm as the core part of each biomeftric product can be tested in isolation. A
Component level evaluation is focused on technizal interfaces and biometric algorithms.

# The Implementation of a Biometric System can be tested in a laboratory environment. Evaluation on
this level always includes a biometric sensor device and the mandatory technical equipment (e.g. a
database) but is performed in a conirolled laboratory environment.

# Finally a biometric product can also be evaluated on an Application Level whizh means o test the
biometric system during its working in a real world environment.

As every level for evaluation has a slightly different scope and its advantages and disadvantages the following
subclauses introduce the different levels in mare detail.

611 Component Lewvel

At the component level, the main scope of the evaluation are the statistical properties of the algorithm. Tests
shall be performed to verfy that the algorithm is accurate enough in the biomefric sample discrimination on a
suffficient large and representative set of tests. A test of ermor rates on a component level is usually a technical
(off-line) test using biomefric data which has been previously acquired.

Evaluation of some specific vulnerabilites shall alse a part of each evaluation on a compoent level

The principal advantage of component level evaluation is the fact that such an evaluation can be controlled
and documented quite easy, and it is hence repeatable and reproducible.

D ISOVIEC 2006 — All iighis reserved 5
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6.1.2 System Level

At system level, the scope of the tests and evaluation focus on the implementation of the biometric processes.
Such an evaluation is typically performed within a laboratory environment but using a complete system and
real users. Also on the system level the security relevant error rates shall be determined.

The test on this level is quite realistic as it includes a complete system, a simulated environment and the
human factor. But nevertheless as it is performed within a laboratory it is gquite good to control the
environmental and operational conditions, to document the test and hence the test is quite repeatable and
reproducible.

Ewvaluation of some specific vulnerabiliies and privacy aspects shall also a part of each evaluation on a
system level. The vulnerabilities which have to be additionally considered (compared o the component level)
on this level include those associated with the sensor and the sensor connection.

6.1.3 Application Level

At the application level, the scope of the tests shall be the evaluation of the adequacy of the biometric product
considering under real operational conditions.

This usually means that testing is done with real users and based omn their normal interactions with the
ocperational biomefric system. Although such a test is realistic, it is often difficult to capture all the necessary
test data o allow a comprehensive analysis of the system performance. Furthermore, the test results may not
be readily repeatable because of uncontrollable changes in the test conditions.

On an application level a test shall be performed to evaluate the values for the security relevant emor rates.

Some of the vulnerabilities of biometric techmology have to be considered on an application level. Specifically
all wulnerabilities that are related to management aspects of a biometric product (such as a de-enrolment
function) or to environmental conditions (such as increasing the FAR by changing environmental factors) shall
be considered on this level.

Additionally privacy aspects have to be considered on an application level as these aspects are usually
application specific.

The following table summarized the advantages and disadvantages of every evaluation level in terms of the
lewel of realism, the level of control, the cost, the time effort, repeatability and reproducibility.

Component Level System Lavel Application Level
Lavel of realism Low Medium High
Lavel of control High Medium Lo
Cost Low Medium High
Time effort Low Medium High
Repeatability High Medium Lionw
Reproducibility High Medium Lowar

Table 1: Advantages and disadvantages of the different levels of evaluation

6.1.4 Selection of the appropriate evaluation level

On which level a security evaluation or parts of it should be camed out is of course highly dependent on the
type of the biometric product. For example it is obvious that if the product only comprises a biometric algorithm

i © ISONEC 2006 — Al rights resarved
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{maybe in form of a Software Development Kit (SDK]) it can only be tested as a component because neither a
system nor am application are available.

Additionally some aspects of a security evaluation may only be evaluated on a certain level. E.g. evaluation of
privacy aspects is only possible in the context of a complete application. Howewver the requirements within the
rest of this standard shall be applied on all levels of evaluation if not mentioned otherwise.

However as every level of evaluation has its own advantages and disadvantages the aim shall be to evaluate
the product on as many levels as possible. This means that if the product is a complete application, the
evaluation shall be camied out on an application level, a system level and a component level. If the product is
a biomefric system the evaluation shall be camied out on a system level and a component level.

This of course means that effort has to be paid to extract a system for evaluation out of an application or to
extract the core biometric component cut of a system for evaluation.

The evaluation on the different levels of evaluation (where existing) shall not be seen independently. The
evaluator shall examine that the results from the different levels of evaluation contribute to a homogenous

result of the complete evaluation. Where inhomogeneous results exist for one aspect (or related aspects) of
evaluation on different levels a justification shall be given.

D ISVIEC 2006 — All nighls reserved T
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6.2 Error rates of biometric products

It is one inherent disadvantage of biometric products that they do not work deterministically but have emor
rates which for example show how many users are wrongfully accepted or rejected by the biometric product.
These emor rates are not only a perfformance measures but are also relevant in terms of security.

Hence each security evaluation of a biometric preduct shall include an assessment of the security relevant
eqmor rates.

As described in clause 6.14 every evaluation of a biometric product shall be performed om as many
evaluation levels as possible. This is also the case for the test of the security relevant emmor rates of the
biometric proeduct. This means that if a biometric application is the scope for the evaluation the security
relevant emmor rates shall be tested on the system and component level as well. If a biometric system is the
scope for the evaluation the test of security relevant ermor rates shall be performed on a component level as
well. Clause 6.2.14 defines the requirements to check the consistency of the test resulis.

The requirements in this clause are in effect for all evaluation levels if not stated otherwise.

621 Concept

Dwuring a classical performance test of a biomefric product it is usually the scope of the test to determine the
emor rates of a biometric product. In contradiction to this it is the scope of a test of the security relevant ermor
rates during a security evaluation to determine whether the ermor rates of the biometric product are small
enough to meet the security needs which are the background for the evaluation.

Hence the test of the security relevant ermor rates during a security evaluation starts with a claim about the
behaviour of the biometric product and ends with a result showing whether this claim could be proofed during
the tests or not. However the evaluator should consider some other aspects during the tests as paris of the
test may be related to the vulnerability assessment as well.

As testing of emor rates of a biometric product is a complex task it can usually not be done without the support
of the vendor of the product. The approach for testing described in this clause bases on a five step concept:

1} The vendor shall claim the maximum values for the securty relevant emmor rates
2} The claims shall be checked by the evaluator

3} The vendor shall perfform a test to proof that the claim is comect, i.e. that the emor rates meet the
claim

4} The test of the vendor shall be evaluated by the evaluator

5) The evaluator shall perform an independent test
These steps will be intreduced in more detail in the following paragraphs:
6.2.2 Wendor claim

The vendor of the biomefric product shall provide the evaluator with a claim for the maximum value of the
security relevant ermor rates of the biometric product.

This requirement comprises two aspects:

— The vendor shall perform and provide an analysis which emor rates of the biometric product are security
relevant

— The vendor shall provide the evaluator with a claim for the maximum values of these emor rates.

& © ISONEC 2006 — All Nghts resarved

34



ISOJIEC CD 19792

The evaluator shall examine whether the list of securty relevant emor rates is complete and whether the claim
for the maximum values of the emor rates is adequate.

Many factors influence the decision whether the claim for the maximum values of ermor rates is adequate.
They mainly comprise:

— The (future) application case of the biometric product and its security needs

— Legal requirements

— Confractual requirements (or customers requirements)

— Requirements resulting from the specific evaluation methodology which is used.

The evaluator shall consider at least the following emor rates during the analysis to evaluate whether the list of
identified security relevant error rates is complete:

6.2.3 Error rates to be considered during a security evaluation

The definition of the following emmor rates has been taken from [4]. Additional guidance is given for which cases
the different error rates may be important.

6231 failure-to-enrol rate (FTE)
proportion of the population for whom the system fails to complete the enrolment process

This ermor rate should be considered if no fallback system for the biometric product is available which could be
used by the people who are not able to enrol into the biometric product.

6232 failure-to-acquire rate (FTA)

proportion of verification or identification attemipts for which the system fails to capture or lecate an image or
signal of sufficient quality

6233 false non-match rate (FNMR)

proportion of genuine atternpt samples falsely declared not to match the template of the same characteristic
from the same user supplying the sample

6.234 false match rate (FMR)

proportion of zero-effort imposior attempt samples falsely declared to match the compared non-self template
6.2.3.5 false reject rate (FRR)

proportion of verification transactions with truthful claims of identity that are incomectly denied

6236 false accept rate (FAR)

proportion of wverification transactions with wrongful claims of identity that are incormectly confirned

It should be noted that within [4] a FAR is defined for Zero-Effort impostor attacks only. For active impostors
there are a variety of attack types. some being modality specific.

For each attack type a statistical test metric FA'_R“ could be computed using the mathematical formulation
equivalent to the definition used in [4]. There could be several such sub-tests possibly with different sizes.
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_ Mumber of successful fransactions using attack method ‘2’

FAR. = -
Number of attacks using attack method 'a'

This kind of emmor rate is not considered within this clause but within the wvulnerability assessment as it
represents the chance to succeed with a certain kind of attack.

The FAR shall be considered during each evaluation of a biomefric verification product.

6237 (true-positive) identification rate (TPIR)

proportion of identification transactions by users enrclled in the system in which the user's comect identifier is
among those returned

This ermor rate should be considered during an evaluation of a biometric identification product.

6238 false-negative identification-error rate (FNIR)

proportion of identification transactions by users enrolled in the systemn in which the user's comect identifier is
not among those retumed

This ermor rate should be considered during an evaluation of a biomeiric identification product.

6239 false-positive identification-error rate (FPIR)
proportion of identification transactions by users not enrclled in the system, where an identifier is returned

This ermor rate should be considered during an evaluation of a biomeiric identification product.

624 Vendor test

The vendaor shall plan and conduct a test with the aim to proof whether the emor rates meet the claim. This
test shall be compliant to 18785-1.

16785-1 defines the requirements for performance tesling of biometric products and should therefore be
followed. In contradiction to many classical performance tests as describad in 19788-1 it is the scope of a test
of the security relevant emor rates during a security evaluation to proof a claim about the maximum values of
the ermor rates wrong or right. Hence the rest of this clause defines additional requirements that shall also be
followed. These requirements are either not contaimed in 18795-1 or not mandatory to be compliant to
189785-1.

The vendor of the biometric product shall provide the evaluator with the description and the results of the test
performed to proof that the claim for the security relevant emor rates can be met. The test shall be compliant
to 19785-1 and shall meet the additional requirements as listed in the rest of this clause.

The evaluator shall examine the test and check whether it has been performed in compliance with 18785-1.

Additionally the test shall meet the requirements described in the rest of this clause which shall be checked by
the evaluator.

As the efforts for such a test may be quite high it is also possible that the evaluator reviews the test concept of

the wvendor before the vendor conducts the tests. In this way a test which cannot be used due to an ermor in its
concept can be avoided.

625 Assumptions

Each test of ermor rates of biomefric products needs assumptions during its design and test phase.
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The vendor shall report all assumptions which have been made for the design and conduction of the test.
Classical assumptions for example address:

— The future environment of the biomefric product

— The independence of attermnpts to the system in a statistical sense

— The expected behaviour of future genuine users of the biometric product

— The expected behaviour of attackers which might attack the biometric preduct in the future

The assumptions made for the test bias the assurance which can be achieved in the results of the test

The evaluator shall evaluate the assumptions reported by the vendor and check whether these assumptions
are approprate for the required level of assurance.

All assumptions which have been made for the design of the test or during the tests shall be decumented and
published together with the test resulis.

6.26 Test crew

The test crew which is acquired for evaluation shall be representative of the target population of the biometric
product.

This requirement can be easily met if the test crew is collected randomly from the target population of the
system.

If it canmot be shown that the test crew has been randomly collected from the target population of the
biometric product the vendor shall identify the charactenistics of the test crew which may bias the security
relevant ermor rates.

Additionally the vendor shall report the distribution of the identified characteristics among the test crew and the
target population of the biometric product. For evaluations on a component or system level a hypothetical
target population may be assumed.

The evaluator shall examine the analysis of the vendor. This analysis shall comprise:

— An analysis whether the test crew has been randomly collected from the target population (if claimed by
the vendor)

— An analysis whether the list of influencing factors claimed by the vendor is complete and

— An analysis whether the distribution of the ideniified characteristics among the test crew differs
significantly from the distribution of these charactenstics among the target population.

However it should be noted that one possible attack to a biometric product may be that an attacker uses the

biometric characteristics from a user who comes from outside the target population. The gquestion whether this
would bias the security relevant emmor rates shall be addressed by the evaluator during the independent tests.

6.27 Environment

The environmental conditions which could influence the performance of the system during the test shall not
deviate significantly from the recommended condiions. This requirement includes that the wendor has to
define the intended environment in which the biometric product may be used if the test is performed on a
component or system level
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The evaluator shall check that the environmental conditions de not significantly differ from the conditions in the
intended environment.

All environmental conditions relevant to the test scenario shall be decumented and published. Additionally the
intended environment for the biometric product shall be published together with the evaluation results.

Dwring the independent tests the evaluator shall specifically examine the possibility that the security relevant

ermor rates can be increased by attacking the systemn by changing parameters in the envircnment to a value
out of the recommended range. See also clause 8.3.8.

6.2.8 Related error rates

If an ermor rate which is determined is related to another error rate directly or indirectly the value for the related
ermor shall to be claimed and published as well

The evaluator shall check that the value for the related emor rate is acceptable.
The background for this requirement is to avoid that a biometric product is tuned to reach a certain emor rate

[e.g. FAR) while the comelated emor rate (e.g. FRR) reaches unacceptable values which would make the
systern unusable working point

629 Threshold settings

While in classical perfiormance testing the scope is often to calculate the complete ROC of the biometric
product during a security evaluation only the behaviour of the system at its recommended settings is relevant
However if the biometric product allows to adjust the settings for the threshold all settings which are allowed
shall be tested.

Ewen if not required it is possible to report the ROC of the biometric product.

Hemce all possible threshold settings of the biometric product shall be made in accordance with the guidance
documentation during testing and shall be published together with the test resulis.

The evaluator shall check that the threshold seftings during the tests were set cormectly.

6.2.10 Retry counter

Some biomeiric products allow sequential reject retries before the product takes defensive measures (e.g.
account lockout). This is a critical aspect of the overall security.

If a biomefric product has a mechanism to limit the maximum number of failed (sequential) attempts the
vendor shall provide the description of this mechanism and the recommendations for its settings.

The evaluator shall examine the described mechanism and check the settings for a retry counter to be
appropriate for the application case of the biometric product.

As the ermor rates for multiple attempts cannot be easily calculated based on the one attempt ermor rates, the
vendor test shall report the results for the emor rates considering the retry counter setting of the biometric
product.

6211 One attempt error rate

Some of the ermor rates of a biometric product may base on a multiple attempt philosophy. (See also prev.
subclause) E.g. it may be the case that one single rejected genuine attempt of a user is not seen as a false

rejection but only an accumulation of x rejected genuine attempts.

In these cases a vendor may tesis and reports the values for an emor rate of X attermpts (e.g. FRR(3)).
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However for the reason of comparability the value for the 1 attempt emor rate shall be tested, reported and
published anyway.

It should be menticned that it is usuwally not possible to calculate the emor rates for multiple attempts based on
the one atternpt ermor rate or vice versa. Hence in these situations both ermor rates have to be tested. While

this is usually quite simple in a component test on a system or application level it may be necessary to collect
information which is usually not collected.

6.2.12 Statistic Approach/Confidence values

The vendor shall document the statistic approach which has been used to proof the claim of the maximum
values for the security relevant ermor rates and provide the evaluator with this information.

The evaluator shall check that the used approach is suitable.

The confidence value which has been used shall be reported to the evaluator as well and the evaluator shall
check that the used confidence values are adequate for the required level of assurance.

The used statistic approach and the used confidence value shall be published together with the evaluation
results.

6.2.13 Repeat test subsetiVendors testing
The concept of this standard defines that the test of the security relevant emor rates is primarily performed,
documented and reported by the vendor of the biometric product. However the evaluator shall perform
independent tests o check the results of the vendor.
Dwring the independent test the evaluator shall specifically address the following questions:

1) Are the results of the vendors test comect?

2) Does an accumulation of false acceptance cases exist?

3) How does a variation of the environment bias the test results?

4} How does a variation of the characteristics of the test crew which have been identified by the vendor
to influence the security relevant ermor rates (see also clause 6.2.5) bias the test results?

5§} The evaluator shall consider the typical wulnerabiliies as described in clause 8.3 during the
independent test.

Ta verify that the results of the vendor are cormect it may be sufficient to repeat a subset of the test the vendor
provided the evaluator with. This is specifically possible for tests on a componeant level. Also to evaluate the
bias of a different environment or the possibility to exhaust the vulnerabilities the evaluator may reuse test
data and results of the vendor's test.
However the independent test shall meet the following requirements:

1} The acquisition of the test crewftest data shall be under the sole control of the evaluator.

2} The planning and the conduction of the test shall be under the sole control of the evaluator

3) The evaluator should follow 187851 to plan and perform the test. However for some aspecits during
the independent test the evaluator will have to develop a different methodology.
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6.2 14 Consistency check

If the scope of the evaluation is a biometric system or application more than one test for the securnty relevant
emor rates shall be performed as explained in clause 8.2.1.

The test on ewvery level has to meet the requirements from the previous clauses if not explicitly stated
othenwise.

If more than one level of testing has been performed (ie. for system or application evaluations) the evaluator
shall evaluate the test results of every level to show that no inconsistencies exist.

It is well known that test results of emor rates of the same biomefric product which are tested on different
levels are not directly comparable. However the evaluator shall at least address the following questions during
this anakysis:

— Did all tests show that the comesponding claims for the emor rates are met?

— Did all the tests identify the same security relevant emmor rates? If not, is justification given?

— Are there any obvious and not justifiable inconsistencies within the results of the tests?
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6.3 Vulnerability Assessment

This subclause describes the requirements and recommendations concemning the vulnerability assessment of
biometric products. Potential vulnerabilities that are well known are addressed in the following subclauses.
Table 2 lists the potential vulnerabiliies and related subclauses.

Major threats assumed this subclause are following. Concrete attack processes are described in each
subclause comesponding io the potential vulnerability.

— Intentional impersonation: The attacker tries to exploit the potential vulnerabilities and impersonate a
legitimate end-user at the verification or identification.

— Accidental impersonation: Due fto the potential wulnerability, the end-user is accepted as another
legitimate end-user at higher false accept rate han predicted one by performance testing that was camied
out beforehand. |t is threats for the identification or verification.

— Creating backdoor: To create the account at the enrolment that one or more attackers can be accepied
by the biometric product.

Each subclause includes am explanation of a potential vulnerability, the reguirements that vendors and
evaluators shall meet to ensure the potential vulnerability cannot be easily exploited. an explanation of threats
in combination with other potential vulnerabiliies, and the requirements that vendors and evaluators shall
meet to ensure the target system is resistant to the threats.

Although the subsystems and processes of the biometric product in this subclause are based on the general
biometric product that has been defined [7], some subsystem and sub-components are also appended with
regard to the securty evaluation of the biometric product. These additional subsystems, sub-components and
processes are described in Annex A of this document. During a security evaluation of a biometric product the
evaluator shall at least consider the vulnerabilities listed in this clause.

Reguirements for the assessment of vulnerabilities depend on the evaluation level. Table 2 also summarizes
the requirement for each potential vulnerability according to the evaluation level. "N/A™ means the evaluator
does not have to assess the potential vulnerability at the evaluation level A "Basic™ assessment is to clarify
the degree of a single potential vulnerability at the evaluation level. An "Extended™ assessment is to confirm
that the target, which can be a biometric component, system, or application, is resistant to threats related to
the vulnerability. According o the basic concept for evaluation (see also clause G), the evaluation levels form
a hierarchical structure. That is., a systemn level evaluation shall include a component level one, and an
application level evaluation shall include a system level evaluation. However, extended assessments are mot
required when a basic assessment shows that the potential vulnerability camnot be exploited. Therefare, it
may be efficient for a system or application level evaluation to start from the component lewvel.

Subclause Paotential Vulnerakbility Compomernt System Application
4.3.1 Imitation MIA Basic Extended
4.3.2 Mimicry Basic Extended Extended
4.3.3 Deficient liveness check MIA Basic Extended
6.3.4 Impossibility of concealing biometric MA Basic Extended

characteristics

6.3.5 Similarity Basic Extended Extended
6.3.8 Special biometric characteristics Basic Extended Extended
6.3.7 Synthesised biomefric samples Basic Extended Extended
6.3.8 Unexpected Environment MUIA Basic Extended
6.3.9 Configuration MIA Basic Extended
6.3.10 Enrolment process MUIA MIA Basic

6.3.11 Leakage and alteration of biometric data MIA Basic Extended

Table 2: Yulnerability assessment based on the three levels of evaluation

The potential vulnerabilities described in this IS5 are common to most biometric products but new biometric
technodogies or specific designs of biometric applications may have other vulnerabiliies. Mote that not all
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vulnerabiliies are covered in this document. Therefore, the evaluator shall also perform a state-of-the-art
examination to reveal the existence of other vulnerabiliies not descrbed here.

6.3.1 Imitation of biometric characteristics

Biometric characteristics are not designed in a way intended to prevent their imitation, unlike other personal
ientification devices such as smart cards or the keys to a safie. There are biometric characteristics that would
be easy for anyone fo reproduce ([E]. [9]). These can be reproduced by, for instance, rubber fingers or
recorded voices. This is a potential vulnerability that could lead fo impersonation for a biometric product, and
also allow a backdoor to be created during enroclment.

To confirm that this potential vulnerability cannot be easily exploited, the wendor shall provide information
concerning imitation prevention that includes the ease (or difficulty) of achieving imitation, the specification of
capture- and imitation-prevention sub-components, the environmental and operational conditions assumed for
the biometric product, and the claimed difficulty of achieving imitation against the biometric product. The
vendor can also provide test results regarding imitation. In addition, any known limitations of effectiveness for
imitation prevention shall be stated. The evaluator shall assess the imitation prevention with the aim of
validating the wvendor's claims. Additionally the evaluator shall use any other available spoofing techniques to
assess the capability of the imitation prevention against known forms of imitations relevant to the biometric
miodality and technology. These reguirements are in effect for the system level evaluation.

If the above evaluation leads fo strong suspicion of an imitation vulnerability, the evaluator shall also assess
the following threats.

One threat exploiting this vulnerability is the intentional impersonation with an arificial material that can
provide a biometric sample closely resembling that of a specific person. Since original bicmetric samplas are
needed for this threat, the evaluator should also consider the ease of acquiring original biometrics to evaluate
the resistance against this threat. To enable assessment of this threat, the vendor shall provide information
concerning the difficulty of acquiring original biometric samples which should address at least the potential
vulnerabiliies described in 6.3.4 and 8.3.11. Any other countermeasures against this threat can be addressed.
The vendor shall also claim whether the target system is resistant to this threat. The evaluator shall validate
the vendor's claim. These requirements are in effect for the application level evaluation.

The other threat is creation of a backdoor through imitation during enmciment. f an imitation can be enmdlled
and verified, it may be used by anyone as a token to access the system. Since the imitation does not need to
provide a legitimate end-user's biometric data for this sort of attack, no effort to acquire original biometric
samples is required on the part of attackers. On the other hand, an attacker should enral the imitation within
the biometric product. Therefore, the evaluator should also consider ithe enroclment process to confirm the
resistance fo this type of attack. To enable assessment of this threat, the vendor shall provide the operational
conditions of the enrolment process and claim the biometric product is resistant against this threat For
example, enmiment monitored by the staff administering the enrolment process may be an effective
countermeasure. The evaluator shall validate the claim of the vendor. These requirements are in effect for the
application level evaluation.

Mote: Physiclegical biometnic characteristics cut off from end-users are not considered a form of imitation (see 5.3.3.)

6.3.2 Mimicry of biometric characteristics

Biometric samples may change for many reasons. In particular, emd-users may intentionally change
behavioural biometric characteristics such as their voice or dynamic signalures. Mimicry refers to these kinds
af intentional change of behavioural biometric characteristics. This is a potential vulnerability that could lead to
the thread of impersonation and the creation of a backdoor for the biometric product.

To ensure this potential vulnerability cannot be exploited, the vendor shall provide information related to the
component of the biometric preduct which includes the specification of the component, and the environmental
and operational conditions assumed for the biometric product, and the claimed difficulty of mimicry against the
biometric product. In addition, any known limitations of effectiveness against mimicry shall be stated. The
evaluator shall assess the ease of mimicry with the aim of validating the vendor's claims. These requirements
are in effect for the component level evaluation if behavioural biometric characteristics are employed.
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If the above ewvaluation leads to strong suspicion of mimicry vulnerability, the evaluator shall also assess the
following threats.

As for the intentional impersonation through mimicry of a legiimate end-user, the evaluator should consider
the ease of acquiring original biometrics as well as confirming the resistance against this threat, since original
biometric samples are needed to achieve this threat. To enable assessment of this threat, the vendor shall
provide information on the difficulty of acquiring original biometric samples which should address at least the
potential vulnerabilities described in 6.3.4 and 8.3.11. Any other countermeasures against this threat can be
addressed. The wendor shall also claim whether the biometric product is resistant against this threat. The
evaluator shall validate the vendor's claim. These requirements are in effect for the system level evaluation.

This potential vulnerability can also lead to the creation of a backdoor where end-users (and attackers) carry
out training in collusion with each other to submit identical biometric charactenstics such as the same keyword
ar the same signature. Regarding this threat, the evaluator should also consider the enrolment process. To
enable assessment of this threat, the vendor shall provide the operational conditions of the enrclment process
and claim that the biometric product is resistant against this threat. For example, the biometric product that
does not allow end-users to decide the keyword used to enrol in the system could be a countermeasure to this
threat. The evaluator shall validate the claim. These requirements are in effect for the application level
evaluation.

6.3.3 Deficient liveness check

A deficient liveness check sub-component may allow impersonation or creation of a backdoor with
physiclogical body parts cut off from the end user. The imitation prevention may not detect this attack since
the submitted biometric characteristics are real, though not living, im this case.

To ensure this potential vulnerability cannot be exploited, the vendor shall provide information conceming the
liveness check that includes the qualitative change in the biometric sample after being cut off, the effect of the
change on capture, the specification of capture- and liveness-check sub-components, the environmental and
operational conditions assumed for the biometric product, and a claim as to how long the biometric
characteristics of a cut-off part can be used for vernfication or identification. The claim can be made from a
medical perspective. Mo experimental testing may be possible. In addition, any known limitations on the
effectiveness of the liveness check shall be stated. The evaluator shall assess the liveness check with the aim
af validating the wvendor's claims. These reguirements are in effect for the system level evaluation when
physiclogical biometric characteristics are employed.

If the abowve evaluation concludes that the biometric characteristics of a cut-off part can be used for a practical
length of time, the following threats shall also be assessed by the evaluator.

Regarding intentional impersonation using the biometric characteristics of a cut-off part, the vendor shall
provide the assumed social circumstances of the application or operational conditions on verification or
identification, and claim how difficult it will be for attackers to obtain the biometric characteristics of a cut-off
part. The evaluator shall validate the claim. These reguirements are in effect for the application level
evaluation.

This potential vulnerability may also lead o the creation of a backdoor if the biometric characteristics of the
cut-off part can be used for long enough. Regarding this threat, the evaluator should also consider the
enmoiment process to confirm resistance to this attack. Te enable assessment of this threat, the vendor shall
provide the operational conditions for the enrclment process and claim the biomeiric product is resistant
against this threat. For example, enrolment monitored by the staff administering the enrclment process may
be an efficient countermeasure. The evaluator shall validate this claim. These reguirements are in effect for
the application level evaluation.

6.3.4 Impossibility of concealing biometric characteristics
Since biometric characteristics are readily exposed to others, it is difficult (not to say impossible) for end-users
to always intentionally conceal their biometric characteristics. Therefore, even if countermeasures against

leakage of biometric data in systems are strong encugh. attackers may acquire a legitimate end-user's
biometric sample. For example, it might be possible to obtain a fingerprint that has been left on the biometric
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capture device, a photograph of a face or a voice recording. This is a potential vulnerability that could lead to
the threat of impersonation or the threat of creation of a backdoor during enrolment for the verification or the
ientification system.

To confirm this potential vulnerability cannot be exploited, the vendor shall provide information conceming the
biometric characteristics used in the biomeftric product, the specification of capture subsystem, the
environmental and operational conditions assumed for the application, and the claimed difficulty of obtaining
an end-user's biometric characterstics by cowert operation. The ewvaluator shall assess this potential
vulnerability with the aim of validating the vendor's claims. These requirements are in effect for the application
level evaluation.

If the marks of biometric characteristics remain on the capture subsystem, the vendor shall claim how difficult
it will be to abuse the marks without imitation. For example, a fingerprint on the capture subsystem might be
verified again by applying appropriate moisture. The evaluator shall validate this claim. These requirements
are in effect for the system level evaluation.

If the above evaluation leads to a strong suspicion that this vulnerability is significant, the evaluator shall also
assess the following threats.

Emd-user biometric characteristics obtained by covert operation may become a resource for imitation or
mimicry and may lead to intentional impersonation through imitation or mimicry. Regarding these threats, the
evaluator shall also consider imitation or mimicry.

To enable assessment of these threats, the wvendor shall provide information on the difficulty of imitation or
mimicry that is described im 6.3.1 or 832 Any other coumtermeasures against these threats can be
addressed. The vendor shall also claim 1hat the target system is resistant to these threats. The evaluator shall
validate the wendaor's claim. These requirements are in effect for the application level evaluation.

635 Similarity

Depending on the modality of biometrics, the biometric characteristics of close blood relatives or identical
twins may be wvery similar. Regarding facial recognition methods, for example, there is ofien a very strong
resemblance between the facial features of blood relatives, especially siblings or twins. Such similarity may
lead to the threat of intentional impersonation for werification systems, intentional or accidental impersonation
for identification systems, and the creation of backdoors.

To confirm this potential vulnerability cannot be exploited, the vendor shall provide information conceming the
similarity of biometric characteristics from closely related (by blood) end-users that includes the envirenmental
and operational conditions assumed for the biomefric product. The vendor shall alse claim that similarity
among closely related end-users can not deteriorate the false accept rate. The claim can be made from a
medical perspective or by analysing false accept cases. For the analysis, the vendor should refer to subclause
8.2 The degree of this potential vulnerability can be examined through evaluation of the false accept rate
under the special condition where the test subjects (crew) consist of close bloed relatives or identical twins. IF
the conditional false accept rate greatly surpasses the false accept rate, the degree of vulnerability and related
risk can be high. The evaluator shall assess this potential vulnerability with the aim of validating the claim.
These reqguirements are in effect for the component level evaluation.

If the above evaluation shows ihat the similarty can deteriorate the false accept rate, the following threats
shall be also assessed by the evaluator.

This potential vulnerability may lead to the threat of impersonation by attackers who are related by blood to a
legitimate end-user submiting their biometric characteristics to the biometric product. The vendor shall
provide information on countermeasure in the system or the application level and claim its effectiveness. The
evaluator shall validate this claim. These requirements are in effect for the system or the application level
evaluation.

This potential vulnerability may also lead fo the threat of backdoor creation where legitimate end-users
accounts are available to the end-user's close blood relatives. Regarding this type of attack, the vendor shall
provide information on countermeasures at the application level and claim their effectiveness. The evaluator
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shall validate this claim. These requirements are in effect for the application level evaluation. For example,
checking durimg the enrolment process whether the end-user has am identical twin may be one
countermeaasure.

636 Special biometric characteristics

Biometric samples showing "special behaviour” differing from that of the usual samples are known as either a
waolf or a lamb ([1]). They have similarities higher than normal samples to many impostors. The existence of
such special biometric samples can lead to the threat of impersonation or backdoor creation.

To confirm this vulnerability cannot be exploited, the wendor shall provide the specification of the component
and claim that the existence of a special biomefric sample or references is rare. The vendor can provide the
result of a false accept case analysis. In this case, the evaluator should refer to the analysis of false accept
cases described in subclause 8.2, The evaluator shall assess this potential vulnerability with the aim of
validating the vendor's claims. These requirements are in effect for the component level evaluation.

Mote: The existence of special samples can be predicted by examining the specifications of the biometric subsystem,
especially regarding the pre-processing and feature exiraction sub-components, and compare subsystem_ The results of
performance testing are also useful for predicting the existence of such samples or reference, becawse a concentration of
false accepts related to a specfic subject will suggest the possible existence of special biometric characteristics. If the
possible existence of such characteristics cannot be denied zccording bo the specifications, the evaluator should conduct a
performance test.

If the component level evaluation leads to a stromg suspicion of wvulnerability, the following threats shall be
assessed.

The threat exploiting this potential vulnerability is that end-users who have special biometric characteristics
will submit their biometric characteristics to the biometric product. That may cause imtentional impersonation
by attackers as well as an accidentally high false accept rate by legitimate end-users in an identification
systemn. The wvendor shall provide information on countermeasures against these threats and claim how
effective they are. The evaluator shall validate the claim. These requirements are in effect for the system level
evaluation.

This potential vulnerability may alse lead to backdoor creation where end-users who have special biometric
characteristics are enrolled as legitimate end-users. Either fortuitously or intentionally. many impostors can be
verified or identified as these end-users. Since this threat makes it important to prevent the enrolment of end-
users who have special biometric characteristics, the vendor shall provide information on countermeasures in
the enrolment process and claim how effective they are. The evaluator shall validate the claim. These
requirements are in effect for the application level evaluation.

Mote: Analysis of case of false accept during enrolment can be an effective countenmeasure against backdoor creation .
6.3.7 Synthesised biometric samples

Depending on the specifications of the feature extraction sub-component, the quality-control sub-component,
and the compare subsystern, false accept might occur with input that is unrealistic with regard to the viable
range of human biometric characteristics. Such synihetic data could possibly match one or more enrolees,
giving rise to instances of false accept.

To confirm that this wvulnerability cannot be exploited, the wvendor shall provide the specifications of the feature
extraction and the quality-conirol sub-component, and the compare subsystem. The vendor shall also claim
that the capabilities of the quality conirol sub-component are sufficient to reject synthetic data, that the feature
extraction sub-component will not output the significant features from synthetic data, or that the compare
subsystem will not cutput a high similarity between synthefic data and the biometric references. The evaluator
shall assess this vulnerability with the aim of validating the vendor's claim. These requirements are in effect
for the component level evaluation.

If the component evaluation leads to a strong suspicion of this vulnerability, the evaluator shall also assess the
following threats.
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This vulnerability may lead to the threat of intentional impersonation for biometric products in which attackers
submit am arificial object that provides the synthetic data. The wendor shall provide information on
countermeasures and claim their effectiveness. The evaluator shall validate this claim. These requirements
are in effect for the system or the application level evaluation.

This potential vulnerability may also lead to backdoor creation through which synthetic data is enrclled. Either
fortuitously or intentionally, many impostors can be verified or identified as a legitimate end-user. The vendor
shall provide the information on countermeasures in the enmclment process and claim how effective they are.
The evaluator shall validate this claim. These requirements are in effect for the application level evaluation.
For example, an efficient countermeasure may be enrolment monitored by the staff administering the
enrciment process.

638 Unexpected Environment

The physical environment arcund the capture subsystern may affect the false accept rate. The lighting
conditions for face verfication, humidity for fingerprint werification, and noise for weice verification are
examples of environmental conditions that may affect the false accept rate. See Annex A4.1 "Envircnmental
Conditions" for other examples. Deterioration of the capture subsystem, such as stains or flaws on the sensor,
may also be caused by external factors that thus affect the false accept rate. On the other hand, a testing of
securty relevant ermor rates can be camed out under the physical environment that the vendor assumes or the
application specifies. Therefore, a physical environment that is umexpected in the testing may increase the
values of the security relevant ermor rates. This is a potential vulnerability that could lead to the threat of an
accidentally high emor rates.

To enable assessment of this threat, the vendor shall provide information on the possibility that an unexpected
environment may affect the security relevant emor rates. The evaluator shall assess the information with the
aim of validation. These requirements are in effect for the system level evaluation.

As for the application level evaluation, the vendor shall provide information on the physical environments of
the target application, and claim that no specific environment that might affect the security relevant ermmor rates
will be realized for the target application. The evaluator shall validate this claim. These requirements are in
effect for the application level evaluation.

6.3.9 Configuration

Biometric werification or identification s camed out by comparing a submitied biometric sample with a
biometric reference(s) and determining the match based on a decision policy. Generally, the precision level of
the determining criterion is adjusted by changing the values of the parameters for the decision. A typical
parameter for the werification decision is a threshold value with respect to the comparison score. There are
cases in which the expected false accept rate cannot be achieved because the parameters for the verification
decision hawe been deliberately or accidentally set to the wrong values. Biometric products hawve such
parameters that affect the security relevant emor rates; non-administrative setting of these parameters may
lead fo the threat of intentional impersonation or accidentally high ermmor rates.

To confirn that this vulnerability cannot be exploited, the vendor shall provide information on all parameters
that may affect the security relevant ermor rates and the specification of the configuration subsystemn and claim
that these parameters are limited to ensure the ermor rates are reasonably low. The evaluator shall assess this
claim. These requirements are in effect for the system level evaluation.

At the application level evaluation, ihe vendor shall provide the operational conditions of the configuration and
claim that am appropriate authentication of the adminisirator is prescribed for the parameter settings. The
evaluator shall assess this claim. These requirements are in effect for the application level evaluation.

6.3.10 Enrolment process

The guality of biometric references may affect the secunty relevant emmor rates. If a biometric reference of
insufficient quality for the compare subsystem is enrclled in the biometric product, the false accept rate will mot
reach the value that was predicted from performance testing. This potential vulnerability may lead to an
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accidentally high ermor rates or intentional impersonation if attackers can specify an end-user whose reference
quality is not appropriate for verification or identification.

The wendor shall therefore provide information on the means to ensure an acceptable reference quality at the
enmiment process and claim how efficient it is. The means can be applied as a function of the sub-system or
certain process at the enmolment. For example, FAR testing of the reference against a database of biometric
samples may be an effective countermeasure to this potential vulnerability. The evaluator shall assess this
claimn with the aim of validation. These requirements are in effect for the application level evaluation.

Since the enrolment process provides an end-user with the privilege of access to the protected assets, the
establishment of the unigque identity of the end-user through non-biometric means may be mandatory for the
enmiment. Proofing is typically achieved through the use of so-called “breeder documents™ such as birth
certificates, passports, etc. Inadequate proofing may lead to the threat of creating backdoor. The wendaor shall
therefore provide information on the operational conditions for procfing, and claim how effective the proofing is.
The evaluator shall assess this claim. These requirements are in effect for the application level evaluation.

6.3.11 Leakage and alteration of biometric data

Leakage and alteration of security related data such as biometric samples, biometric references, comparison
seores, and comparnson results may lead to threat of intentional impersonation. For example, if the attacker
can eavesdrop and feed a biomefric sample to the cable between the capture subsystern and the signal
processing subsystem, the intentional impersonation could be achieved exploiting these vulnerabilities. A
variety of attack processes can be found on [1][10].

The vendor shall provide information on the security related data of the target system and countermeasures
against leakage and alteration, and claim that security related data cannot leak and be altered. The evaluator

shall assess this claim with the aim of validation. These requirements are in effect for the system and the
application level evaluation
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6.4 Privacy
Biometric products frequently associate personal information such as identity to biomeiric characteristics.

Furthermore, biometric characteristics or templates may contain by themselves personal information such as
gender, ethnic group or age. Therefore privacy is an important issue to be considered during each security
evaluation of a biometric application.

Privacy shall be gramted by the prevention of unauthorized access to persomal data including biometric
characteristics or termplate.

Mote: As privacy issues are often addressed by organisational means and highly dependent on a concrete usage, the
ewaluation of these aspects has o be done on the application level. Some of the technical means (e.g. encryption) could
also be assessed on a system level as well but the evaluabtion of privacy aspects should always be related to a certain

usage.

The list of privacy-relevant assets and the nature of their associated protections shall be defined upstream
from the evaluation and provided to the evaluator as an input of the following items. The evaluation shall
ensure that the defined privacy-relevant assets and protections are adequately protected and not used
wrongfully or illegitimately.

MNote: The definition of the privacy-relevant assets s not part of this |5 but is national specific and could be the result of
legislations or guidance from national bodies.

6.4.1 Assets protection

The evaluator shall ensure that the system provides an adequate mean to prevent unauthorized access to the
privacy-relevant assets.

6.4.2 Application Binding

The evaluator shall check that the system provides a mean to prevent the privacy-relevant assets from being wsed in
biometric products outside the scope of the application contesxt.

Note: Due to the fact that many interoperable biometnic products are available it may be possible that a biometric template

5 usable in another system than the systern it was created for. This functionalily needs o be defined in the application
combext.

6.43 De-enrolment

The evaluator shall check that the biometric product provides a mean fo remove privacy-relevant assets
related to a user from the system and with mo residual information (De-enrclment).
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Annex A
(informative)

Reference Model of a biometric product

A1 General

This Annex describes the reference model of biometric products for security evaluation. The reference model
is based on the general biometric product defined by [7] and includes the additional subsystems and sub-

components, functions or processes for the context of this 15, See [7] for a more general view to a biometric
product and its processes.

A.2 Reference Model

The following figure shows a reference model of biometric product for security evaluation that is used for this
I15. Some processes, functions, sub-components, eic. are added to the general biometric product defined by
[7] in terms of security evaluation. The several sub-components which are described in [7] are also explained
in the following subclauses. These descriptions not only base om descriptions i [] but have also been
adapted to be focused on the security aspects of each sub-component.
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Figure 1: Generic Biometric product
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A3 Sub-Systems and sub-components

The reference model includes the sub-systems that have sewveral sub-components in it This subclause
describes these subsystems and sub-components.

A3 Data capture subsystem

This sub-system entails the acquisition of a raw biometric sample from end-user's biometric characteristics
that has been presented fo this sub-systemn. This sub-system may also include the guality analy=iz sub-
component of the sample, which may result in feedback fo the end-user, possibly to request that another
biometric sample should be captured. The output of the capture subsystem is never a perfect representation
aof the raw sample, but will be affected by the characteristics of this subsystemn. This sub-sysiem also includes
the sensor sub-component that is the technical interface to the user and may contain additional functionalities
that are necessary to control the process of acquisition of the biometric sample and to interact with the user.

From a security perspective this sub-system is very important because — beside the subject Capture UF - it is
the only mandatory user visible interface. It is therefore an important interface to be considered during
vulnerability analysis. Furthermore it is well known that the guality of biometric data that has been acquired by
this sub-system directly influences the perfformance and therewith may also the security related emmor rates of
a biometric product.

A2 Signal processing subsystem

This sub-system entails the processing and conversion of the captured sample imto biometric reference. This
sub-system may also include gquality analysis of the sample or interchange data, which may result in feedback
to the end-user, possibly to request that ancther biometric sample should be captured. For enmciment, the
data output from the signal processing subsystem is stored in the data storage subsystem. For verification, the
data output from the signal processing subsystem is input to the compare subsystem.

This sub-component may include the quality analysis and the following sub-components.

A321 Quality Analysis

This sub-component analyzes the guality of the biometric samples and the biometric references as well. This
sub-component may work with one in the signal processing subsystem or be placed only in the signal
processing subsystem.

A322 Pre-Process

This sub-component entails the processing of biometric samples into {he appropriate form for the feature
extraction sub-component. This sub-component may include the noise reduction, image/signal enhancement,
ate.

A3 23 Feature Extraction

This sub-component extracts the distinguishing features out of the biometric sample. This may involve locating
the signal of the subject's biometric characterstic within the received sample (also known as segmentation).
This process also includes a quality analysis to ensure that the exiracted features are likely to be

distinguishing and repeatable. For this reason this sub-component has a connection to the caplure sub-
component because in case of insufficient quality it asks to acquire the biometric sample again.
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A324 Imitation prevention

The imitation prevention or liveness check is an additional security function of a biometric proeduct. It ensures
that a biometric characteristic that is presented to a biometric product really belongs to a living person and has
not been faked characteristics. The imitation prevention or liveness check can be realized in many different
ways. It could request a special sensor device or can be realized in software.

A3 Compare subsystem

This sub-system entails the algorithmic evaluation of the similarity of the processed biometiric sample with one
or more of the enrolment data records. The comparison score output from compare subsystem, which is a
measure of the degree of similarity, is relayed fo the decision subsystem amd may be relayed to the
Administration sub-system for logging.

Mote: Compare subsystermn is described as “matching subsystem”™ in [7]. The definition of the “matching
subsystem” appears o be inconsistent with the meaning of “matching” defined in [2].

A4 Decision subsystem
This is the comparison of the score that is output from the compare subsystem with a pre-defined threshald to

generate a single result of match or no match. The result is relayed io the administration subsystem for
interacting with applications and may be relayed to the administration subsystem for logging.

A.3.5 Subject Capture I'F subsystem
This sub-component is the second mandatory user visible interface in a biometric product. it acquires the
Claimed ID of an end-user who tries to get verified by the biometric verfication system. Within the later

verification process this ID is used to get the right enrolment data record out of the database and it is passed
on to the environment together with the result of the verification process.

A6 Get enrolment data record subsystem
This sub-system is responsible for getting the right enrolment data record out of the data storage subsystemn.
It has to be ensured that the communication to the storage is adequately protected and that only integer

records are used for the further process. The functionality to ensure a secure communication and the integrity
of used records may or may not be included in this subsystern.

A3.T Create enrolment data record subsystem
This subsystem entails of creating the enrolment data record of an end-user. The record is associated with the
end-user via ldentifier. The record will be bound to the Identifier, either by physically storing them in related

locations in the data storage subsystem, or by binding them together using encryption or through a digital
signature mechanism, to create an end-user record.

A.3.8 Configuration subsystem

This sub-systermn provides the possibility to adjust the security settings of the system. It can concem the
threshold that is used fior the decision subsystem; it can also concern the feature extraction tumings, and
particularly the guality threshold of the features.

It also includes a mechanism that limits the ability to change the threshold sefting to an administrator. Note

that the authentication of the administrator must not be done via the biomeinic verfication process but wsing
another technigue (for example a username/password based mechanism).

A9 Administration subsystem

This sub-system is defined by [F] as following:
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The Administration sub-system gowems the overall policy, implementation and usage of the biometric product,
in accordance with the relevant legal, jurisdictional and societal constraints and requirements. Nlustrative
examples include:

— Providing feedback to the Subject

— Requesting additional information from the Subject

— Sftorage and format of the Biometric Interchange Data

— Provide final arbitration on output from Verfication Decision and/or comparison scores

— Set threshold

— 5Set biomefric product acquisition settings

— Operational environment, Mon-biometric data storage

— Providing appropriate safeguards for end-user privacy

— Interacting with Application that utilizes the Biometric product

A.3.10 Data storage subsystem

This sub-system is defined by [7] as follows:

The Biometric Interchange Data may be stored within a biometric capture device; on a portable medium such
as a smart card, lecally such as on a personal computer, or in a database.

A.4 Biometric Functions
The following subclauses intreduce the basic biometric functions of a verification system. These descriptions

not only base on descriptions in [7] but also have been adapted to be focused on the security aspects of each
sub-component.

A.4.1 Enrolment

Im enrolment, a transaction by a subject is processed by the system in order to generate and store a biometric
reference for that individual.

Enroiment typically imeohres:
— acquiring a raw biometric sample from the Subject,
— aliveness check, preprocessing, feature extraction,

— quality analysis, (which may reject the sampleffeatures as being unsuitable for creating a template, and
require acquisition of further samples),

— biometric reference creation (which may require features from multiple samples and a end-user's 1D,

Mote- During enrolment the 1D of the end-user is linked o hisher biometnic data in form of a biometric reference. It s
therefore necessary that the enrolment process of each user is controlled to ensure that the uszer claims his comect identity.
Without this essential pre-requisite, there can be no assurance of the integrity of the enrolment database. This process is
called proofing and not included in the enrodment process but the operational condition described in A5,
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A.4.2 De-Enrollment

De-Enrclment means the deletion of the biometric reference on the storage and all related biometric data in
the biometric product

A4.3 Verification

Im werification, a transaction by a subject is processed by the system in order to verify a positive specific claim
about the end-user's enrolment (e.g. °| am enmclled as subject X7). Verification will either accept or reject the
claim. The verification is considered to be ermoneous if either a false claim is accepted (false accept) or a true
claim is rejected (false reject). Note that some biometric products will allow a single end-user io enmol more
than one biometric sample (for example, an irs system may allow end-users o enrol both iris images, while a
fingerprint system may hawe end-users enml two or more fingers as backup, in case one finger gets

damaged)

The verification process typically imeohes:

— acquiring a raw biomefric sample from the Subject,
— aliveness check, pre-processing, feature extraction,

— quality checks, (which may reject the samplefeatures as being unsuitable for comparison, and require
acquisition of further samples),

— Converting the captured sample into Biometric Interchange Data,

— EBwaluating the similarity of the Processed biometric sample with one or more of the previously stored
Biometric Interchange Data Records.

— Deciding whether the Subject matches the data represented by ome or more of the previously stored
Biometric Interchange Data Records.

— Imteracting with the Application that utilizes the Biomeiric product through the Administration sub-
component.

A5 Environmental and Operational conditions of a biometric product

A5 Environmental Condition

The physical environment around the capture sub-component is included in the application level as one of the
iterns that should be evaluated. The lighting for the face werification or the humidity for the fingerprint
verification is taken for instance.

The environmental condition in the application level is real and uncontrollable, because the application level
evaluation focuses on the system that is operating actually. On the other hand. the system level evaluation
assumes that the system is operated in laboratory or controllable environment.

MNaote: It is well known that environmental faciors as lighting or weather may influence the perfformance of a
biometric product. Also if performance testing is not part of this IS, it is important o consider different
environmental factors at least during testing the emor rates and during the vulnerability analysis. Two main
reascns exists:

1} To keep an evaluation of ermor rates as comparable as possible to other evaluations, a detailed
description of all environmental factors during the test is needed

2} It has o be considered whether certain environmental factors can lead to a lower FAR. This questicn
is also addressed in subclause 6.3
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The influencing factors of course depend on the used biometric technolegy. For example a woice verification
systemn should not be influenced by different lightning while a face recognition system should not be
influenced by acoustic noise. Therefore the influencing factors have to be determined for each system before
an evaluation starts.

In general the factors influencing the performance an therewith the security of a biomeiric product can be
divided into factors of the physical environment and factors regarding the users of the biometric product.
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The following table which is based on [1] provides a basic overview of the influencing factors in the physical
environment for selected biometric technologies. But of course this table cannot provide a complete overview
but should only be seen as a base to identify the influencing faciors.

Iris Face | FINGEr | papy | Voice
pnnt

Ambient lighting X X X X

Ambient sound levels X
Temperature x X

Ambient electromagnetic noise X X x X x
Atmospheric humidity x

E;Jrsnl;:lm;r;:ls other specific atmospheric x ¥ x X

Voltage supply variations x X x X x
Shock and Vibration X X X X

Table 3: Influencing factors in the environment (* not applicable to CMOS sensors)

As user related factors at least the following aspects have io be considered:
— (Classical demographic factors (such as sex, age, ...}

— All physiclogical factors that may influence the appearance of the biometric charactenistic (e.g. a beard for
a face recognition application)

Annex C of [1] provides a more detailed list of influencing factors and should be considered.

A5.2 Operational Condition

The operational conditions of the enrolment and the De-Enrolment processes and the administration sub-
component are included the application level as the items that should be evaluated. The proofing is also one
af the operational conditions.

Im terms of security, the following cperational conditions are important

— How fo provide an administrator with the privilege to enrol users.

— How fo provide an administrator or a user with the privilege to de-enrcll a biometric reference.

— How o provide an administrator with the privilege to set the parameters of the verification system.

— How o ensure that the submitted biometric characteristics are mot artificial matenals.

— How o ensure that the physical identities of the end-users are valid.
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