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Introduction

O Current digital signature has a invertible
drawbacks
B The signer must carefully hold & possess a signing
key.
O The signing key is not memorable at all.
0 It is desirable occasionally to derive the signing
key from biometrics rather than keeping it in
an external hardware device.

[0 This paper describes generating digital
signature from biometrics.

2005/9/16 Institure of Systems & Information 3
Technologies/ KYUSHU

Preliminaries

[0 Related works
B Digital signature key generation from iris code (2001)
B Method of deriving RSA parameter from multi modal
techniques combining iris, retina, fingerprint (2002)
Above methods require biometric sample which is
as same as registered sample!
B Activation of signing key stored in smartcard by using
biometric authentication
Smartcards must hold a private key or a biometric
templates securely.

2005/9/16 Institure of Systems & Information 4
Technologies/ KYUSHU



Preliminaries

[0 This paper proposes
B A simple method for generating digital signatures
using biometrics
O The digital signature can be verified by the
existing cryptographic algorithm (e.g. RSA)
O The hardware device is not used as storage of a
signing key or biometric template.

2005/9/16 Institure of Systems & Information 5
Technologies/ KYUSHU

Preliminaries

OO0 Definition
B Security parameters: k, |
O k: general one (say 160 bits),
O I: special one (say 1024 bits) for public keys
® Digital Signature Scheme: ¥ = |G {1/ ,S,V)

O G5: probabilistic algorithm returning a public-
private key pair from input 1

O S, V :signing algorithm & verifying algorithm run in
polynomial time
B Public Key Infrastructure

O Infrastructure based on Public Key Encryption
using digital certificates of public keys issued by
Certificate Authority

2005/9/16 Institure of Systems & Information 6
Technologies/ KYUSHU



Basics of Our Scheme

[0 Basic concept
B Drawbacks of deriving a private key from one’s biometric
only are followings:

O The derived value is to be obsolete once the biometric
template is compromised.

O The possible number of keys are limited by the number
of biometrics enrolled by the user.

O The compromise of biometric template implies the
permanent corrupt of the user’s corresponding
biometrics.

B Threat : Hill-Climbing Attack
B Requirements are
O To randomize the signing key derived from biometrics

O To keep the biometric template from hill-climbing
attackers

2005/9/16 Institure of Systems & Information 7
Technologies/ KYUSHU

Basics of Our Scheme

[0 Basic concept (cont’d)
B Formal model
O User : U={B.P}, B: biometrics , P: possession
O 2 : given signature scheme
O 7 : <G2 (1’ ), Gp (1" ),B> = <BT ,PT> initial key generation
& key hiding
O T2:<B,BT,PT>—>G2 key recovery &
signature generation
O Gg: random number generator from 1%

[0 Basic tools
B Biometric encryption
B 2D Bar codes

2005/9/16 Institure of Systems & Information o]
Technologies/ KYUSHU



Practical Biometric Digital Signature
Generation

[0 Assumption
B Hash-and-sign RSA primitive
O Public key: <e, N>, <d, N>
B N=pq, p, q: prime, ed= 1 mod @ (N)=(p-1)(¢-1)
B Public key is certified by CA.
O Signature S: s H(m, r) mod N, r {0,1}+*
B m: message

OO In the case of two-party RSA, public key is split into
two shares such that d= d,d,

B Biometrics data
O f{x): 2D image
O F(u): Fourier Transform of f{x). The u denotes spatial
frequency.

2005/9/16 Institure of Systems & Information 9
Technologies/ KYUSHU

Practical Biometric Digital Signature
Generation

[0 Assumption (cont’d)
B Correlation of tyyo imag%s:
()= fi0)fo (x+v)ay

O flzverification_?omage,ﬁ): enrolled image
B Training images: <f01(x), FE(x),A ,fOT(x)>
B Filter function H(x) which represents

Hs (u) _ e—WAO(”)ei(pR(u)
O The phasqigf tp)e complex conjugate of training set
images: e ' ©
O The random phase-only function: ,igx(x)

O This filter is calculated during either enrollment or
verification.

2005/9/16 Institure of Systems & Information 10
Technologies/ KYUSHU
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Practical Biometric Digital Signature
Generation

O Key Generation (T, Transformation)
B Input: Series of users biometric data:
(£ A £ (3))
B Key Split: public-private key pair <e, N>, <d, N>
O d,: +bit integer, prime
O d,: d=dd;*mod @ (NV)+k@ (V), for large k
B Image Processing: A series of input images are
combined with a random phase array to create two
output arrays, H(u), and cy(x) ,where
H,(u) :e_i¢’A0(u)ei¢R(u)
co(¥) = FT{dg ()| Ho(u) - H, ()]

2005/9/16 Institure of Systems & Information 11
Technologies/ KYUSHU

Practical Biometric Digital Signature
Generation

O Key Generation (T, Transformation) (cont’d)
B Encoding
O For majority encoding d, (¢ bits),
the central (#2)x(¢/2) portion of Co(x) {2
co(x) must be extracted & binarized
binarized template at X = x,y‘j

2

O From the binarized template,
a look up table, L , is composed
to encode d,.
B Possession
O P={By, P}, B;={H(u).L}, P;={d,N}
[J P is printed by an arbitrary 2D bar code (PDF417,
QR codes)

2005/9/16 Institure of Systems & Information 12
Technologies/ KYUSHU



Practical Biometric Digital Signature
Generation

O Signature Generation (T, Transformation)
B |nput: Series of blometrlc data
(fl (x), £ ()AL (%))

B Image Processing: A series of input images are
combined with H(x) and a new output array
e(x) where ¢, (x) = FT {4, (u)-|Hy(u)- H, (u)}

B Majority Decoding:
O For majority-decoding dl from given lookup table L

central (#2)x(#/2) portion of ¢,(x) must be extracte
binarized. a new binarized template at X = ?

O From the new binarized template & L, a new table L’
is composed for decoding d
B Signature Generation: p,d _ (‘Mdl

2005/9/16 Institure of Systems & Information 13
Technologies/ KYUSHU

Practical Biometric Digital Signature
Generation

0 Analysis
B Security against Wiener’s Attack

O In 1990, M. Wiener showed that instances of the RSA
cryptosystem using low secret exponent are insecure.

O Wiener’s Attack is based on the continued fraction
algorithm.

O In this analysis, the result shows the large integer &
can prevent this system from Wiener’s Attack
launched on the small partial secret d,.

2005/9/16 Institure of Systems & Information 14
Technologies/ KYUSHU
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Practical Biometric Digital Signature
Generation

0 Analysis (cont’'d)
B On Practicality
O In this system,
B Size of d,is about k+/ bits. (k<I)
| As for the length of d, , the digital signature is
eventually generated on an arbitrary computing
machine equipped with the necessary scanners.
O When the number of modular N multiplication is
most expensive,
B Proposed algorithm require the double of the usual RSA
signature generation time.
0 The authors believe that proposed scheme is
practical in the real world.

2005/9/16 Institure of Systems & Information 15
Technologies/ KYUSHU

Conclusion

[0 This paper has described

B Biometrics-based digital signature
generation

O It is the combination of biometric
encryption, biometric verification, and bar
code technology.

2005/9/16 Institure of Systems & Information 16
Technologies/ KYUSHU
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(a) BioAPI_BOOL
(b) BioAP1_DEVICE_SCHEMA
3 BioAPI

typedef struct bicapi device schesa |

BichPI TUID ModuleId;
BiohPI DEVICE ID Deviceld;
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ACBiIo
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