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Introduction

Recent years has seen growth in demand to perform personal identity verification
using token devices® that carry biometric information, for the purpose of enforcing
stringent control over the access of staff to important facilities. In order to use biometric
authentication to reinforce security, security requirements pertaining to the entire
biometric authentication system need to be examined. However, current studies are
mostly focused on individual systems, and the architecture and basis of security lacks
integrity. Furthermore, while security systems require studies not only of their function
but also of their operation, studies of security functions are centered on the main
subject of biometric authentication, which is, how to ensure authentication capability
(authentication precision, throughput etc.). And with studies of operations themselves
being very scarce, systematic discussion of the security of a system as whole is rare.

On the other hand, while it would be best to use methods such as ISO/IEC 15408
or BS 7799 to investigate the security of a system as a whole, these standards are still
not widely adopted by system architects, and it would require tremendous effort to

analyze each system individually from scratch.

Hence, this "Security Profile" has been developed as security requirements that
combine functional requirements and operational requirements for an entire system for

the following two purposes:

Analyze and organize using standard methods such as ISO/IEC 15408 and BS
7799 to ensure coverage of security requirements of the entire system;

Through the use of this Security Profile, enable architects of individual systems
who lack detail knowledge of the various standardized methods, to achieve the

same effect as systems designed by expert architects.
Scope
The major threats that biometric authentication systems should consider include

"impersonation”, "personal information leakage", and "system halt". Thus, while

security requirements of all these threats need to be examined, the largest threat to

1 IC chips, 2D barcodes, magnetic stripes, etc.
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personal authentication for the purpose of enforcing stringent control over access of
staff to important facilities is "impersonation”, which means serious damage would be
caused by impersonation of an authentic staff. Therefore, the discussion of this
Security Profile focuses on prevention of “impersonation”.

However, for authentication accuracy which is closely related to "impersonation”,
the products used are different among systems, and issues may be resolved through
product selection. Thus, measures pertaining to vulnerabilities other than

authentication accuracy are discussed in this Security Profile.

Approaches

Generally, in order to discuss security requirements (functional requirements,
operational requirements), one way would be to use ISO/IEC 15408 which is the
global standard for reviewing functional requirements of an IT system, and BS 7799
which is the de-facto standard for considering operation management methods of
information security. While there are various ways to combine the methods of ISO/IEC
15408 and BS 7799, this Security Profile has based its discussion on ISO/IEC 15408
while using parts of BS 7799 part 1 (ISO/IEC 17799) when detailing the operational

requirements. Specifically, the following procedure was used for analyzing.

(1) Threats analysis
Defined the target business outline, assets to protect, system configuration,
relevant players, and peripheral environment as much as possible, and analyzed
potential threats.

(2) Study of functional requirements
Examined countermeasures towards threats that have been found through the
analysis, and detailed the countermeasures by applying the functional
requirements from part 2 of ISO/IEC 15408.

(3) Study of operational requirements
Performed in parallel with the review of functional requirements, and discussed
operational countermeasures towards threats that cannot be prevented with
functional requirements. Countermeasures were detailed by applying

management measures from ISO/IEC 17799. Along with the countermeasures
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towards threats, requirements of the peripheral environment which is the basis
for the threats analysis was also detailed by applying management measures
from ISO/IEC 17799.

After studying using the above procedures, the functional and operational
requirements were combined to produce the security requirements to prevent

"impersonation”.

4. The Target System

4.1. Business Overview

This Security Profile assumes "all tasks that require strict personal identity
verification of the staff' as its target, and addresses authentication tasks towards staff
and employees who have limited access to backbone infrastructures, sensitive
information and classified facilities that may suffer significant damage by terrorist
activities.

Furthermore, the assumed environment is a gate facility with several dozen gates
where access to areas that contain protected assets is physically controlled by
performing staff identity verification. Airport staff, airline crew, and staff of atomic power

plants are examples of staff of the assumed environment.

For the purpose of authentication of staff and employees, this Security Profile
assumes performing fingerprint authentication with fingerprint data stored on token
devices. Furthermore, related tasks would include "personal identity verification tasks"
which is required to perform the primary task of entry/exit management, and "account

registration tasks" which is performed as a preparation task.

4.1.1. Account Registration

Three account registration tasks are assumed. The three are new registration,
re-issuing, and updating biometric templates. However, the workflow of these tasks all

follow the procedure outlined in Fig. 4.1.
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Pre-validation task

[New registration, re-issuing, updating biometric templates]

| Application form preparation | --> | Application | --> | Application content

erification | -->

Fingerprint template collection task

--> | Fingerprint collection | --> | Token storage | --> | Token issuance |

Fig. 4.1: Task Workflow

The account registration workflow shall be divided into two parts depending on
whether biometric authentication specific actions are required. The part that does not
require biometric specific actions shall be called "pre-validation task”, and the part
beginning from fingerprint collection which require biometric specific actions shall be
called "fingerprint template collection task”. Furthermore, the following are descriptions

of each workflow.

[Application form preparation]
Create required documents for each new registration, re-issuing, and biometric

template updates, and prepare personal identity documents if necessary.

[Application]
Apply by submitting the application form, identification documents, authentication

token, etc. at the application desk.

[Application content verification]
The personnel at the application desk performs verification of application content,
personal identification, authentication token, etc. However, 1 to N collation

verification through biometric authentication technology is not assumed.
[Fingerprint collection]

Collect fingerprints from applicants that have passed application content

verification, and create biometric templates.
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[Token storage]
Store generates biometric templates to the token devices. In addition to the
templates, other data required by the business shall also be stored to complete
the authentication token. (Other processes such as printing onto the surface of

the token shall also be performed if necessary.)

[Token issuance]
Hand over the created authentication token to the applicant. This Security Profile
assumes issuing tokens on the spot, and does not consider handing over tokens
at a later date. Thus, no personal identity verification will be performed when

handing over the token.

4.1.2. Personal Identity Verification

No task workflow is specified for personal identity verification, and authentication
shall be performed by staff using fingerprint authentication devices that are installed at
gate facilities established in the physical facility. The physical environment and roles of

staff are described later in this document.

4.2. System Overview
4.2.1. Basic Definition

Since this Profile assumes facilities with several dozen gates, the personal identity
verification part shall be set up at each gate, and authentication servers connected
through an external network is not assumed.

The biometric template shall be stored in a token device, and verification shall be
performed by calculating a collation score. The collation score shall be calculated by
comparing externally from the token device, the fingerprint data for verification that is
captured at each verification occasion, with the biometric template that is read from
the token device.

The gates shall be a closed system where they operate independently and no
connections exist between the gates and/or with an open network.

The biometric system shall be built in compliance with the relevant International

Standards, and the APl and biometric template formats shall be open to the general
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public. For example, the biometrics portion shall at least comply with ISO/IEC 19784,
ISO/IEC 19794-2 or ISO/IEC 19794-4. For token devices, if the tokens are contact
type tokens, they shall at least comply with ISO/IEC 7816, and for contactless tokens,
they shall at least comply with ISO/IEC 14443.

4.2.2. System Structure

Fig 4-2 shows the scope of this Security Profile. The entry/exit management system
is mainly divided into the following parts: account registration, personal identity
verification, access control, staff information management, and gate open/close. Of
these five functional blocks, the parts relevant to biometrics authentication processing
are the account registration and personal identity verification parts. Hereafter, within
this Security Profile, the account registration and personal identity verification parts will
collectively be referred to as biometrics authentication systems and the Security
Profile for this biometrics authentication system shall be defined (the access control,

staff information management, and gate open/close parts are beyond the scope of this

Security Profile).

Business System
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Fig. 4-2: The System Structure

The following are descriptions of each part.
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() (1) Account Registration
This part collects from the staff and employees that will be given privilege to pass
the gate, fingerprint information for creating biometric templates, and stores the

information onto authentication tokens. This part contains the following functions:

[Fingerprint Reading Function]
The function to read fingerprint information stored on an authentication token
when registering an account. This function consists of fingerprint sensors, driver

software for fingerprint sensors, and other items.

[Token Writing Function]
The function to write the biometric template of the fingerprint collected from the
staff and the ID onto an authentication token in order to register an account. This

function consists of token writers and driver software for the token writers.

[Staff Information Input Function]
The function to enter various staff information (name, title, etc.) when registering
an account. This function consists of keyboards, display devices, and input/output

software.

[Biometric Template Generation Function]

The function that converts staff fingerprint information read from a fingerprint
collection device into biometric template information to be stored on an
authentication token. This function consists of fingerprint minutiae extraction,

encoding, and other processes.

() (2) Personal Identity Verification
This part verifies that the staff is indeed the person who he/she claims to be by
checking that the fingerprint information collected from the staff on the spot, matches
the biometric template information of the staff that is stored on the authentication token.

This part contains the following functions:

[Finger Print Reading Function]

The function used by the authenticated person to enter fingerprint information into
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the personal identity verification part. This function consists of fingerprint sensors,

driver software for fingerprint sensors, etc.

[Token Reading Function]
The function used by the authenticated person to enter an authentication token
into the personal identity verification part. This function consists of token readers,

driver software for the token readers, etc.

[Fingerprint Information Verification and Authenticity Validation Function]

The function that compares fingerprint information output from the fingerprint
reading function with the biometric template output from the token reading function,
then compares the result to a threshold value that determines the authenticity, and
then judges its authenticity depending on the results.

This function consists of fingerprint minutiae extraction, fingerprint information

comparison, and authenticity judgment processes.

() (3) Access Control
This part determines whether the staff whose identification was verified as a result
of the personal identity verification, has the appropriate privileges to pass the gate.
The access control part holds privilege information of the staff that are allowed to pass

for each gate. Outside of the scope of this Security Profile.

() (4) staff Information Management
This part manages information about the staff, such as information that binds the
biometric template with the staff, and the staff's names, that are used when performing

verification. Outside of the scope of this Security Profile.
() (5) Gate Open/Closure

This part performs the physical gate open/closure activities based on the results of

the access control part. Outside of the scope of this Security Profile.

4.3. Players

In order to examine security threats with regard to access control over "assets that
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require protection"” such as backbone infrastructure, sensitive information, and

important facilities that may incur severe damage from possibilities of acts such terror

attacks.

4.3.1. Account Registration

Table 4-1: Players in Account Registration

Role Description Assumption Examples
Outsider A person who does not The person may Criminal,
belong to the organization perform illegal acts Terrorist
that owns the assets that to obtain access
require protection, and who | rights to assets. The
does not have any rights person may belong to
including rights to access the | terrorist or criminal
assets. organizations.
General A person who belongs to the | The person may General staff,
staff organization that owns the perform illegal acts Part time
assets that require to obtain access worker
protection, but who does not | rights to assets. The
have any rights to access the | person may have
assets. The person has belonged to terrorist
access rights to things and or criminal
places other than the assets. | organizations.
Specified A person who belongs to the | General staff or Management,
staff organization that owns the outsiders may Personnel for
assets that require collude to perform specific tasks
protection, and who does illegal acts to obtain
have the access rights to access rights to
assets. assets. The person
may have belonged
to terrorist or
criminal
organizations.
Registratio | A person who belongs to the | The person has no N/A
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n operator

organization that owns the
assets that require
protection, and who perform
the tasks to issue
authentication tokens that
are required to access the

assets.

malicious intentions
and will not collude

with other players.

4.3.2. Personal Identity Verification

Table 4-2 Players in Personal Identity Verification

Role Description Assumption Examples
General A person who belongs to the | The person may General staff,
staff organization that owns the | perform illegal acts Part time

assets that require to obtain access worker
protection, but who does rights to assets.
not have any rights to
access the assets. The
person has access rights to
things and places other
than the assets.
Specified A person who belongs to the | General staff or Management,
staff organization that owns the | outsiders may Personnel for
assets that require collude to perform specific tasks
protection, and who does illegal acts to obtain
have the access rights to access rights to
assets. assets.
Administrat | Staff that performs The person has no N/A
or operational management of | malicious intentions
the biometrics and will not collude
authentication system. with other players.
4.4. Faclilities

This Security Profile assumes a highly
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environment. Specifically, in order to access an area where protected assets are
located, staffs are required to pass a personal identity verification system that use
biometrics authentication. Furthermore, the person must pass one or more gates (for
example, where a guard is posted or a physical key is installed) to reach the personal
identity verification system. Thus, the personal identity verification system assumes an
environment where only general staff members or specified staff can reach and not an
area where any person can approach (see Fig.4-3).

Furthermore, no facility requirements are assumed since it is beyond the scope of

this Profile. However, appropriate security shall be maintained.

Personal
Physical Identification
Gae| .~ |Verification |poi00teq assets
System
Staff and ‘
General Users relevant employees

Fig. 4-3: Facilities Assumed for the Security Profile

5. Assumed Threats

This chapter describes the threats assumed in this Security Profile for the system

defined in the previous chapter.

5.1. Considerations of Threats

Since the purpose of this Security Profile is to define security requirements that
prevent attackers from “impersonating” specified staff members (legitimate users),
the threats assumed will also be limited to threats related to “impersonation.” Thus,

security threats such as the following are excluded.
[System Unavailable to Goats and FTA Users]

=>|t is expected that alternative steps will be in place as fallbacks. However,

security breaches of alternative systems are excluded.
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[Availability Degradation]
=>Impersonation shall be impossible even in event of system unavailability.
Security breaches of alternative systems when availability degradation is

observed is also excluded as noted above.

[Private Information (Biometrics Information, etc) Leakage]

=> A profile for private information protection should be defined separately.

5.2. Threat

This section describes the threats identified based on the considerations described
in the previous section. The descriptions of the threats are divided into the following

three types according to their characteristics.

Threats Specific to Biometric Authentication
Threats where the attacking method is considered to be effective only to biometric
authentication. This Security Profile covers only threats specific to authentication
that use fingerprints.

Threats Common to All Personal Identity Verification
“Impersonation” threats common to systems that authenticate people, irrelevant of
the authentication method (biometrics authentication, password authentication,
possessed item authentication, etc.)

Threats Common to IT Systems
Threats that lead to “impersonation” in biometrics authentication systems through

existing common attacks that target IT systems.

5.2.1. Account Registration (When Performing Pre-Validation Tasks)

Within the account registration tasks, for pre-validation tasks which do not require

biometric specific actions, the following threats are assumed.

Threat Registration of impersonated specified staff

Identifier T.Pre_Impersonate
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Descriptio | Threats where a specified staff that is permitted to enter the room

n where assets are kept, is impersonated to create an authentication
token. A general staff or outsider may impersonate a specified
staff.

Threat Registration of inappropriate staff

Identifier T.Pre_Suspicious_Staff

Descriptio | Threats where a specified staff that has access rights to assets for

n the purpose of his/her task but is inappropriate for security
reasons (for example, because he/she belonged to a terrorist
organization in the past), registers and creates an authentication
token. Possibilities of existence of specified staff with dangerous
thoughts cannot be denied.

Threat Biometric template updated using authentication token of a
different specified staff

Identifier T.Pre_Fake_Token

Descriptio | Threats where a person updates his/her biometric template using a

n different specified staff's authentication token obtained through
some method, enabling the person to use the authentication token
for himself/herself.

5.2.2. Account Registration (When Performing Fingerprint Template Collection Tasks)

Within the account registration tasks, for fingerprint template collection tasks which

require biometric specific actions, the following threats are assumed. Note that in

examining the threats, the threats listed in the pre-validation tasks section are

assumed not to happen here.

() (1) Threats Specific to Biometric Authentication
Threat Registration of arbitrary fingerprints using artifacts
Identifier T.Bio_Artifact_Enroll
Descriptio | Threats where specified staff uses physical artifacts towards a
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capture device to register arbitrary fingerprints. By registering
fingerprints of another person, the person with the registered

fingerprints will be able to illegally obtain entry rights.

Threat

Registration of low quality biometric templates

Identifier

T.Bio_Poor_Enroll

Descriptio

n

Threats where specified staff deliberately or by accident, registers
a low quality biometric template, increasing the possibility of
successful impersonation by another person when performing
personal identity verification. Generally speaking, we cannot say
that low quality biometric templates will increase the possibility of

accepting somebody else, but the possibility cannot be denied.

()

(2) Threats Common to All Personal Identity Verification

Threat

Issuance of an authentication token of another person due to

mistake by registration operator

Identifier

T.Authsys_Wrong_Enroll

Descriptio

n

Threats where a registration operator issues an authentication
token of a person different from the registration applicant due to
mistakes such as entry errors when performing registration task.
The authentication token issued for a different person may be used
to impersonate the other person when performing personal

identity verification.

()

(3) Threats Common to IT Systems

Threat

Illegal acquirement of registration operator privileges

Identifier

T.1Tsys_Usurp_Admin

Descriptio

n

Threats where a person who is not a registration operator would

become able to perform registration functions. By taking
advantage of the registration function, the person will be able to

issue an authentication token illegally.
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Threat Expanding of damage due to inability to detect illegal acts or
attacks

Identifier T.1Tsys_Undetect

Descriptio | Threats where damages expand due to the delay of detecting the

n previous threats because of the lack of evidences left of various
attacks and inappropriate actions. Not only will attacks be
unnoticed but will also be indistinguishable from operational
errors.

5.2.3. Personal Identity Verification

() (1) Threats Specific to Biometric Authentication

Threat Impersonation with artificial fingerprints

Identifier T.Bio_Artifact

Descriptio | Threats where an attacker will use a physical artificial item

n towards a capture device in an attempt to impersonate a legitimate
user. The artificial item may be created based on fingerprint
information or biometric templates that have been captured when
performing verification, or may be created based on information
obtained from a daily life of an impersonation target.

Threat Impersonation through replay attack using residual information
on fingerprint sensors or memory

Identifier T.Bio_Replay

Descriptio | Threats where physical residual fingerprint information on

n sensors of fingerprint capture devices or residual digital
information in memory areas of IT devices are directly used in an
attempt to impersonate a legitimate user.

Threat Impersonation through tampering/counterfeiting

Identifier T.Bio_Fake_Template

Descriptio | Threats where an attacker uses his/her own biometric template
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instead of a legitimate biometric template by tampering with,
counterfeiting, or replacing a biometric template in an attempt to
impersonate a legitimate user. The biometric template may be
attacked at its communication path between the biometric
template storage part and the comparison part, or the biometric
template storage part itself may be counterfeited or tampered

with.

Threat

Impersonation through alternation of thresholds

Identifier

T.Bio_Wrong_Parameter

Descriptio

n

Threats where an attacker tampers with authentication

parameters such as thresholds and making the identity
verification function to come up with a false judgment, in an
attempt to impersonate a legitimate user. The authentication
parameter may be changed by the parameter alternation function,
or through direct access to storage devices, or may be tampered
with at the transmission path between the parameter storage part

and the processing module.

Threat

Impersonation attributed to authentication accuracy

Identifier

T.Bio_Accuracy

Descriptio

n

Threats where vulnerabilities are exploited in an attempt
impersonate a legitimate user. Vulnerabilities include the fact that
fingerprint authentication is not 100% accurate, or that its
accuracy varies depending on the fingerprint authentication
product or usage environment. (Example: people with similar

minutiae, Wolf, Sheep characteristics.)

Threat

Impersonation due to use in unexpected environments

Identifier

T.Bio_Bad_Condition

Descriptio

n

Threats where a system malfunction occurs due to installation of
fingerprint sensors and token readers into environments other

than those recommended, allowing impersonation.
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() (2) Threats Common to All Personal Identity Verification

Threat Impersonation through brute force attacks

Identifier T.Authsys_Bruteforce

Descriptio | Threats where impersonation is attempted by repetitively

n performing verification numerous times without utilizing any
elaborate methods. This only applies to cases where verification is
performed numerous times, and does not include cases where
impersonation is achieved by chance after only a few attempts with
regard to the accuracy of authentication.

Threat Impersonation through piggyback attacks

Identifier T.Authsys_Piggyback

Descriptio | Threats where impersonation is achieved by piggyback attacks in

n which a legitimate user performs authentication and a third party
enters the room by going in with the legitimate user. There may be
cases where the legitimate user does this on purpose, or is forced to
do so because he/she is threatened by an attacker.

Threat Impersonation by taking advantage of alternative procedures

Identifier T.Authsys_Fallback

Descriptio | Threats where an attacker causes a false rejection or failure to

n acquire (FTA) on purpose, in order to use a vulnerable alternative

method thereby achieving impersonation. Normally, applies to
users that generating false rejections or failure to acquire at a high

rate.

( ) (3) Threats Common to IT Systems

Threat Illegal execution of administrative function by illegally obtaining
administration privileges
Identifier T.ITsys_Usurp_Admin
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Descriptio | Threats where a person who does not posses administrative

n privileges becomes able to execute administrative functions.
Various inappropriate actions (altering thresholds, removing limits
to the number of retries, etc.) will become possible by maliciously
using administrative functions, thereby allowing insufficient
countermeasures towards other threats.

Threat No detection of inappropriate actions and attacks

Identifier T.ITsys_Undetect

Descriptio | Threats where no evidences of various attacks and inappropriate

n actions are left. Disables the ability to appropriately handle
attacks due to the lack of evidences and not knowing of the attack,
or since there are no execution logs of the administrative functions,
deprives the ability to identify whether an event was due to
configuration errors or attacks.

Threat Information leakage

Identifier T.ITsys_Disclose_Info

Descriptio | Threats where information is intercepted by certain means from

n components of the system and leaked to an unauthorized external
person. Leaked information may hint methods to breach security,
adding to an attacker's potential.

Threat Execution of illegal actions by altering programs

Identifier T.1Tsys_Modify_Program

Descriptio | Threats where an attacker tampers with or replaces a software

n module that comprises a system causing malfunctions in an
attempt to impersonate a legitimate user. For example, if a
verification module is replaced with a module that always returns
an OK, everybody will be able to impersonate anybody.

Threat Execution of illegal actions by physical tampering

Identifier T.ITsys_Physical Attack
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6.

Descriptio | Threats where unauthorized data is entered by replacing physical

n components with malicious components or rearranging connection
of communication cables to cause malfunction in an attempt to
impersonate a legitimate user.

Threat Malfunction due to accidents or failures

Identifier T.I1Tsys_Fault

Descriptio | Threats where malfunction such as failures that hamper proper

n behavior of IT devices components (hard drives, network devices,
etc.) that comprise the system occurs, thereby allowing
impersonation.

Threat Malfunction due to computer viruses

Identifier T.1Tsys_Bad_lITenvironment

Descriptio | Threats where vulnerabilities of individual system components

n such as operating systems and devices are exploited to cause
malfunction.

Threat Threats due to unnecessary functions

Identifier T.ITsys_Unnecessary_Function

Descriptio | Threats where unnecessary software such as programming

n environments or function enhancements such as USBs are
exploited in systems that are comprised of general purpose devices
including personal computers, thereby causing malfunctions.

Security Requirements

This chapter describes the security requirements for threats mentioned above,

dividing the requirements into functional requirements and operational requirements.

6.1. Functional Requirements

This section defines the security requirements to be addressed with IT functions by
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dividing the requirements into an account registering part and personal identity

verification part. ISO/IEC 15408 was used as basis in defining the requirements.

Security functions of the account registration part
Defines functional requirements that are required for IT systems used for
registering staff information. Focuses on the account registration part of the system
configuration diagram.

Security functions of the personal identity verification part
Defines functional requirements that are required for IT systems used for personal
identity verification of staff. Focuses on the personal identity verification part of the

system configuration diagram.

Using the above two sections as the major category, the functions are detailed in
lower level categories. The requirements measures have mandatory items as well as
optional items. Optional items are defined as items which employment to actual
applications shall be decided upon evaluating the assets to protect and the risks that
may arise when not employing them, and considering cost-effectiveness.

Furthermore, the functional requirements are assigned unique numbers (Fig. 6-1).

FP1.1.1.1

Functional Requirement
Subject leaf category
Subject subcategory

Subject category
> Functional Profile

Fig. 6-1: Numbering Rule of Operational Profiles

6.1.1. Account Registration
() (1) Identification and Authentication
(a) User Authentication

[FP 1.1.1.1] No administrative functions shall be executable until authentication

as registration operator is successful. [MANDATORY]
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[FP1.1.1.2] Multiple authentication mechanisms shall be used when

authenticating registration operator. [OPTIONAL]

(b) Unforgeable Authentication
[FP 1.1.2.1] The function shall be capable of detecting capture operations that
use counterfeited artificial fingers. [OPTIONAL]

(c) User Identification
[FP 1.1.3.1] No administrative functions shall be executable until identification

as administrator is successful. [MANDATORY]

(d) Authentication Failures

[FP 1.1.4.1] The function shall detect that an authentication failed after a certain
number of retries, and shall notify the administrator as such.
[MANDATORY]

[FP 1.1.4.2] The function shall detect that an authentication failed after a certain
number of retries, and shall cease use of the failed account for a
certain period [MANDATORY]

() (2) Security Audit

(2) Security Audit Generation
[FP 1.2.1.1] The function shall be capable of recording an audit of the following
audit target events. [MANDATORY]
a) Starting and stopping audit functions
b) Authentication token issuance
¢) Registration operator's login and logout
d) Registration operator authentication failure exceeding a
specified number of times
e) Other events that may be considered as security breaches
[FP 1.2.1.2] Each audit record shall record at least the following information.
[MANDATORY]
a) Date and time of the event, the type of event, subject
identification information, and event results (success or

failure)
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[FP 1.2.1.3]

b) Other audit related information
Each audit target event shall be associated with the identification

information of the user that caused the event. [MANDATORY]

(b) Security Audit Event Storage

[FP 1.2.2.1]

[FP 1.2.2.2]

[FP 1.2.2.3]

The administrator shall be notified when an audit trail exceeds a
defined threshold. [OPTIONAL]

Audit trails shall be protected from accidental loss by storing them in
redundant storage media. [OPTIONAL]

Audit trails shall be protected from accidental loss by making the

storage media read-only. [OPTIONAL]

() (3) Security Management

(a) Management of Security Attribute

[FP 1.3.1.1]

Only fingerprint data that satisfy the target precision of fingerprint
data quality shall be registered. [OPTIONAL]

(b) Specification of Management Functions

[FP 1.3.2.1]

[FP 1.3.2.2]

[FP 1.3.2.3]

[FP 1.3.2.4]

Fingerprint data quality confirmation prompts shall be displayed
when capturing fingerprints. [MANDATORY]

Fingerprint image confirmation prompts shall be displayed when
capturing fingerprints. [OPTIONAL]

Record content confirmation prompts shall be displayed when
issuing authentication tokens. [MANDATORY]

The access control part shall be notified immediately when it is
found that an inappropriate authentication token had been issued.

[MANDATORY]

() (4) Time stamps

[FP 1.4.1.1]

[FP 1.4.1.2]

The system shall be capable of querying a time server and adjusting
its own time information accordingly. [OPTIONAL]

The system shall have a highly accurate clock built-in and shall use
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accurate time information. [OPTIONAL]

6.1.2. Personal Identity Verification

() (1) Identification and Authentication

(a) User Authentication

[FP 2.1.1.1]

[FP 2.1.1.2]

[FP 2.1.1.3]

No administrative functions shall be executable until authentication
as administrator is successful. [MANDATORY]

Multiple authentication mechanisms shall be wused when
authenticating an administrator. [OPTIONAL]

Authentication shall be performed again when halting a function of

the biometrics authentication system. [OPTIONAL]

(b) Unforgeable Authentication

[FP 2.1.2.1]

[FP 2.1.2.2]

[FP 2.1.2.3]

The function shall be capable of detecting or preventing use of
counterfeited artificial fingers when performing authentication.
[OPTIONAL]

The function shall be capable of identifying whether a fingerprint is a
residual fingerprint on the surface of a sensor. [OPTIONAL]
The function shall be capable of detecting or preventing use of

counterfeited tokens when performing authentication. [OPTIONAL]

(c) User Identification

[FP 2.1.3.1]

No administrative functions shall be executable until identification

as administrator is successful. [MANDATORY]

(d) Authentication Failures

[FP 2.1.4.1]

[FP 2.1.4.2]

The function shall detect that an authentication failed after a certain
number of retries, and shall notify the administrator as such.
[MANDATORY]

The function shall detect that an authentication failed after a certain

number of retries, and shall cease use of the failed account for a
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certain period [OPTIONAL]

() (2) Security Audit

(a) Security Audit Generation

[FP 2.2.1.1]

[FP 2.2.1.2]

[FP 2.2.1.3]

The function shall be capable of recording an audit of the following
audit target events. [MANDATORY]

a) Starting and stopping audit functions

b) Other individually defined audit target events.

Each audit record shall record at least the following information.
[MANDATORY]

a) Date and time of the event, the type of event, subject
identification information, and event results (success or
failure)

b) Other audit related information

Each audit target event shall be associated with the identification

information of the user that caused the event. [MANDATORY]

(b) Security Audit Event Storage

[FP 2.2.2.1]

[FP 2.2.2.2]

[FP 2.2.2.3]

The administrator shall be notified when an audit trail exceeds a
defined threshold. [OPTIONAL]

Audit trails shall be protected from accidental loss by storing them in
redundant storage media. [OPTIONAL]

Audit trails shall be protected from accidental loss by making the

storage media read-only. [OPTIONAL]

() (3) Data Protection

(a) Data Transfer Protection

[FP 2.3.1.1]

When transferring biometric templates stored on an authentication
token, the function shall be able to detect alternation, deletion,

insertion, and replay. [MANDATORY]
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(b) Data confidentiality protection
[FP 2.3.2.1] Important data such as fingerprint information shall be protected
from exposure when transmitting between individual parts.

[OPTIONAL]

(c) Data Authentication
[FP 2.3.3.1] The function shall be capable of verifying the authenticity of the
contents of a biometric template. [MANDATORY]
[FP 2.3.3.2] The function shall be capable of verifying the authenticity of a token.
[OPTIONAL]

() (4) Security Management

(a) Management of Security Attribute
[FP 2.4.1.1] Only valid values shall be set as values for the various configuration
settings. [OPTIONAL]
[FP 2.4.1.2] The function for changing the various configuration setting values
shall be made unusable when actual operation of the system begins.
[OPTIONAL]
(b) Specification of Management Functions
[FP 2.4.2.1] Confirmation prompts shall be displayed when changing settings.
[MANDATORY]
[FP 2.4.2.2] Operation administrator(s) shall be notified when halting a function

of the biometrics authentication system. [OPTIONAL]

() (5) Time stamps
[FP 2.5.1.1] The system shall be capable of querying a time server and adjusting
its own time information accordingly. [OPTIONAL]
[FP 2.5.1.2] The system shall have a highly accurate built-in clock and shall use

accurate time information. [OPTIONAL]

6.2. Operational Requirements

This part divides the Operational Requirements into the following three major
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sections. ISO/IEC 17799:2000 was used as basis in defining the requirements, and

areas pertaining to biometrics authentication were newly established.

® Basic Items
This defines the basic requirements necessary to operate biometric authentication
systems while ensuring its security.

® Security During Account Registration
This defines operational requirements necessary during registration of staff
information. Focuses on the account registration part of the system configuration
diagram.

® Security During Personal Identity Verification
This defines operational requirements necessary for personal identity verification
of the staff. Focuses on the personal identity verification part of the system

configuration diagram.

Using the above three sections as major categories, the operation management
targets are detailed in lower level categories. Furthermore, management measures
(controls) are defined for each lowest level category. The management measures
have mandatory items as well as optional items. Optional items are defined as items
which employment to actual applications shall be decided upon evaluating the assets
to protect and the risks that may arise when not employing them, and considering
cost-effectiveness.

Furthermore, the Operational Requirements are assigned unique numbers (Fig.
6-2).

OP1.1.1.1

Control
Subject leaf category
Subject subcategory

Subject category
> Operational Profile

Fig. 6-2: Numbering Rule of Operational Profiles
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6.2.1. Basic Operation Requirements

Basic security requirements for operational requirements of biometric
authentication systems are defined below. The targets of the requirements definition
are establishment of “biometric authentication system basic policy,” “organizational
security” framework for enforcing and operating the basic policy, “personnel security”
of roles of staff, and "communication and operational management" regarding
operational management of the system, which are required in operating biometric

authentication systems while ensuring security.

() (1) Security Policy
In order to operate biometric authentication systems while ensuring security,
security policies must be clearly defined and all staff members must be made aware of
the policies. Thus, considering the operation of biometric authentication systems, it is
desirable to designate a person responsible for managing the biometric authentication

system within the organization, and document the security policies of the system.

[OP 1.1.1.1] An information security policy document should be approved by
management, and published and communicated to all employees
and relevant external parties. [MANDATORY]

[OP 1.1.1.2] The information security policy should be reviewed at planned
intervals or if significant changes occur to ensure its continuing

suitability, adequacy, and effectiveness. [MANDATORY]

() (2) Organizational Security

(a) Information Security infrastructure
It is desirable for an organization that operates a biometric authentication system
to introduce information security, and establish a management framework to govern

its operation conditions.
[OP 1.2.1.1] An operations committee shall be established to define clear

directions for leading security initiatives. [MANDATORY]

[OP 1.2.1.2] The operations committee shall promote security by designating
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appropriate responsibilities and allocating sufficient resource.
[MANDATORY]

[OP 1.2.1.3] Clearly define the responsibilities towards each individual asset to
protect and the responsibilities to enforce the individual security
procedures. [MANDATORY]

[OP 1.2.1.4] An authorization procedure by the operations committee for new
information processing facilities shall be established. [OPTIONAL]

[OP 1.2.1.5] Advice regarding information security shall be sought from internal
or external expert advisors and shall be coordinated with the entire

organization. [OPTIONAL]

(b) Identification of risks from third party access
For cases where access by a third party other than specified staff members to
areas where assets are located is required, it is desirable to perform risk assessment
in order to clarify the consequences to security and to have the third person sign an
agreement listing the security requirements with the organization as well as to

maintain the security of the assets.

[OP 1.2.2.1] Risks associated with the access by a third party to the facility shall
be evaluated and appropriate management measures shall be

executed. [MANDATORY]
() (3) Asset classification and control
Assets that are to be protected by the biometric authentication system should be

clarified and appropriate protection should be ensured.

[OP 1.3.1.1] For each biometric authentication system, a catalogue of important

assets shall be associated and maintained. [MANDATORY]
() (4) Personnel Security
(a) Security in Job Definition and resourcing
In order to reduce the risk of human error, theft, illegal acts, or misuse of facilities,

staff candidates should be informed of security responsibilities at the time of
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recruitment, and the candidates should be screened thoroughly. Furthermore,

security responsibilities should be included in employment agreements and the

persons’ adherence to the agreement should be monitored.

[OP 1.4.1.1]

[OP 1.4.1.2]

(b) User Training

Security roles and responsibilities shall be documented
appropriately as specified in the biometric authentication system
basic policy. [MANDATORY]

Employed staff shall sign a security agreement or a non-disclosure

agreement as one of the conditions for employment. [MANDATORY]

Staff that will use the biometric authentication system shall be trained in order to

ensure their awareness towards the threats and considerations of information

security and ensure that the staff will comply with the biometric authentication system

basic policies while they work, and to minimize any security risks that may occur.

[OP 1.4.2.1]

All staff members of the organization as well as relevant external
users shall be trained appropriately of the biometric authentication
system basic policy and procedures, and update training shall be

performed regularly. [MANDATORY]

(c) Responding to security incidents and Malfunctions

In order to minimize the damage from security incidents and malfunctions, and to

monitor and learn from such incidents. Staff members should be enforced to report

occurrence of events and accidents that may effect security as well as report

vulnerabilities of the system. Furthermore, organizations should establish formal

punitive procedures for staff members that violate security.

[OP 1.4.3.1]

[OP 1.4.3.2]

[OP 1.4.3.3]

Security events and accidents shall be reported as soon as possible
using appropriate communication paths. [MANDATORY]
Require the users of the biometric authentication system to pay
attention to and to report of vulnerabilities of the system’s security,
and of threats or possibilities of threats. [MANDATORY]

Establish  procedures to report software malfunctions.
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[MANDATORY]

[OP 1.4.3.4] Mechanisms that allow quantification and monitoring of types of
events, accidents, or malfunctions as well as scale and cost shall be
implemented. [OPTIONAL]

[OP 1.4.3.5] Formal provisions of disciplinary procedures shall be in place to
reprimand staff members that have violated biometric system basic

policies and procedures. [MANDATORY]

() (5) Communications and Operations Management

(a) Operational Procedures and Responsibilities
In order to ensure accurate and secure operation of biometric authentication
systems, management and operation responsibilities and procedures for all

information processing facilities should be established.

[OP 1.5.1.1] Operation procedures clarified by the individual security policies
accompanying the biometric authentication system basic policy
shall be documented and maintained. [MANDATORY]

[OP 1.5.1.2] Changes of the biometric authentication system shall be managed.
[MANDATORY]

[OP 1.5.1.3] Responsibilities and procedures for events and accidents
management shall be established in order to ensure quick, effective,
and organized actions towards security events and accidents.
[MANDATORY]

[OP 1.5.1.4] In order to minimize possibilities of unauthorized changes or misuse
of information or services, separation of management or execution
of certain duties or responsible areas shall be considered.
[OPTIONAL]

(b) Protection Against Malicious Software

In order to protect the integrity of software and information, preventive measures

should be taken to prevent and detect intrusion of malicious software.
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[OP 1.5.2.1] Detection and prevention management measures to protect against
malicious software as well as procedures to make the users aware
of them shall be implemented. [MANDATORY]

(c) Housekeeping
In order to maintain the integrity and availability of biometric authentication
systems, data should be capable of being backed up and restored and records of the

work performed should be logged.

[OP 1.5.3.1] Highly important work information and software shall be backed up
regularly and checked. [MANDATORY]

[OP 1.5.3.2] Operators shall keep recording their own work record. [MANDATORY]

[OP 1.5.3.3] Records of operators shall be regularly inspected independently.
[OPTIONAL]

[OP 1.5.3.4] Failures shall be reported and corrective actions shall be performed.
[MANDATORY]

(d) Network Management
Network security management should be preformed in order to protect the
information on the network and to ensure protection of infrastructure supporting the

network.

[OP 1.5.4.1] Management measures shall be performed to achieve and maintain

network security. [MANDATORY]

(e) Media Handling and Security
Media should be managed and physically protected to avoid damage to assets

and interruption of business.

[OP 1.5.5.1] Management procedures for removable media (such as tapes,
disks, cassettes) and printed documents shall be prepared.
[MANDATORY]

[OP 1.5.5.2] Media no longer required shall be deposited safely and securely.
[MANDATORY]

87



[OP 1.5.5.3]

[OP 1.5.5.4]

Information handling and storage procedures shall be established to
protect information from unauthorized exposure or misuse.
[MANDATORY]

Documents pertaining to biometric authentication systems shall be

protect from unauthorized access. [MANDATORY]

6.2.2. Operation During Account Registration

Operational requirements of biometric authentication systems necessary for

account registration of specified staff are defined here.

() (1) Personnel Security

(a) Security in Job Definition and resourcing

In order to reduce the risk of human error, theft, illegal acts, or misuse of facilities,

staff candidates should be informed of security responsibilites at the time of

recruitment, and the candidates should be screened thoroughly.

[OP 2.1.1.1]

[OP 2.1.1.2]

[OP 2.1.1.3]

[OP 2.1.1.4]

[OP 2.1.1.5]

[OP 2.1.1.6]

Official certificates (passports or similar documents) shall be
inspected when reviewing application materials that have been
submitted by recruited staff candidates. [MANDATORY]

Curricula vitae shall be inspected when reviewing application
materials that have been submitted by recruited staff candidates.
[MANDATORY]

Contractors and temporary workers shall also be subject to
equivalent screening procedures. [MANDATORY]

This survey shall be performed regularly for staffs that assume a
capacity with substantial authority. [OPTIONAL]

When recruiting staff, the organization shall perform background
checks of applicants. [OPTIONAL]

When recruiting staff, the organization shall check applicants

against blacklists. [OPTIONAL]

() (2) Physical and Environmental Security
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(a) Secured Areas
In order to prevent unauthorized access, damage, and interruption to working
facilities and work information, security boundaries should be made clear and

protection measures towards identified risks should be in place.

[OP 2.2.1.1] Multiple security boundaries shall be used to protect rooms where
biometric template registration tasks will be performed.
[MANDATORY]

[OP 2.2.1.2] In order to ensure access grants to registration applicants only, the
room where biometric template registration tasks will be performed
shall be protected by appropriate entry/exit management measures.
[MANDATORY]

[OP 2.2.1.3] In order to reinforce security of the rooms where biometric template
registration tasks will be performed, management measures, such
as supervision by multiple people, and policies shall be added.
[MANDATORY]

(b) Equipment Security
In order to prevent loss, damages, or degradation of assets and interruption of
work activities, devices should be physically protected from security threats and

environmental dangers.

[OP 2.2.2.1] Biometric template registration devices shall be installed or
protected to minimize risks arising from environmental threats or
danger as well as possibilities of unauthorized access. [OPTIONAL]

[OP 2.2.2.2] Wiring of power cables and communication cables that are used for
data transfer or information services shall be protected from
interception and damages. [OPTIONAL]

[OP 2.2.2.3] In order to ensure the biometric template registration devices’
continuous availability and integrity, maintenance of the devices

shall be performed properly. [OPTIONAL]

() (3) Access Control
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(a) Business requirement for access control

Access to information and business procedures need to be managed based on

business and security requirements, and in this case, individual policies for scope of

information conveyance and authorization of access should be defined.

[OP 2.3.1.1]

[OP 2.3.1.2]

[OP 2.3.1.3]

[OP 2.3.1.4]

Business requirements for access control shall be defined and
documented. [MANDATORY]

Access to biometric template registration terminals shall be
achieved through secure logon procedures. [MANDATORY]

Each staff (general staff and specified staff) shall have a unique
identifier (staff ID) so that their activities can be traced later to know
who is responsible. [MANDATORY]

Consider preparing duress alarms for staff that may become target

of threats. [OPTIONAL]

(b) Access Control of Users

In order to prevent unauthorized access, there should be an official user

registration procedure to permit access.

[OP 2.3.2.1]

[OP 2.3.2.2]

[OP 2.3.2.3]

[OP 2.3.2.4]

[OP 2.3.2.5]

When performing pre-validation tasks, applicants shall be checked
whether they have obtained access permission from the system's
business management to the areas containing assets.
[MANDATORY]

When performing pre-validation tasks, personal identification of the
applicant shall be verified using personal identification documents.
[MANDATORY]

When performing pre-validation tasks, the applicant shall be checked
against blacklists. [OPTIONAL]

When updating a biometric template, in the pre-validation task,
information stored in the authentication token owned by the applicant
or information printed on the authentication token surface shall be
used to verify personal identification of the applicant. [MANDATORY]

When updating a biometric template, in the pre-validation task, the
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[OP 2.3.2.6]

[OP 2.3.2.7]

[OP 2.3.2.8]

authentication token owned by the applicant shall be used to verify
personal identification  through  fingerprint  authentication.
[OPTIONAL]

When performing biometric template registration tasks, the collected
fingerprint data shall be checked to see whether the quality is
sufficient. [MANDATORY]

Registration operator shall be trained in biometric template
registration methods to prevent mistakes from occurring when
registering biometric templates, and update training shall be
performed regularly. [MANDATORY]

When performing biometric template registration tasks, if fingerprint
data of sufficient quality cannot be collected, measures to improve
fingerprint data (for example, using fingerprint collection cream) shall

be implemented. [OPTIONAL]

(c) Monitoring System Access and Use

In order to detect unauthorized activities, deviation from access control policies

should be detected so that it can be used as evidence of security events and

accidents, and in order to record events that can be monitored, the system should be

monitored.

[OP 2.3.3.1]

[OP 2.3.3.2]

[OP 2.3.3.3]
[OP 2.3.3.4]

[OP 2.3.3.5]
[OP 2.3.3.6]

Audit records which record exceptions and other security related
events shall be saved for an agreed period for future investigations
and to supplement monitoring of access controls. [MANDATORY]
Monitoring procedures for account registration systems shall be
established. [MANDATORY]

Monitoring results shall be reviewed periodically. [OPTIONAL]
Records shall be verified to understand the risks that the system
faces and how they occur. [OPTIONAL]

The clock of the computer shall be set correctly. MANDATORY]
The clock of the computer shall be checked periodically.
[MANDATORY]

() (4) Security of Usage Environment

When capturing fingerprint data from specified staff, the capturing environment
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should be the same as the environment used for capturing when performing personal

identity verification. Also, when performing a capture, actions and other factors that

may skew or hide the characteristics of the target modality should be controlled.

Furthermore, fatigue degradation of sensors that capture biometric information

should also be taken care of at appropriate times.

(a) Management of Fingerprint Data Capturing Environment

[OP 2.4.1.1]

[OP 2.4.1.2]

Fingerprint data capturing environments shall be documented
appropriately as specified in the biometric authentication system
basic policy. [MANDATORY]

Fingerprint data capturing environments shall be configured

appropriately according to the product used. [MANDATORY]

(b) Management of user behavior

[OP 2.4.2.1]

[OP 2.4.2.2]

[OP 2.4.2.3]

[OP 2.4.2.4]

Guidance for actions when performing biometric template
registration shall be documented. [MANDATORY]

Appropriate training shall be performed for specified staff and
registration operator to prevent actions that may prompt deformation
of biometric characteristics and other factors that may have impact,
and update training shall be performed periodically. [MANDATORY]
Registration operator shall be trained in threats regarding artificial
fingers, and update training shall be performed regularly.
[MANDATORY]

Actions when registering biometric templates shall be monitored
periodically. MANDATORY]

(c) Management of Biometric Sensor

[OP 2.4.3.1]

[OP 2.4.3.2]

[OP 2.4.3.3]

To ensure continuous availability and integrity, sensors for capturing
fingerprint data shall be maintained so that they always sustain a
certain environment. [MANDATORY]

Fingerprint sensors shall be protected from electrical power
anomalies. [OPTIONAL]

Wiring of communication cables that are used for data transfer shall

be protected from interception and damages. [OPTIONAL]
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() (5) Alternative Methods
When an authorized specified staff's modality to be used is unavailable for the
biometric authentication system due to injury, loss, or other factors, for the necessity
of business, alternative methods should be provided. Furthermore, in order to allow
specified staff who originally lack the modality that has been decided for the
organization to access assets, personal identity verification through alternative

methods other than biometric authentication systems will be required.

(a) Alternative Method for Damaged Modality
[OP 2.5.1.1] Requirements for alternative methods when fingerprint cannot be
used due to injuries, loss or other factors, shall be defined and
documented. [MANDATORY]
[OP 2.5.1.2] Specified staff members that have used alternative methods shall

be managed. [OPTIONAL]

(b) Alternative Methods for FTE Users
[OP 2.5.2.1] Requirements for alternative methods for FTE users shall be

defined. [MANDATORY]

(c) Reexamination of alternative methods
[OP 2.5.3.1] The alternative methods shall be maintained and revised according

to revision procedures defined. [MANDATORY]

() (6) Theft and Loss of Authentication Tokens
When a specified staff is stolen or has lost his/her authentication token, the
update processing of biometric template information of the person's authentication

token should not be performed.

(a) Management Measures on the Event of Authentication Token Theft and Loss
[OP 2.6.1.1] Requirements regarding occasions of authentication token theft and
loss shall be defined and documented. [MANDATORY]
[OP 2.6.1.2] Biometric templates shall not be updated with authentication tokens

that are known to be stolen or lost. [OPTIONAL]
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6.2.3. Operation During Personal Identity Verification

Operational requirements of biometric authentication systems necessary for

personal identity verification of the staff are defined here.

() (1) Physical and Environmental Security

(a) Secured Areas

In order to prevent unauthorized access, damage, and interruption to working

facilities and work information, security boundaries should be made clear and

protection measures towards identified risks should be in place.

[OP 3.1.1.1]

[OP 3.1.1.2]

[OP 3.1.1.3]

[OP 3.1.1.4]

Multiple security boundaries shall be used to protect areas including
those where the assets a located. [MANDATORY]

In order to ensure access grants to only those authorized, secured
areas should be protected by entry/exit management measures that
use biometric authentication technology. [MANDATORY]

When selecting and designing secured areas, considerations shall
be given to possibilities of damages due to fire, flood, explosions,
civil disorder, and other natural or human-caused disasters.
[OPTIONAL]

In order to reinforce security of secured areas, management
measures and guidance shall be added for work to be done in such

areas. [MANDATORY]

(b) Equipment Security

In order to prevent loss, damages, or degradation of assets and interruption of

work activities, devices should be physically protected from security threats and

environmental dangers.

[OP 3.1.2.1]

The fingerprint authentication device shall be installed or protected
to minimize risks arising from environmental threats or danger as

well as possibilities of unauthorized access. [MANDATORY]
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[OP 3.1.2.2]

[OP 3.1.2.3]

[OP 3.1.2.4]

[OP 3.1.2.5]

The fingerprint authentication device shall be protected from power
failure and other power anomalies. [OPTIONAL]

Wiring of power cables and communication cables that are used for
data transfer or information services shall be protected from
interception and damages. [OPTIONAL]

In order to ensure the fingerprint authentication devices’ continuous
availability and integrity, maintenance of devices shall be performed
properly. [OPTIONAL]

Storage devices that store information which require discreet
handling shall be disposed by physically destructing it or by making
sure everything is overwritten. [MANDATORY]

() (2) Access Control

(a) Business requirement for access control

Access to information and business procedures need to be managed based on

business and security requirements, and in this case, individual policies for scope of

information conveyance and authorization of access should be defined.

[OP 3.2.1.1]

[OP 3.2.1.2]

[OP 3.2.1.3]

Business requirements for access control shall be defined and
documented. [MANDATORY]

Each staff (general staff, specified staff, administrators) shall have a
unique identifier (staff ID) so that their activities can be traced later
to know who is responsible. [MANDATORY]

Consider preparing duress alarms for staff that may become target
of threats. [OPTIONAL]

(b) Monitoring System Access and Use

In order to detect unauthorized activities, deviation from access control policies

should be detected so that it can be used as evidence of security events and

accidents, and in order to record events that can be monitored, the system should be

monitored.
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[OP 3.2.2.1] Audit records which record exceptions and other security related
events shall be saved for an agreed period for future investigations
and to supplement monitoring of access controls. [MANDATORY]

[OP 3.2.2.2] Monitoring procedures for biometric authentication systems shall be
established. [MANDATORY]

[OP 3.2.2.3] Monitoring results shall be reviewed periodically. [OPTIONAL]

[OP 3.2.2.4] Records shall be verified to understand the risks that the system
faces and how they occur. [OPTIONAL]

[OP 3.2.2.5] The clock of the computer shall be set correctly. [MANDATORY]

[OP 3.2.2.6] The clock of the computer shall be checked periodically.
[MANDATORY]

() (3) Systems Development and Maintenance

(a) Cryptographic controls
In order to protect secrecy, authenticity, or integrity of information that may pose

risks, management measures that employ encryption technology should be used.

[OP 3.3.1.1] Individual policies shall be determined of usage of management
measures to protect the organization's information through
encryption. [MANDATORY]

(b) Security of System Files
In order to ensure that biometric authentication is performed securely, execution

of system files should be managed.

[OP 3.3.2.1] Execution of software within the biometric authentication system
shall be managed. [OPTIONAL]
[OP 3.3.2.2] Test data shall be protected and managed. [OPTIONAL]

() (4) Security of Usage Environment
When capturing fingerprint data from specified staff, the capturing environment

should be the same as the environment used for capturing when performing account
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registration. Also, when performing a capture, actions, clothes, and other factors that

may skew or hide the characteristics of the target modality should be controlled.

Furthermore, fatigue degradation of sensors that capture biometric information

should also be taken care of at appropriate times.

(a) Management of Fingerprint Data Capturing Environment

[OP 3.4.1.1]

[OP 3.4.1.2]

[OP 3.4.1.3]

Fingerprint data capturing environments shall be documented
appropriately as specified in the biometric authentication system
basic policy. [MANDATORY]

Fingerprint data capturing environments shall be configured
appropriately according to the product used. [MANDATORY]
Fingerprint data capturing environments shall always maintain a

certain condition. [MANDATORY]

(b) Management of user behavior

[OP 3.4.2.1]

[OP 3.4.2.2]

[OP 3.4.2.3]

Guidance for actions when using biometric authentication systems
shall be documented. [MANDATORY]

Appropriate training shall be performed to prevent actions that may
prompt deformation of biometric characteristics and other factors
that may have impact, and update training shall be performed
periodically. [MANDATORY]

Actions when using biometric authentication systems shall be

monitored periodically. [MANDATORY]

(c) Management of Biometric Sensor

[OP 3.4.3.1]

[OP 3.4.3.2]

[OP 3.4.3.3]

To ensure continuous availability and integrity, sensors for capturing
fingerprint data shall be maintained so that they always sustain a
certain environment. [MANDATORY]

Fingerprint sensors shall be protected from electrical power
anomalies. [MANDATORY]

Wiring of communication cables that are used for data transfer shall

be protected from interception and damages. [MANDATORY]

() (5) Prohibiting Piggy Back Entry
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After personal identity verification for a specified staff is completed and the

physical gate to the area where the protected assets are located is opened, other

unauthorized persons should be prohibited from entering with the authorized person.

(a) Management of usage Environment

[OP 3.5.1.1]

(b) Staff Training
[OP 3.5.2.1]

[OP 3.5.2.2]

Specified staff that enter or exit the area where protected assets are
located shall be permitted one person at a time by the biometric

authentication system. [MANDATORY]

Procedures to make the specified staff members aware of security
risks due to piggy back entry shall be implemented. [MANDATORY]
Formal provisions of disciplinary procedures shall be in place to

reprimand those who performed piggy back entry. [MANDATORY]

() (6) Alternative Methods

When a specified staff member has forgotten his/her authentication token or the

modality to be used is unavailable for the biometric authentication system due to

injury, loss, or other factors, for the necessity of business, alternative methods should

be provided. Furthermore, in order to allow specified staff who originally lack the

modality that has been decided for the organization to access assets, personal

identity verification through alternative methods other than biometric authentication

systems will be required.

(a) Alternative Method for Lack of Authentication Token

[OP 3.6.1.1]

[OP 3.6.1.2]

[OP 3.6.1.3]

Requirements for alternative methods that will be used when
specified staff members that are authorized to access areas where
assets are located have forgotten to bring along their authentication
token, shall be defined and documented. [MANDATORY]

Specified staff members that have used alternative methods shall
be managed. [OPTIONAL]

Formal provisions of disciplinary procedures shall be in place to
reprimand specified staff members that have forgotten to bring

along their authentication token. [OPTIONAL]
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(b) Alternative Method for Damaged Modality
[OP 3.6.2.1] Requirements for alternative methods when fingerprint cannot be
used due to injuries, loss or other factor, shall be defined and
documented. [MANDATORY]
[OP 3.6.2.2] Specified staff members that have used alternative methods shall

be managed. [OPTIONAL]

(c) Alternative Methods for FTE Users
[OP 3.6.3.1] Requirements for alternative methods for FTE users shall be
defined. [MANDATORY]

(d) Reexamination of alternative methods
[OP 3.6.4.1] The alternative methods shall be maintained and revised according

to revision procedures defined. [MANDATORY]

() (7) Theft and Loss of Authentication Tokens
When specified staff member is stolen or has lost his/her authentication token, the
said staff should have his/her access permissions changed and use of the applicable

authentication token should be stopped.

(a) Management Measures on the Event of Authentication Token Theft and Loss

[OP 3.7.1.1] Requirements regarding occasions of authentication token theft and
loss shall be defined and documented. [MANDATORY]

[OP 3.7.1.2] Authentication token theft and loss shall be reported as soon as
possible using appropriate communication paths. [MANDATORY]

[OP 3.7.1.3] Specified staff members whose authentication token was stolen or
lost shall have their access rights revoked for a certain period.
[MANDATORY]

[OP 3.7.1.4] Requirements regarding alternative methods that are used in the
event of authentication token theft and loss shall be defined and
documented. [MANDATORY]

[OP 3.7.1.5] Formal provisions for disciplinary procedures shall be in place to

reprimand the specified staff members that have lost their token.
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[MANDATORY]

() (8) Security Specific to Biometrics Authentication Technologies

(a) Similarities
With biometric authentication, since there are possibilities where persons with
similar biometric information exist (for example, faces of a twin), management

measures for similarities of biometric information should be established.

[OP 3.8.1.1] Requirements for biometric authentication systems regarding

similarities shall be defined and documented. [MANDATORY]

(b) Sheep and Goats
Since there is a high possibility of false accepting or rejecting of people when
using biometric authentication due to Wolf (a person with biometric information that
allows the person to impersonate someone else easily), Lamb (a person with
biometric information that make the person easy to impersonate) and Goat (a person
with biometric information who's rejection rate is extremely high) characteristic

persons, management measures to handle such uniqueness should be established.

[OP 3.8.2.1] Requirements for biometric authentication systems regarding

uniqueness shall be defined and documented. [MANDATORY]

(c) Familiarization
Since false rejections may occur due to failure of capturing biometric information
when the specified staff member is not familiar with the usage of biometric
authentication devices, management measures for familiarization should be

established.

[OP 3.8.3.1] Requirements for biometric authentication systems regarding

familiarization shall be defined and documented. [MANDATORY]
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