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1.2 e-MRP PCD
e-MRP
(1) e-MRP
10cm PICC
( 5mW
PICC
( 50mW )
e-MRP
6]
1 PCD e-MRP 1
e-MRP
(3PCD
PCD
e-MRP PCD 0 20mm
(4)
PCD e-MRP e-MRP
( )
e-MRP PCD
e-MRP PCD
1.3
e-MRP PCD
e-MRP PCD
(De-MRP PCD
1.2 e-MRP PCD
eeMRP  PCD
e-MRP PCD
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2
PICC
1.5A/m 7.5A/m PCD
15cm PCD
PICC PCD
e-MRP PCD
e-MRP
3
e-MRP
e-MRP PCD-S
PCD PICC-S/M/L
1.4
e-MRP PCD
e-MRP PCD
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e-MRP 1.2

1-2
e-MRP PCD ISO/TEC 7501-1
ISO/IEC 7810
ISO/TEC 14443-1
e-MRP PCD ISO/TEC 14443-2

ISO/TEC 14443-2
ISO/TEC 14443-2/AM1

ISO/IEC 14443-3
ISO/TEC 14443-3/AM1
ISO/IEC 14443-3/ FPDAMS3

ISO/IEC 14443-4
ISO/TEC 14443-4/ FPDAM1

e-MRP PCD

ISO/TEC 10373-6

ISO/IEC 10373-6/FPDAM1
ISO/TEC 10373-6/AM2
ISO/TEC 10373-6/FPDAM3
ISO/TEC 10373-6/FPDAM4
ISO/IEC 10373-6/FPDAMS5

ISO/MEC 7501-1:1997

Identification cards - Machine readable travel documents

- Part 1: Machine readable passport
ISO/MTEC 7810:2003

Identification cards - Physical characteristics
ISO/MTEC 10373-6:2001

Identification cards - Test methods - Part6:Proximity cards

ISO/MEC 10373-6/AM2:2003

Identification cards - Test methods - Part6: Proximity cards

Amendment 2: Improved RF test methods
ISO/IEC 14443-1:2000

Identification cards - Contactless integrated circuit(s) cards - Proximity

cards - Partl: Physical characteristics




e-MRP 1.2
ISO/TEC 14443-2:2001
Identification cards - Contactless integrated circuit(s) cards - Proximity
cards - Part 2:Radio frequency power and signal interface
ISO/TEC 14443-2/AM1:2005
Bit rate of fc/64, fc/32, fc/16
ISO/TEC 14443-3:2001
Identification cards - Contactless integrated circuit(s) cards - Proximity
cards - Part 3:Initialization and anticollision
ISO/TEC 14443-3/AM1:2005
Bit rate of fc/64, fc/32, fc/16
ISO/IEC 14443-4:2001
Identification cards - Contactless integrated circuit(s) cards - Proximity
cards - Part 4:'Transmission protocol
ICAO ANNEX K of ICAO NTWG BIOMETRICS DEPLOYMENT TECHNICAL REPORT
Version 2 (Date: 2004-07-06)

IS

ISO/IEC 14443-3:2001/FPDAMS3 (Date: 2004-11-02)
Identification cards - Contactless integrated circuit(s) cards - Proximity
cards - Part 3: Initialization and anticollision
Amendment 3: Handling of reserved fields and values
ISO/IEC 14443-4:2001/FPDAM1 (Date: 2004-11-02)
Identification cards - Contactless integrated circuit(s) cards - Proximity
cards - Part 4: Transmission protocol
Amendment 1: Handling of reserved fields and values
ISO/IEC 10373-6:2001/FPDAM1 (Date: 2005-05-05)
Identification cards - Test methods - Part6: Proximity cards
Amendment 1: Protocol test methods for proximity cards
ISO/IEC 10373-6:2001/FPDAMS3 (Date: 2004-12-09)
Identification cards - Test methods - Part6: Proximity cards
Amendment 3: Protocol test methods for proximity coupling devices
ISO/IEC 10373-6:2001/FPDAM4 (Date: 2005-04-07)
Identification cards - Test methods - Part6: Proximity cards
Amendment 4: Additional test methods for PCD RF interface and PICC
alternating field exposure
ISO/IEC 10373-6:2001/FPDAMS5 (Date: 2005-04-21)
Identification cards - Test methods - Part6: Proximity cards
Amendment 5: Bit rates of fc/64, fc/32, and fc/16
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IC PICC Proximity IC Card PICC
IC
e-MRP Electronic Machine Readable Passport
PICC PICC
PCD Proximity Coupling Device PCD
e-MRP e-
MRP
e-MRP PCD
(byte)
bl b8 8 b8 (MSB)
bl (LSB)
(bit duration)
1 () etu
etu
letu 128 /(D><fo) D 12438
D 1 etu
letu 128/fc
fe ISO/TEC14443-2

(modulation index)

(a-b)/(a+b)

(binary phase shift keying)

180<
(NRZ-L)
(fo)
(subcarrier)
(fc) (fs)
(frame)
A e-MRP A e-MRP
B e-MRP B e-MRP
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PCD e-MRP
TR1

e-MRP
TR2

e-MRP EOF

operating field
e-MRP
polling
e-MRP

(collision)
PCD
PCD e-MRP
(anticollision)
PCD

(anticollision sequence )
PCD
E-MRP e-MRP
load modulation
e-MRP
request command

e-MRP

PCD
E-MRP
PCD-S
PCD

PCD
PICC

PCD
PICC-S/M/L

PICC-L

e-MRP

e-MRP

PCD SOF

PCD

e-MRP
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PCD

E-MRP

PICC

PICC-S
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3.2

AFI(Application Family Identifier Card
preselection criteria by application, Type B)

ANTICOLLISION (anticollision command, Type A)

ASK(Amplitude Shift Keying)
ATS(answer to select)

ATTRIB(PICC selection command, Type B)
ATQA(Answer To Request, Type A)
ATQB(Answer To Request, Type B)
BPSK(Binary Phase Shift Keying)
CID(Card Identifier)

CLn(Cascade Level n, Type A)
CT(Cascade Tag, Type A)

D(divisor)

DUT(Device Under Test)

etu(Elementary Time Unit)

E(End of communication, Type A)
EGT(Extra Guard Time, Type B)
EOF(End Of Frame, Type B)

FDT(Frame Delay Time, Type A)
felfrequency of operating field(carrier frequency)]
fs(frequency of sub-carrier modulation)
FWI(Frame Waiting time Integer)
FWT(Frame Waiting Time)
FWTremp(temporary Frame Waiting Time)
HLTA(Halt command, Type A)

HLTB(Halt command, Type B)

Hmax(Maximum fieldstrength of the PCD antenna field)
Hmin(Minimum fieldstrength of the PCD antenna field)

NRZ-L[non-return to zero (L for level)]
OOK (on/off keying)

PCD(Proximity Coupling Device)
PICC(Proximity IC Card)
PUPI(Pseudo-Unique PICC Identifier)
REQA(Request Command, Type A)
REQB(Request Command, Type B)

e-MRP

PICC

PICC

B)

IC

n(

1.2

A)
B)

A)
A)

A)

B)
B)
A)

A)
B)

A)
B)



RFU(Reserved For Future ISO/IEC Use)
S(Start of communication, Type A)
Slot_MARKER(Slot marker command, Type B)

WTX (waiting time extension)

WTXM (waiting time extension multiplier)
WUPA(Wake up command, Type A)
WUPB(Wake up command, Type B)

b“xxxx xxxx” 2
“XX” 1 6

e-MRP

A)

A)
B)
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5.1.3

e-MRP

5.1.4

e-MRP

52 PCD
5.2.1

PCD
PCD

e-MRP

e-MRP

(1) PCD

(2)PCD

PCD

e-MRP 1.2

13.56MHz PCD
Hmin 4A/m rms
e-MRP
e-MRP
e-MRP 5-2

PCD

PCD

e-MRP

e-MRP

e-MRP
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5.2.2

PCD

5.2.3

(e-MRP
2

5.2.4

PCD

PCD

PCD

Hmin

PCD

12

PCD

e-MRP

e-MRP

4A/m rms
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e-MRP

ISO/IEC 14443-2) ISOMEC14443-2/AM 1 PCD e-MRP e-MRP
PCD A B
1.0 2004 3 fc/64 212kbit/s
ISO/IEC14443-2/FPDAM2 IS
ISO/IEC14443-2/AM 1 IS
IS 1.0
6.1 e-MRP
ISO/MEC 14443-2 IC
6.2
ISO/MEC 14443-2 ISO/MEC14443-2/AM 1
6.3 A
ISO/MEC 14443-2 A ISO/MTEC14443-2/AM 1

ISO/MEC 14443-2
PCD PICC

PICC PCD

6.3.1 PCD e-MRP

6.3.1.1

ISO/MEC 14443-2 ISO/MTEC14443-2/AM 1
6.3.1.2

ISO/MEC 14443-2 ISO/MTEC14443-2/AM 1
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e-MRP 1.2
1.0 ISO/MTEC14443-2/FPDAM2 6-1
IS
6-1 Modulation timing
Bit rate
Timing parameter fc/64 fc/32 fc/16
Min Max Min Max Min Max
t1l 15/fc 20/fc 8/fc 10/fc 4/fc 5/fc
t2 8/fc t1l 4/fc t1l 2/fc t1l
t3 0 12/fc 0 10/fc 0 8/fc
6.3.2 e-MRP PCD
6.3.2.1
ISOMEC 14443-2 ISO/TEC14443-2/AM 1
6.3.2.2
ISO/MEC 14443-2 ISOMEC14443-2/AM 1
6.3.2.3
ISO/MEC 14443-2 ISOMTEC14443-2/AM 1
6.4 B
ISOMEC 14443-2 B ISOMTEC14443-2/AM 1

ISO/MEC 14443-2
PCD PICC

PICC PCD

6.4.1 PCD e-MRP

6.4.1.1
ISOMEC 14443-2

ISO/MTEC14443-2/AM 1
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6.4.1.2
ISOMEC 14443-2

6.4.2 e-MRP PCD
6.4.2.1
ISO/MEC 14443-2

6.4.2.2
ISOMEC 14443-2

6.4.2.3
ISO/MEC 14443-2

e-MRP

ISO/TEC14443-2/AM 1

ISO/MTEC14443-2/AM 1

ISO/MTEC14443-2/AM 1

ISO/MEC14443-2/AM 1
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ISO/IEC 14443-3

7.1
ISO/MTEC 14443-3 ISO/MTEC14443-3/AM1
PCD e-MRP
100%ASK( ) 10%ASK( )
PCD e-MRP
5ms
e-MRP 5ms
7-1
5ms
5ms / 5ms
Hmin
5ms A5ms
g
Hmin \
«—
(1) 2)
7-1
7.2 A e-MRP
ISO/TEC 14443-3 A PICC
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e-MRP

ISO/MEC 14443-3

PICC

7.2.1
ISO/MTEC14443-3/AM1

7.2.2
ISO/MTEC14443-3/AM1

7.2.3 e-MRP
ISO/MTEC14443-3/AM1

7.2.4
ISO/MTEC14443-3/AM1

ATQA B9 BII SEL
ISO/IEC14443-3/AM1

7.3 e-MRP
ISO/IEC 14443-3 B PICC

ISO/MEC 14443-3

PICC

REQB/WUPB

Slot MARKER
(ATQB)

ATTRIB

ATTRIB

HLTB
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e-MRP
7.3.1

ISO/TEC14443-3/AM1

7.3.2 REQB/WUPB
7.3.2.1 AFI

e-MRP AFI ”00”
PCD AFT 7007 REQB/WUPB

7.3.2.2 Param

PCD N=1 REQB/WUPB

7.3.3 (ATQB)
7.3.3.1 e-MRP (PUPY)

ACTIVE e-MRP OFF IDLE
PUPI PUPI

7.3.3.2

(1) AFI )
e-MRP AFT 7007
(2) CRC_B(AID) (2 )

3 (1 )

7.3.3.3

(1) 8 )
e-MRP fc/32  424kbit/s
2 (4 )
e-MRP 256
(3) (4 )
ISO/IEC14443-4
(4) FWI (4 )
12 FWT 1.24s

18

1.2



(5) 2 )
ADC  b”00”
200
(6) 2 )
e-MRP  CID
7.3.4 ATTRIB

7.3.4.1 Paraml
ISO/MEC14443-3/AM1

(1) TRO
(64/fs)
(2) TR1
(80/fs)
(3) EOF/SOF
PCD e-MRP
7.3.4.2 Param2
PCD 256
PCD fc/32 424Kkbit/s

7.3.4.3 Param3

ISO/TEC14443-4

7.3.4.4

7.3.5 ATTRIB

e-MRP

e-MRP

7.3.3.2

NAD

EOF/SOF

MBLI

19
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ISO/MEC 14443-4 -MRP PCD
A B
8.1 e-MRP
ISO/MEC 14443-4 APICC

ISO/MEC 14443-4

RATS
ATS
8.2 e-MRP
ISO/MEC 14443-4 B PICC
8.3

ISO/IEC 14443-4

ISO/MEC 14443-4

2:
ISO/IEC 14443-4/AM1
CID b6-b5  '00' '00'
VOOV
ISO e-MRP
8.3.1
e-MRP (FWT)  1.24s(FWI=12)

ICAO-TR Tecnical Report Annex-K

20
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PCD e-MRP
PCD e-MRP
PCD
FWI 12
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8.3.2

e-MRP

WTX FWI
2
ISO/IEC 14443-4/AM1
PCD WTXM=0,60-63

ISO
8.3.3
e-MRP 1b”00”
8.4 A e-MRP

ISO/TEC 14443-4

ISO/MEC 14443-4

8.5
ISO/TEC14443-4

8.6
ISO/TEC14443-4

e-MRP

(WTX) FWT(FWTrEMP)

PCD

PCD

B e-MRP
APICC B PICC

21
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1.2

8.7 T=CL
8-1 8-2
8-1 e-MRP
I PCD R PCD PCD
A C D E F G H I J K L
R(ACK)o R(ACK), R(INAK)o R(NAK),
1(0)o 1(0): 1(1)o I(1), S(WTX) S(DESELECT) (PCB ) | (CRC
EGT )
0 1001 10 R(ACK)o- 5 2 R(ACK): -6
1(1)o-3 10 S(WTX) - 7 9 12 5
S(WTX) - 7 9 N -
1 T(0)o( 1(0); - 2 10 R(ACK): -6 2 R(ACK)o-5
1(1):1-4 10 S(WTX) - 7 9 | 1(0) -1 1(0)o -1 12
S(WTX) - 7 9 11 - 11
2 1(0)1( 10)0-1 10 R(ACK)o-5 2 RACK)1-6
(103 10 S(WTX) - 7 9 1(0), -2 12 1(0), =2
S(WTX) - 7 9 - 11 11
3 T(1)o( 1(0): -2
1(1)o -3 | I 4 | I(1)o -3 | -
11 13 11 .
4 T(D( - - 1(0)0-1
1(1)0-3 1), 4| S I(1): -4 SEDESELECT) ~ ~
13 11 11 3
5 R(ACK)o 1(0)1-2 10 R(ACK)1-6 2 R(ACK)o
1(1):1-4 10 S(WTX) - 7 9 R(ACK)o -5
S(WTX) - 7 9 -5 12
11
6 R(ACK): 1(0)o—-1 10 R(ACK)o-5 2 | - RACK):
1(1o-3 10 S(WTX) - 7 9 -6 R(ACK):
S(WTX) - 7 9 12 -6
11
7 S(WTX) o7
S(WTX)
ISOMEC 14443-4
e-MRP

22




1.2

8-2 PCD e-MRP
I (e-MRP ) R (e-MRP ) S (e-MRP )
A B C D E F G H i J K
R(ACK)o R(ACK) FWT
1(0)o 1(0), 1(1)o 1(1), S(WTX) SMESELECT) | PCB ) | (CRC
EGT )
0
1 1(0)o( ) -0 R(ACK): -6 RINAK)o— 7 R(INAK)o - 7
-0 2 -0 4 4
2 T(0)+( ) -0 R(ACK)o-5 | -0 R(NAK): - 8 R(NAK); - 8
-0 -0 2 4 4
3 I(1)o( ) 1(0), - 2 RINAK)o - 7 RINAK)o— 7
I()1-4 -0 4 4
7
4 T(1)( ) -0 1(0)o— 1 R(INAK): - 8 R(NAK): - 8
-0 1(1)0-3 4 4
7
5 R(ACK)o -0 R(ACK): -6 R(ACK)o-5 R(ACK)o-5
-0 2 -0 -0 -0 5 5
S(WTX)
6 RACK): -0 R(ACK)o-5 |-0 R(ACK): -6 R(ACK): -6
-0 -0 2 5 5
7 RINAK), -0 R(ACK): -6 1(0):1 -2 R(NAK)o- 7 R(NAK)o - 7
-0 2 -0 1)1 -4 1(0)o -1 4 4
7 1(1)o -3
6
8 RINAK), -0 R(ACK)o-5 1(0)o— 1 R(NAK): - 8 R(NAK); - 8
-0 -0 2 1(0), -2 | I(1)o-3 4 4
1(1), -4 7
6
9 S(DESELECT) -0 S(DESELECT) -0
S(DESELECT) 8 8
ISO/MEC 14443-4
PCD
0 N( PCD( )
0

23




e-MRP 1.2

9
e-MRP PICC PICC PCD ISO/IEC 10373-
6 e-MRP PCD
ISO/IEC 10373-6/AM2
ISO/IEC 10373-6/FPDAM4
PCD RF PICC
Class1 PICC
Class1 PICC PCD
ISO/TEC 10373-6/FPDAM5
fc/64  fc/32 fc/16
9.1
9.11
9-1
9-1
2343
40 60
9.1.2
e-MRP PCD 24
9.1.3
+5%
( )
9.14
“ISO Guide to the Expression of Uncertainty in Measurement”, ISBN
92-67-10188-9, 1993.
9.2
e-MRP
9-2
PCD
9-3

24



9-2

9.3

e-MRP

e-MRP

]

PCD[1.5A/m]

PCD [4.0A/m]

PCD [7.5A/m]

30/ 1.2 mVp-p

PCD-S
[4.0A/m]

PCD-S
[7.5A/m]

REQA/REQB

9.3.2

PCD [1.5A/m]

PCD [4.5A/m]

[

PCD [4.0A/m]
[
[

PCD [7.5A/m]

REQA/REQB

(*)

9.3.3

LCR-

13.56MHz

9.3.4

PCD

[10A/m ]

10A/m
e-MRP

9.3.5

[

PCD
]

(*)

PCD [4.5A/m]

25
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9-3

e-MRP

PCD

PICC

9.4.11

PICC [19M]

3V(dc)

7.5A/m

PICC-S [19M]

PICC-M[19M]

PICC-L [19M]

3V(de)

7.5A/m

PICC [13.56M]

3V(dc)

1.5A/m

PICC-S [13.56M]

PICC-M[13.56M]

PICC-L [13.56M]

3V(dc)

4A/m

9.4.2

PICC [19M]

1.8kQ

3V(dc)

PICC-S [19M]

PICC-M [19M]

PICC-L [19M]

910Q

6.8V(dc)

9.4.31

PICC(Annex I)
[19M]

PICC-S/M/L [19M]

9.4.4

PICC [19M]

PICC-S [19M]

PICC-M[19M]

PICC-L [19M]

945!
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e-MRP
9.3 e-MRP
ISO/MEC10373-6 ISO/MIEC 10373-6/AM2 PICC
9.3.1 e-MRP
ISO/MEC10373-6 ISO/IEC 10373-6/AM2 PICC

Hmin 5.1.4
e-MRP PCD-S e-MRP
(1)
e-MRP PCD-S REQA REQB PCD-S
e-MRP
2)
PCD-S e-MRP
PCD-S 0 5mm P5mm
(3)
PCD-S e-MRP
9.3.2
ISO/MEC10373-6/AM2 PICC
(1)
PCD 9-4 9-5
ISO/TEC10373-6 e-MRP
9-4 A
H(A/m) T1(pas) t2(p1s)
1 4.0 3 0.5
2 4.0 2 0.7
3 7.5 3 0.5
4 7.5 2 0.7
9-5 B
H(A/m) (%) tr(jus) tf(jus)
1 4.0 8 2 2
2 4.0 14 2 2
3 7.5 8 2 2
4 7.5 14 2 2
2)
e-MRP

27



e-MRP 1.2

ISO/MEC10373-6/FPDAMb5

9.3.3
ISO/MEC10373-6/AM2 PICC

5.1.3
9.3.4
e-MRP
(1)
e-MRP1 PCD 13.56MHz 10A/m
rms 30 e-MRP
2)
e-MRP
9.3.5
( ) ISO/MEC10373-6:2001/FPDAM]I
(1)
ISO/TEC10373-6:2001/FPDAM1 9-6 9-7
2)

9-6 9-7

9-6 ISO/IEC 10373-6:2001/FPDAM1. Table G.33 TypeA Specific Timing Table

No Parameter ISO Reference Required Test Value Measured
Value(s)
1 Frame delay time ISO/IEC 14443- At last 1172/fc
e-MRP to PCD 3:2001 6.1.3
2 Frame delay time ISO/IEC 14443- Last bit (1)b ->1236/fc
PCD to e-MRP 3:2001 6.1.2 Last bit (0)b ->1172/f¢
(forREQA,WUPA,ANTICOL
LISION,SELECT
commands)
3 Frame delay time ISO/IEC 14443- Last bit(1)b
PCD to e-MRP 3:2001 6.1.2 ->(n*128+84)/fc
(for all commands,exclude Last bit(0)b
ones from previous row) ->(n*128+20)/fc
4 Deactivation frame waiting | ISO/IEC 14443- See Table G. 34 No.12
time 4:2001,8.1 (same values)

NOTE All timing values are calculated for carrier frequency fc = 13,56 MHz and bit rate = fc/128 (~106 kbit/s).
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e-MRP 1.2
9-7 ISO/IEC 10373-6:2001/FPDAM1. Table G.34 TypeB Specific Timing Table
No Name ISO Reference Std Min Std Max Measured
Value(s)
1 SOF low ISO/IEC 14443- 10etu lletu
3:2001, 7.1.4 (' 94.40ps) (~103,83 us)
2 SOF high ISO/TEC 14443- 2etu 3 etu
3:2001, 7.1.4 ( 18.88ps) (~28,32 us)
3 EOF low ISO/IEC 14443- 10etu 11 etu
3:2001, 7.1.5 (' 94.40ps) (~103,.83 ps
4 Bit boundaries ISS?Z/{)}(E)?’ }74;1 Ai?’ (n-1/8)etu (n + 1/8) etu
5 EGT e-MRP to ISO/IEC 14443- Ops 19 pus
PCD 3:2001, 7.1.2
6 TRO for ATQB ISO/IEC 14443- 64/fs 256/ fs
3:2001, 7.1.6 ( 75.52ps) (~302,06 us)
7 TR1 for ATQB ISO/IEC 14443- 80/fs 200/ fs
3:2001,7.1.6 (_ 94.40ps) (~235,99 us)
8 TRO Not ATQB ISO/IEC 14443- 64/fs (256/ fs)*2FWI - | FWI =
3:2001, 7.1.6 ( 75.52ps) TR1 Max TRO =
ISO/EC 14443- or (~302,06 *2FWI) -
3:2001, 7.10.3 | May be Reduced TR1 ps
9 TR1 Not ATQB ISO/IEC 14443- 80/fs 200/ fs
3:2001, 7.1.6 (' 94.40ps) (~235,99 us)
ISO/IEC 14443- or
3:2001, 7.10.3 May be Reduced
10 | Delay from the end | ISO/IEC 14443- Ous 2 etu
of EOF and 3:2001, 7.1.7
Subcarrier off
11 | Deactivation frame | ISO/IEC 14443- 64/fs + 80/fs 65536/ fs
waiting time 4:2001, 8.1 ( 169.92ps) (~4,8 ms)

NOTE All timing values are calculated for carrier frequency fc equal 13,56 MHz and bit rate equal fc/128 (~106 kbit/s).
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e-MRP
9.4 PCD
9.4.1
ISO/MEC10373-6 PCD

oy

PICC-S/M/L
ISO/IEC10373-6 PCD
5.2.4
2
PCD 3 (de)
PCD 3 (de)

9.4.2
ISO/MEC10373-6 PCD PICC

oy

PICC-S/M/L
PCD PICC
PICC-S/M/L R3 19MHz
S/M/L
2
PCD R3
(3
PICC 6.8V(dc)
9.4.3
ISO/TEC10373-6
PICC
(eY)
PCD PICC
PICC-S/M/L
PICC-S/M/L.  19MHz
PICC-S/M/L PCD

30

1.2

Hmin

ISO/IEC10373-6

R3
PICC-

PICC



e-MRP
2

PCD
3
ISO/IEC14443-2
ISO/TEC10373-6:2001/FPDAM4
PICC(Annex I)
(1
PCD PICC(Annex I)
PICC(Annex I)
PCD
PICC(Annex ) J1 R1 19MHz
PCD PICC(Annex ) J1 R2
C4 V(de) R2
2
PCD

®3)
ISO/IEC14443-2

9.4.4
ISO/MTEC10373-6

1
PICC-S/M/L
ISO/IEC10373-6

2
PCD PCD

3)
PCD ISO/IEC14443-2

ISO/MEC 10373-6/PFDAM
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e-MRP 1.2
9.4.5
ISO/IEC10373-6-2001/FPDAMS3
(1)
ISO/IEC10373-6:2001/FPDAM3 9-8 9-9
2)
9-8 9-9
9-8 ISO/IEC 10373-6:2001/FPDAM3. Table H.4 TypeA Specific Timing Table
No Parameter ISO Reference Reference Value Measured Value
1 Frame delay time ISO/TEC14443- at leaset 1172/fc
PICC to PCD 3:2001, 6.1.3 (86 ps)
(for REQA,WUPA,
ANTICOLLISION,
SELECT commands)
2 Request Guard Time | ISO/TEC14443- at leaset 7000/fc
3:2001, 6.1.4 ( 512 us)
3 Deactivation frame ISO/TEC14443- Min 64/fs + 80/fs( 169.92 us)
waiting time 4:2001, 8.1 Max 65536/fc( 4.8 ms)

Note: All timing values are calculated for carrier frequency fc = 13.56 MHz and bit rate equal fc/128 (~106 kbit/s).

9-9 ISO/IEC 10373-6:2001/FPDAM3. Table H.5 TypeB Specific Timing Table
No Parameter ISO Reference Minimum Maximum Measured Value
SE SOF low ISO/IEC14443- 10etu lletu
Q1 3:2001, 7.1.4 (' 94.40ps) (~103.83 us)
2 EOF low ISO/TIEC14443- 10etu 11 etu
3:2001, 7.1.5 (' 94.40ms) (~103.83 pus)
SE Bit boundaries ISO/TEC14443- (n 0.125)etu | (n+0.125) etu
Q2 3:2001, 7.1.1
SE EGT PCD to ISO/TIEC14443- Oetu 6 etu
Q3 PICC 3:2001, 7.1.2
SE Minumum delay | ISO/TEC14443- 10etu + 32/fs No maximum
Q4 | between the PICC | 3:2001, 7.1.7
EOF start and
PCD SOF start

Note: All timing values are calculated for carrier frequency fc = 13.56 MHz and bit rate ~106 kbit/s
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e-MRP 1.2

9.5

9.5.1
ISO/MEC 10373-6 ISO/IEC 10373-6/AM2

ISO/MEC 10373-6/AM2

9.5.2 PCD
9.5.2.1 PCD
ISO/MEC 10373-6 ISO/IEC 10373-6/AM2 PCD

1)ISO/IEC 10373-6/AM2

9-1
A PCD
sense coil b & - +
XX u
- 240 Ohm
[ "\ - +- 1%
T
identical length twisted P1
pairs or coaxial cables *~— 10 Ohm
of less than 100 mm A L
I|I 240 Ohm
PCD Iu' +- 1%
antenna sense coil a + Y ___ +| probe T
L .
[ ] - N \n—l—"-
g 3
to
oscilloscope
A A
9-1 PCD

2 ISO/MEC 10373-6/FPDAMS5
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e-MRP 1.2
A fe/64,fc/32,fc/16
ol Dh"] Antenna coil
power driver -
impedance
| D matching
network
Cilb Component Table:
RE).‘I: Valpe Linit Remiarks
D_[II C1a 56 pF Voltage rangs 200
C1la ‘ ‘ Rant &b 56 gF | Voltags range 200V
Z=50 Ohm C2| C3] C4 c2 180 pF | Vaollage range 200V
"'} L.Elm c3 15 pF Valtage range 2000
G4 227 pF | ‘Volage range 2000
@ - . . Rt 2 | Ohm B \Watts &t 7 5A'm
9-2 fc/64,fc/32,fc/16
9.5.2.2 PCD
ISO/TIEC 10373-6 ISO/IEC 10373-6/AM2
9.5.3 PCD-S
9.5.3.1 PCD-S
9-8 PCD-S
9-10 PCD-S
@38=+0.2
0.5mm
0.5mm
35 m
3
120mm><100mm
t1.6mm
FR4
50Q
PCD S 9-3 PCD-S 9-4
PCD-S PCD-S
9-4 15mm
PCD-S PICC 5mm
PCD-S Omm PCD-S
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e-MRP
— 1
50Q
T~
9-3 PCD-S
+X
PCD-S
PCD-S
£
T g
o
A
D
7777777777 +
100mm

15mm
AN

5S5mm

PCD-S
9-4 PCD-S

35
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9.5.3.2 PCD-S

9.56.3.2.1

PICC-S

PICC

eY)
PCD

3V(de)
2
PCD

3V(de)

9.56.3.2.2

e-MRP

PICC-L H 941
PCD-S
7.5A/m PICC-S
PICC-S PCD-S
PCD-S
4.0A/m PICC-L
PICC-L PCD-S
PCD-S
PCD-S

36

Omm

3V(dc)
PICC-S

3V(dc)
PICC-L

Omm

1.2



e-MRP 1.2
9.5.4 PICC

ISO/MEC 10373-6 ISO/IEC 10373-6/AM2 PICC

ISO/MEC 10373-6/AM2

PICC R2
PICC
(1 PICC-S/M/L
PICC-S/M/L PICC
2)
PICC-S/M/L 9-11
9-11 PICC-S/M/L
PICC-S PICC-M PICC-L
(66.6mm==2 )>< (72mm=2 )x=< (83.6mm=2 )><
(31mm=*2 ) (42mm=2 ) (52mm=2 )
R8.5mm==2 R5mm==2 R5mm==2
4
0.5mm==20
0.5mm==20
35pam
PICC-M PICC
ISO/MEC10373-6/PEDAM4
PICC AnnexI 9-5 9-6

9-12
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e-MRP
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9-5

]
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-
T|
|1
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£l
o
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o
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o
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|1
I —
2

PCD modulation index and

waveform measurement

PICC AnnexI

L
(pick up

=1

coil)

9-6

38



e-MRP

9-12 PICC AnnexI
L( ) 9-5
L( 9-5
C1 5pF
C2 ( 320pF)
D1,D2,D3,D4 9-14 (BAR43 )
C3 1nF
R1 1.8kQ
R2 0 200Q
Dz 15V(BZX84C15
R3 10kQ
C4 1nF
9.5.4.1 PICC-S/M/L
9.5.4.1.1 PICC-S/M/L
PICC-S/M/L 9-7 9-13

L{ cl== 252

O

[N
N
)

1.2

C1: <5pF l
= a (5mW)
c (50mW)
9-7 PICC-S/M/L
9-13
L(coil) 9-11 PICC-S/M/L
C1 <5pF
C2 6pF 60pF
C3 10nF
D1,D2,D3,D4 9-14 (BAR43 )
R1 1.8kQ(5mW)
R2 0 1kQ(*)
R3 910Q
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(*)ISO/IEC 10373-6/AM2

e-MRP

9-14 D1,D2,D3,D4
. VF
VF I[F=2mA 0.33 \Y4 Ir
Ir
VR=1V,
C F=1MHz 7 pF ’13
IF=10mA, ,Il:r
trr IR=1mA, 5 ns )
IrrzlmA F
C
9.5.4.1.2 PICC-S/M/L
ISO/IEC 10373-6/AM2 PCD PCD PICC
PICC
ISO/IEC10373-6/AM2
R1(1.8kQ) C2
3V(dc) C2
C
Q) C2 R3
3V(dc) C2
9.5.4.1.3 PICC-S/M/L R2
ISO/IEC 10373-6/AM2 PCD PICC R2
R2
(1) PCD
2
3 PCD DUT PICC R2
3V(dc)
9.5.4.2 PICC-S/M/L
9.5.4.2.1 PICC-S/M/L

9-15

40
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R3 (910

R2



e-MRP

a Rmod1 N1
o——
Cmodl 2
Cl: <5pF
. . R3
l
R1 DIx D2 =
L{ c1 ‘ R6 ' 847 kHz
D3| & 2§D4 — 1
Icz f e C‘T 05
. . ; | |
Jf Rmod?2 [l] R4
_of"‘/"“:'—l J N2
J1.J2 32 Bo——!
a Cmod2 R5
b
9-8 PICC-S/M/L
9-15
R1 Q 0Q ISO 0 10Q)
C2
19MHz
Cmod1,Cmod2 OpF( )
Rmod1,Rmod2 400Q 12kQ
R6 100Q ISO (10 5kQ)
D5 5.1V ISO (2.7 15V)
R2,R3,R4,R5 |1MQ
D1,D2,D3,D4 9-14 (BAR43 )
L 9-11 PICC-S/M/L
C1 <5pF
C2 6pF 60pF
C3 100pF
C4 10nF
N1,N2 10pF N-MOS

9.5.4.2.2 PICC-S/M/L
9.5.4.1.2
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e-MRP

ISO/IEC10373-6

1.2

9.5.4.3 PICC-S/M/L
9.5.4.3.1 PICC-S/M/L
9-9 9-16
L
L P ﬁg CV1 § R1
®
5pF
9-9 PICC-S/M/L
9-16
L(coil) 9-11
CV1 6 60pF
R1 910Q

9.5.4.3.2 PICC-S/M/L
PICC Cvl
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IC
(PCD)
e-MRP PCD
e-MRP
ID-3 e-MRP
e-MRP
e-MRP
PCD
e-MRP
e-MRP
IC
e-MRP
B e-MRP AFI
”00” REQB/WUPB

e-MRP

2.0

ID-3
ID-1
e-MRP

Class 1
e-MRP

(4.0A/m 7.5A/m)

ISO/TEC 14443-3:2001/FPDAMS3
e-MRP

43
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(e-MRP)

PCD

IC
Class 1

e-MRP ’ET
PCD AFI



e-MRP 1.2

2.0
1.1 PCD-S PCD

PCD

PCD PCD-S
PICC
PCD PICC

PCD 37.5

PCD PCD-S

PCD PICC

1
ol

=

PCD PICC
PCD PICC

PICC
PCD

PCD-S
9.4.1 PCD-S
PICC-S PICC-L PCD-S
PICC-S PICC-L 2
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PICC

PICC IC

PICC

45

e-MRP

PCD
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e-MRP 1.2

1
PCD ( )
PCD
L ettt ettt et 2 et s e e et e et e e et e e s e s e et e rer s 1-1
2 PCD APT s 1-2
2l et 1-3
20 et 1-4
2 8 s 1-5
2 ettt ettt e et et r e ettt r et e e e s et 1-6

B PO S C ettt ettt 1-14



1-1

e-MRP

PCD
PCD

PC/SC PCD

1.2



1.2

e-MRP

API

2 PCD

API

PCD

PCD

PCD

2-1

e-MRP

B)

A
PCD

A ____

e-MRP

e-MRP
PCD

API

PCD

2-1

1-2



2.1

(1

PCD

PCD e-MRP
@)
®)

EMRPPCDDRV.DLL

DLL

1-3

e-MRP

1.2



e-MRP 1.2
2.2
( ) 2-1 2-2
2-1 ( )

No

1 | RW_Open PCD

2 | RW_Close PCD

3 | RW_Insert PCD e-MRP

4 | RW_Eject PCD e-MRP

5 | RW_Sense e-MRP

6 | RW_Activate e-MRP (ACTIVE)

7 | RW_Transmit e-MRP

8 | RW_Deactivate o-MRP

2-2

Ne

1 0x0000A001

2 0x0000A002

3 0x0000A003

4 0x0000A004

5 0x0000A101 PCD

6 0x0000A102 PCD

7 0x0000A201 e-MRP

8 0x0000A202 e-MRP

9 0x0000A203 e-MRP

10 0x0000A301 *1

11 0x0000A302 PCD

12 0x0000A303 e-MRP

13 0x0000A304 PCD

14 0x0000A305 PCD

15 0x0000A306 e-MRP

16 0x0000A901

17 0x0000A902

18 0x0000A903 INSERT

19 0x0000AE01 e-MRP PCD

20 0x0000AE02 e-MRP

21 0x0000AE03

*1) PCD e-MRP

) PCD 0x0000A000 0x000AFFF

1-4



e-MRP
2.3
2-1 e-MRP

| smer |

v

RW_Open()

v

RW _Insert()

>
l

A 4

RW_Sense()

v

No
e-MRP

&
«

Yes

RW_Activate()

A 4

RW_Transmit()

No

Yes

RW_Eject()

v

RW_Close()

v

[ oo

2-2
1-5

1.2



e-MRP
2.4

)  Windows Microsoft Corp.
1) RW_Open
PCD
COM (PC) e-MRP PCD

DWORD WINAPI RW_Open(BYTE bPortNumber)

bPortNumber
COM 1 9 COM1 COM9
USB 101 109
0x0000A001
0x0000A901
0x0000A002
) RW_Close
PCD

DWORD WINAPI RW_Close(BYTE bPortNumber)

bPortNumber
1-6

1.2

Windows



e-MRP
COM 1 9 COM1 COM9
USB 101 109

0x0000A001
0x0000A902
0x0000A003

Q) RW _Insert

PCD e-MRP

DWORD WINAPI RW_Insert(BYTE bPortNumber,BYTE bSlotNumber)

bPortNumber
COM 1 9 COM1 COM9
USB 101 109
bSlotNumber 1
0x0000A001
0x0000A004

0x0000A101 PCD

0x0000A102 PCD

0x0000A301 1
0x0000A302

0x0000A902 INSERT

1-7



e-MRP 1.2
e-MRP PCD

e-MRP RW_Eject

(4 RW_Eject

PCD e-MRP

DWORD WINAPI RW_Eject(BYTE bPortNumber, BYTE bSlotNumber)

bPortNumber
COM 1 9 COM1 COM9
USB 101 109
bSlotNumber 1
0x0000A001
0x0000A004

0x0000A101 PCD
0x0000A102 PCD

0x0000A301 1
0x0000A302
PCD e-MRP
e-MRP
5) RW_Sense
PCD e-MRP e-MRP

DWORD WINAPI RW_Sense(BYTE bPortNumber,BYTE bSlotNumber, LPLONG IccStatusl,
1-8



e-MRP

LPLONG IccStatus2)
bPortNumber
COM 1 9 COM1 COM9
USB 101 109
bSlotNumber 1
IccStatusl e-MRP 1 e-MRP
IccStatus?2 e-MRP
0x0000A001
0x0000A004

0x0000A101 PCD
0x0000A102 PCD

e-MRP *JecSatusl

Khkdhhdhhd hkhbhik 0******* ********B:
Khkdhhdhhkd hkkhkkhik 1******* ********B:
Khkdkhdhd ki bhik *000**** ********B:
dhkdkhdhhd ki htk *001**** ********B:
Khkdkhdhhd hdhbhik *111**** ********B:
*hkdhhhhdk khkhdhtk ****0000 ********B:
Khkkkdhhd ki htk ****0001 ********B:
Khkkhdhhd hkikhtk ****0010 ********B:
Khkkkdhhd kit k ****1000 ********B:
Khkdhhdhd hdhdhtd kkhkhvix ******OOB:
Khkdhhdhd khdhbhth kkhkkhxikx ******OlB:
Khkdhhdhd hdhbhtd kkhkvhvisx ******10B:
Khkdhdhd khdhbhtd kkhkhvix ******11B:
Khkdhdhd hdhdhth kkkkhvikx ****00**:8:
Khkdhdhd khdhbhth khhkkhiix ****01**:8:
Khkdhhdhd hdhdhtd khhvhvdkx ****10**:8:

Khkdhhdhd hdhdhtd kkhvhvdx ****11**:8:

*TecStatusl PCD

e-MRP
e-MRP
e-MRP
e-MRP
e-MRP
e-MRP
e-MRP
e-MRP
e-MRP

1-9

B
A
IDLE
READY
ACTIVE
HALT
PCD->e-MRP (106kbit/s)

PCD->e-MRP2 (212kbit/s)
PCD->e-MRP4 (424Kkbit/s)
PCD->e-MRPS8 (847kbit/s)
e-MRP->PCD (106kbit/s)
e-MRP->PCD2 (212kbit/s)
e-MRP->PCD4 (424Kkbit/s)
e-MRP->PCD8 (847kbit/s)

1.2



e-MRP 1.2
PCD e-MRP
e-MRP

(6) RW_Activate

PCD e-MRP e-MRP
ACTIVE

DWORD WINAPI RW_Activate(BYTE bPortNumber, BYTE bSlotNumber,
BYTE bCardNumber, BYTE IccMode, BYTE IccSpeed)

bPortNumber
COM 1 9 COM1 COM9
USB 101 109
bSlotNumber 1
bCardNumber e-MRP 1
IccMode
B 0x00 A 0x01
IccSpeed PCD e-MRP
0x00 2 0x01 4 0x02
8 0x03
0x80 PCD e-MRP
0x0000A001
0x0000A004

0x0000A101 PCD

0x0000A102 PCD

0x0000A201 e-MRP

0x0000A202 e-MRP

0x0000A203 e-MRP

0x0000A301 1
1-10



0x0000A302
0x0000A303
0x0000A304
0x0000A305
0x0000A306
0x0000AEO01

e-MRP
B
ATTRIB
(5) RW_Sense

IccSpeed

¢)) RW_Transmit

PCD

DWORD WINAPI RW_Transmit(BYTE bPortNumber

e-MRP 1.2

e-MRP

PCD
PCD
e-MRP

e-MRP
ISO/TEC14443 e-MRP REQB
e-MRP ACTIVE
e-MRP IccMode
RW_Acivate
RW_Acivate
e-MRP e-MRP
BYTE bSlotNumber,

BYTE bCardNumber, DWORD dwLenSend LPBYTE IpbSendBuf
LPDWORD lpdwLenRecv LPBYTE lpbRecvBuf)

bPortNumber
COM
USB

bSlotNumber
bCardNumber
dwLenSend
IpbSendBuf
IpdwLenRecv
IpbRecvBuf

e-MRP

1 9 COM1 COM9
101 109

1-11



e-MRP 1.2

0x0000A001
0x0000A004
0x0000A101 PCD
0x0000A102 PCD
0x0000A201 e-MRP
0x0000A202 e-MRP
0x0000A203 e-MRP

0x0000A301 1
0x0000A302
0x0000AEO01 e-MRP
0x0000AE03 e-MRP ACTIVATE
SW1 SW2 e-MRP

(8) RW_Deactivate

PCD e-MRP

DWORD WINAPI RW_Activate(BYTE bPortNumber, BYTE bSlotNumber,

BYTE bCardNumber)
bPortNumber
COM 1 9 COM1 COM9
USB 101 109
bSlotNumber 1
bCardNumber e-MRP 1
0x0000A001
0x0000A004

0x0000A101 PCD
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0x0000A102 PCD

0x0000A301
0x0000A302
API PCD
PCD e-MRP
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e-MRP 1.2

3 PC/SC
PC/SC Personal Computer / Samrt Card PC 1C
PC/SC PC/SC Workgroup http://www.pcseworkgroup.com/
PC/SC IC 1.0 1997 12 IC
2.01 2005 6 (O]
1.0 2.01
1.0 IC
3-1 PC/SC 2.01 IFD

IFD Handler

ICC-Aware Applications

ICC Service Provider

| |
SPE for class 2/3
Readers

IFD Service Provider

ICC Resource Manager

IFD IFD IFD
Handler Handler Handler
IFD InterFace Device
IFD IFD IFD ICC IC Card
e-MRP
u u u SPE Secure PIN Entry
ICC ICC ICC
3-1 PC/SC
PC/SC Windows PC

Microsoft Windows Software Development Kit (SDK)
Microsoft Windows Driver Development Kit (DDK)
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3.1
3.2
3.3
3.4
4 PCD
4.1
4.2
4.3
4.4
4.5

5.1
5.2

e-MRP

1.2

2-1
2-1
2-1
2-1
2-1
2-1
2-2
2-2
2-2
2-2
2-3
2-4
2-5
2-8
2-8
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3.1

3.2

3.3

e-MRP

e-MRP PCD
MRP

ISO/TEC14443-4

e-MRP A B

PCD

PCD 1
PCD e-MRP

PCD
PCD
PCD e-MRP
e-MRP PCD

e-MRP
PCD
PCD

>
os]

e-MRP

e-MRP PCD

ISO/TEC14443-3,4

256=+3 5020

e-MRP 1
PCD2

106kbit/s
424Kkbit/s
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e-MRP 1.2
3.4
e-MRP
PCD
4 PCD
4.1
4-1
eeMRP PCD
T1
T2 SELECT FILE DF
4.2
PCD e-MRP
PCD 1 e-MRP 1
PCD e-MRP
4-2
PCD
e-MRP
PCD e-MRP
T1
T1
T2
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e-MRP

4.3 e-MRP
®
e-MRP
PCD 0 X Y
o) X Y Z
20
VA
Yx
/ @) X
PCD
4-1
(20 e-MRP
e-MRP PCD
PCD e-MRP X
PCD | eMRP ID-3
\. [ ID-1
4-2 e-MRP
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4.4
1 T1
ISO/TEC14443-3
e-MRP

(2 T2
e-MRP
e-MRP

REQ

2-4

e-MRP
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4.5

(1

START

e-MRP

4-3

2-5

e-MRP
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2 T

e-MRP 1.2

BEGIN

A 4

e-MRP

WPCD

@PCD

RF ON®

REQ \ NG

OK

A
«

RF OFF® J

NO

A

YES

RETURN

PCD eMRP e-MRP
PCD eMRP e-MRP
4-4 T1
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(3) T2

BEGIN

e-MRP

1.2

\ 4
A

e-MRP

REQ

RF ONO® } NG

OK

-

»

>

|

RF OFF®

|

|

)

>
Bl

[ RF OFF@

NO
YES

A

NO

A

YES

RETURN

WPCD PCD e-MRP
@PCD PCD e-MRP

4-5 T2

2-7

e-MRP

e-MRP




e-MRP PCD
PCD
5.1
PCD
1
ISO/TEC 14443-2,3,4
5.2
e-MRP PCD
PCD e-MRP
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e-MRP

PCD

e-MRP

e-MRP

e-MRP
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e-MRP

e-MRP

for Machine Readable Travel Documents offering ICC read only access V1.1 , Supplement to

e-MRP

1.2

Logical Data Structure (LDS) version 1.7 , PKI

Doc9303-epassports Ver2005-4V3.0

ICAO

2.1 Select File Read Binary.

2.2 Basic Access Control  Secure MeSSagiNg .....ccccvveieeieieiiiiiiiiieeeeeeeeiiiiireeeeeeeeeeeeirrreeeeaaeeens

2.3 0dd INS (B1) Read Binary
3 Basic Access Control

3.1 BAC

3.2 [Extended Le

3-1
3-2
3-2
3-3
3-5
3-5
3-5
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e-MRP 1.2

[1] ICAO MACHINE READABLE TRAVEL DOCUMENT DEVELOPMENT OF A LOGICAL DATA

STRUCTURE For OPTIONAL CAPACITY EXPANSION TECHNOLOGIES Verl.7 2004.5.18
[2] ICAO MACHINE READABLE TRAVEL DOCUMENT

PKI for Machine Readable Travel Documents offering ICC Read-Only Access Verl.l 2004.10.1
[3] ICAO MACHINE READABLE TRAVEL DOCUMENT Supplement to Doc9303-epassports

Ver2005-4 V3.0 2005.6.12

e-MRP
1-1
| 1 1
| - 1 e-MRP( )
1 1 1 1
4 | i )
1 1 1 1
: e-MRP : : e-MRP !
: : : :
: | : : | !
1 1 1 1
1 1 1 1
: 7y ' : !
\_ v,
1 v | ; 1
1 I | 1
1 1 1 1
: : : |
: | : | !
I : I e-MRP !
: I : ( A B) !
1 1 1 1
1 1 L 4 A ___ 1
1 1
! ! === ====="f-—=------- 1
' ' ' CD :
1 1
: : i ( ) v :
! e-MRP : ! e-MRP I
: A (A B) I
: | o | ;
1
: PCD C PCD !
I | : |
1 1 1 1
} 1 1 1
1 T 1
1 1 I
1 1
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e-MRP

2.1 Select File Read Binary

e-MRP

Logical Data Structure (LDS) version 1.7

1.2

e-MRP
e-MRP SFI
Data-Group Read Binary “00*
Le
ISO/IEC14443 PICC(e-MRP)  PCD PCB,
CID, SW1, SW2, CRC(2byte) 6byte ISO/IEC7816-4
Le “00¢ 256byte e-MRP ISO/IEC14443
(Chaining)
= 256byte , CID , NAD Short Le(Le = 1byte) 256byte
2-1 256byte 2
2-1 ReadBinary (Le = “00* )
1st Response by READ BINARY command
PCB CID DATA CRC
1 1 252 2
2nd Response by ‘next’ of PCB (Command Chaining)
PCB CID DATA SWi1 SW2 CRC
1 1 4 1 1 2
Data byte Read Binary
(Chaining) (250byte) Le 2-2
1 250byte
2-2 ReadBinary (Le = “FA“ )
1st Response by READ BINARY command
PCB CID DATA SWi1 SW2 CRC
1 1 250 1 1 2
2nd Response by READ BINARY command
PCB CID DATA SW1 SW2 CRC
1 1 250 1 1 2
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e-MRP 1.2
Data-Group2

2-3 2-4

2-3 FID
CLA INS P1 P2 Lc Data Le
“00” “Aq” “04” “0C” “07” 40000002 - Select DF

47100717

“00” “Aq” “02” “0C” “02” “01 027 - Select DG2
“00” “B0” “00” “00” - - “FA” | Read first 250 byte
“00” “B0” “00” “FA” - - “FA” | Read next 250 byte
“00” “B0” “01” “F4” - - “FA” | Read next 250 byte
“00” “B0” “02” “EE” - - “FA”

2-4 SFI
CLA INS P1 P2 Lc Data Le
“00” “Aq” “04” “0C” “07” “A0000002 - Select DF

4710017
“00" “BO” “go” “00" ] ) A Direct Read of 250
byte
“00” “B0” “00” “FA” - - “FA” Read next 250 byte
“00” “B0” “01” “F4” - - “FA” Read next 250 byte
“00” “B0” “02” “EE” - - “FA”
2.2 Basic Access Control  Secure Messaging
Logical Data Structure (LDS) version 1.7 PKI for Machine
Readable Travel Documents offering ICC read only access V1.1
e-MRP SFI
Secure Messaging Data-Group Le
Secure Messaging Data-Group Short Le(Le=1byte)
Le ISO/TEC7816-4
=256byte , CID , NAD
Le 231byte Le 231byte
2-5
Le 231byte ISO/IEC7816-4

Le 231byte
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e-MRP 1.2
2-5 ReadBinary (Le = “E7¢ )
1st Response by READ BINARY command
TCG(1) VCG TSW(1) | TCC(1) )
PCB(1) | CID(1) | LCG(2) Encrypted LSW(1) | LCC(1) SW2(1) CRC(2)
PI(1) Data(232) VSW(2) | VCC(8)
1 1 4 232 4 10 2 2
2nd Response by READ BINARY command
TCG(1) VCG TSW(1) | TCC(1) SW1)
PCB(1) | CID(1) | LCG(2) Encrypted LSW(1) | LCC(1) SW2(1) CRC(2)
PI(1) Data(232) VSW(2) | VCC(8)
1 1 4 232 4 10 2 2
Encrypted Data DATA(231) Padding(1)
Padding DATA ”80” 1byte 8
»00”
DATA 38 “80 00 00 00 00 00 00 00”[8byte]
LCG Encrypted Data 127byte 2byte , 255byte 3byte
Extended Le 1 252byte
=256byte , CID , NAD Extended Le 256byte
2-6
2-6 ReadBinary (Le = “00 xx xx“ )
1st Response by READ BINARY command
TCG(1) VCG
PCB(1) | CID(1) | LCG(3) Encrypted CRC(2)
PI(1) Data(247)
1 1 5 247 2
2nd Response by ‘next’ of PCB (Command Chaining)
VCG
PCB(1) | CID(1) Encrypted CRC(2)
Data(252)
1 1 252 2
Data byte
Last Response by READ BINARY command (Command Chaining)
VCG TSW(1) | TCC(1)
SW1(1)
PCB(1) | CID(1) Encrypted LSW(1) | LCC(1) SW2(1) CRC(2)
Data(xxx) VSW(2) | VCC(8)
1 1 XXX 4 10 2 2
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e-MRP 1.2

2.3 0Odd INS (B1) Read Binary
Odd INS (B1) Read Binary Logical Data Structure (LDS) version 1.7
Supplement to Doc9303-epassports Ver2005-4V3.0

ICAO Odd INS Byte Read Binary 3
3
1) Lebyte V
2) Lebyte TL V L Simple-TLV
3) Le byte TL V L BER-TLV

3 Basic Access Control
3.1 BAC
e-MRP BAC Supplement to Doc9303-epassports
Ver2005-4V3.0
3.2 Extended Le

e-MRP BAC
Extended Le
EF.COM DATA 2byte e-MRP
Extended Le
1) BAC
2) Extended Le (Le = “00 00 02”) EF.COM
3) e-MRP
SW = “9000” 2byte e-MRP
Extended Le
SW = “9000” 2byte e-MRP
Extended Le
e-MRP Extended Le
BAC Short Le (Le = “02”) EF.COM

3-1
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GET CHALLENGE |
MUTUAL AUTHENTICATE

READ BINARY with |

e-MRP

Perform BAC

I

Le=00 00 02

READ EF.COM header
with Le=3 bytes

Others

Le=3 supported =
false

I

Perform BAC

I

READ EF.COM header
with Le=1 byte

GET CHALLENGE |
MUTUAL AUTHENTICATE *

Others

SW=9000

Check SW
&
response length

SW=9000 &
Data length = 2

Le=3 supported =
true

Error handling

3-1 Extended Le

3-6

>

v
READ EF.COM
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1.1
1.2

2.1
2.2
2.3
24
2.5
2.6

e-MRP

e-MRP PCD
e-MRP e-MRP PCD
e-MRP
e-MRP POD et
€ MR ... e st
POD ettt et s
e MERP e

1.2

4-2
4-2
4-2
4-3
4-3
4-4
4-4
4-5
4-6
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e-MRP 1.2

AA(Active Authentication)

BAC Basic Access Control
SOp(Document Security Object )
PA Passive Authentication

DG1 e-MRP 1 MRZ
DG2 e-MRP 2

DG15 e-MRP 15 AA
MRZ Mashine Readable Zone e-MRP e-MRP

[1] ICAO MACHINE READABLE TRAVEL DOCUMENT DEVELOPMENT OF A LOGICAL DATA
STRUCTURE For OPTIONAL CAPACITY EXPANSION TECHNOLOGIES Verl.7 2004.5.18

[2] ICAO MACHINE READABLE TRAVEL DOCUMENT
PKI for Machine Readable Travel Documents offering ICC Read-Only Access Verl.l 2004.10.1
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e-MRP 1.2

e-MRP PCD
e-MRP PCD
e-MRP
PCD 9 [ 1 1
e-MRP PCD
STEP1 STEP2 STEP3
10373-6
1-1 e-MRP PCD
1.1 e-MRP
e-MRP
» TypeA TypeB 1S014443-1 4
» PCD->e-MRP/e-MRP-> PCD 4 424Kkbps
> PA SOp
> BAC e-MRP Basic Access Control
> AA e-MRP Active Authentication
> e-MRP ( [1][2]
)
> e-MRP (1][2]
>
> SELECT FILE
> READ BINARY
> GET CHALLENGE Basic Access Control
> Mutual Authenticate Mutual Auth Basic Access Control
> Internal Authenticate Active Authentication
1.2 PCD
PCD
> PCD
» TypeA/TypeB 1S014443-1 4
» PCD->e-MRP/e-MRP-> PCD 4 424Kkbps
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e-MRP 1.2

2.1
2-1
s SObp o-MRP BAC
b e-MRP
BAC
BAC
BAC + SOp
T4 | sop -MRP
SO 4 T3 AA S AA
D
T3an | ) o MRP AA AMRP
BAC + T4 AA o | BAC A
T4aa | SOp + MRP AA MRP
AA €
[ START ]
TUT2
T1/T2 a
T3 T3aaA T4 T4aa
> v
[ END ]
OT1/T2 [ ] 4
92-1

4-3




e-MRP 1.2
2.2
2.9.1 e-MRP —PCD
PCD1 e-MRP1
PCD 1 1 PCD
eMRP 1 1 e-MRP
2-9
PCD
e-MRP
BAC
T3 | SOp T1T2 o-MRP
T1/T2/ BAC o
BAC +
T4 | 5o MRP
BAC ,
SOp + | TUT?2 AA
T3aa AA e-
MRP
BAC
BAC + T1/T2/ AA
T4aa | SOp + o-MRP
AA
2.3 e-MRP
2.3.1
e-MRP
PCD 0 X % 10 e
o X Y Z
20
10.0, 20
0,0.0
-10,0.,0
10, O
PCD
9-9
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e-MRP

2.3.2 e-MRP
e-MRP PCD
PCD e-MRP X
PCD | e-MRP 1ID-3
\4 | ID-1
2-3 e-MRP
2.4
2.4.1
2.41.1 T3
e-MRP PA SOp
T1/T2 e-MRP BAC e-MRP
AA e-MRP T3aa
e-MRP e-MRP
T3 /T3aa
DG facial data size
[1][2]
e-MRP
2.41.2 T4
BAC
T3 SObp
T1/T2 e-MRP BAC e-MRP
AA e-MRP T4aa
e-MRP
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2.5

e-MRP

DG

[1][2]

facial data size

e-MRP

4-6

(1][2]

e-MRP
T4/T4aA

1.2



2.6
2.6.1

A

e-MRP

YES

BAC

T3

T3aa

T4aa

2-4
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2.6.2 T3

BEGIN

\ 4

[

RF ON
REQ

OK

[

SELECT FILE DF

[

SELECT FILE COM

READ BINARY COM

SELECT FILE SOD

READ BINARY SOD

v

SOD

TTTTTL T

l YES

SELECT FILE DG1

I

READ BINARY DG1

I

DG1 HASH

—

DG1hash
SOD Hash

l YES

SELECT FILE DG2

READ BINARY DG2

O

1]

e-MRP

)

DG2 HASH

4-8

1.2

OK —




2.6.3 T4

Secure l
Messaging

e-MRP 1.2
BEGIN 9
§
[ MRZ
Kenc / Kmac
J [ SELECT FILE DG1 H
\4
RF ON 1 NG
REQ —> READ BINARY DG1
J
v OK 1
[ seLecTFILE — [ DG HASH
Get Challenge H l
[ DG1hash
\ 4 SOD Hash
[8B RndlIfd / 16B ] VES
Kifd MAC i
[ seLecrFiE DG2 }—08 f{g’;’; ¢ ing
Mutual Authenticate H

[

K enc/KSmac

[

SELECT FILE COM

READ BINARY COM

SELECT FILE SOD

READ BINARY SOD

SOD

—/

<>

YES

O

—

READ BINARY DG2

-

2-6 T4

4-9

OK —




2.6.4 T3aa

OK

[

SELECT FILE DF

SELECT FILE COM

READ BINARY COM

SELECT FILE SOD

READ BINARY SOD

A 4

SOD

TTTTLT

{

!

YES

SELECT FILE DG1

READ BINARY DG1

1

DG1 HASH

I

SOD Hash

SELECT FILE DG2

READ BINARY DG2

@

N

2-7 T3aa

e-MRP

[ DG2 HASH ]

DG2hash
OD Hash

YES

[ SELECT FILE DG15 ]H

[ READ BINARY DG15 ]H

[ DG15 HASH ]H

PG15hash
SOD Hash

- —
[ INTERNAL AUTH. H

YES

1.2

g

[ RF £FF ]

l NG —
END

ox ——>




2.6.5 T4aa

Secure l
Messaging

)
|\ J

[ K enc/ KSmac

BEGIN

MRZ
Kenc / Kmac

v
RF ON
REQ

J

NG

+ OK
[ SELECT FILE

'

[ Get Challenge
Y
8B RndIfd / 16B
Kifd MAC

[ Mutual Authenticate

'

1]

\4
SELECT FILE COM

[ READ BINARY COM

[ SELECT FILE SOD

[ READ BINARY SOD

[ SOD
YES
[ seLecrriE pa1 | >
!
[ READ BINARY DG1 H
v
[ DG1 HASH ]

°

2-8 T4aa

e-MRP

PG 1hash
SOD Hash

l YES

1.2

SELECT FILE DG2

READ BINARY DG2

.

DG2 HASH

DG2hash
OD Hash
YES

SELECT FILE DG15

READ BINARY DG15

A4

DG15 HASH

n

Secure

INTERNAL AUTH

Messaging

F——

T

l YES
v

RF OFF

)

[
©
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