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NVB * 20 PCD 1 UID
PICC 1 ulbD
‘ gg’
PCD ANTICOLLISION
1 UID 3 4
NVB ‘24
4 PICC#2 1 UID
PICC#2 1 ulbD 36
PICC#1
PCD PICC#2 1 ulbD
SELECT
PICC#2 UID SAK
PCD 1
A
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11

2

PCD ANTICOLLISION
SEL 2
NVB  PICC#2 2 ulib
] 201
PICC#2 2 40 ulbD
PCD PICC#2 2 SELECT
PICC#2 UID SAK

A
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CRC_A CRC_B
CRC_A
CRC_A
ISO/IEC14443-3 A
CRC_A
CRC_A
16
FFO FF1 FF2...... FF15 FFO
FF15
ITU-T V4.1 1 1-1/vV.41 1-2V.41
16
‘ 6363
16 ‘ 6363’
FFO | FF1 | FF2 | FF3 | FF4 | FF5 | FF6 | FF7 | FF8 | FF9 |FF10|FF11|FF12|FF13|FF14|FF15
0 1 1 0 0 0 1 1 0 1 1 0 0 0 1 1
16 ‘ 6363’ FFO MSB
FF15 LSB
A
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CRC_A 1

CRC_A 1
1 ‘00’ 2 ‘00’ CRC_A

CRC_A ' 1EAQ
1 CRCA
16

‘ 1EAQ

S| 0000 0000 | 1 | 00000000 | 1 | 00000101 | 1 | 01111000| 1 | E
] OO’ P ‘ OO’ P ‘ A01 P ] 1E’ P
1 CRC_A

16 ‘ 1EAQ

FFO | FF1 | FF2 | FF3 | FF4 | FF5 | FF6 | FF7 | FF8 | FF9 |FF10|FF11|FF12|FF13|FF14|{FF15
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CRC_A 2

CRC A 2
1 12 2 ‘34 CRC_A

CRC_A *‘ CF26’
2 CRCA
16

‘ CF26’

S| 01001000 | 1 | 00101100 | O | 01100100 | O | 11110011 | 1 | E
‘12 P ‘34 P ‘260 P ‘CF P
2 CRCA

16 ‘ CF26’

FFO | FF1 | FF2 | FF3 | FF4 | FF5 | FF6 | FF7 | FF8 | FF9 |FF10|FF11|FF12|FF13|FF14|{FF15
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CRC_B

CRC B
ISO/IEC14443-3
CRC_B
ISO/IEC 3309 CCITT X.25 #2.2.7
‘* FFFF’
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B

V.42 #8.1.1.6.1
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CRC_B 1

CRC_B 1
1 ‘00’ 2 00 3 00

CRC_B
CRC_ B ‘' Ce6CC’
1 CRC_B

1 2 3 CRC_B
SOF 00’ 00’ 00’ ‘cC’ | ‘C6 | EOF
1 CRC. B
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CRC_B 2
CRC_B
2 COAA 3 ‘ FF
CRC_B
CRC_B *‘ DI1FC’
2 CRC B
1 2 3 CRC_B
SOF ‘OF’ CAA ‘FF ‘FC’ | ‘D1’ | EOF
2 CRC.B
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CRC B 3

11

CRC_B 3
1 ‘* OA’ 2 <12 3 ‘34 4
‘ 56’ CRC_B
CRC_B *‘ F62C’
3 CRCB
1 2 3 4 CRC_B
SOF COA 12’ ‘34 ‘56’ ‘2C’ | 'F&' | EOF
3 CRC B
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C CRC

#include <stdio.h>

#include <stdlib.h>

#include <string.h>
#include <ctype.h>

#define CRC_A 1l

#define CRC B 2

#define BYTE unsigned char

unsigned short UpdateCrc(unsigned char ch, unsigned short *IpwCrc)

{
ch = (ch”(unsigned char)((*IpwCrc) & OX00FF));

ch = (ch™(ch<<4));

*IpwCrc = (*IpwCrc >> 8)"((unsigned short)ch << 8)((unsigned
short)ch<<3)™((unsigned short)ch>>4);

return(*IpwCrec);

}

void ComputeCrc(int CRCType, char *Data, int Length,
BYTE *TransmitFirst, BYTE *TransmitSecond)

{

unsigned char chBlock;
unsigned short wCrg;

switch(CRCType) {

case CRC_A:
wCrc = 0x6363; /1 TU-V.41
break;
case CRC_B:
wCrc = OXFFFF; // 1SO 3309
break;
default:
return;
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do {
chBlock = *Data++;
UpdateCrc(chBlock, &wCrc);
} while (--Length);
if (CRCType == CRC_B)
wCrc = ~wCreg; /1 1SO 3309

*TransmitFirst = (BYTE) (wWCrc & OxFF);
*TransmitSecond = (BYTE) ((wCrc >> 8) & OxFF);

return;

}

BYTE BuffCRC_A[10] = {0x12, 0x34};

BYTE BuffCRC_B[10] = {Ox0A, 0x12, 0x34, 0x56};
unsigned short Creg;

BYTE First, Second;

FILE *OutFd;

inti;

int main(void)

{
printf("CRC-16 reference results 3-Jun-1999¥n");
printf("by Mickey Cohen - mickey@softchip.com¥n¥n");
printf("Crc-16 G(x) = x™16 + X112 + X5 + 1¥n¥n");

printf("CRC_A of [ ");

for(i=0; i<2; i++) printf("%02X ",BuffCRC_A[i]);
ComputeCrc(CRC_A, BUffCRC_A, 2, &First, &Second);
printf("] Transmitted: %02X then %02X.¥n", First, Second);

printf("CRC_B of [ ");

for(i=0; i<4; i++) printf("%02X ",BuffCRC_B]i]);
ComputeCrc(CRC_B, BuffCRC_B, 4, &First, &Second);
printf("] Transmitted: %02X then %02X.¥n", First, Second);

166

11



}

return(0);
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ATH_t
ATQA t
ATQ-ID
CID _t
HLTA t
REQA t
REQ-ID
SAK_t
SEL_t

>>»>»>»2>>»> > >
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PICC

ID
PICC
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A
REQA t ATQA t
PICC REQA t ATQA t
32+ 2etu PCD ATQA t
2
0.5ms
2
10etu
REQ-ID 32etu
104etu ATQ-ID 94etu

10etu
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a REQA.t

REQA t a
REQA t
] 351
b
LSB
CRC_B CRC B
A
nx 8 CRC_B
1 0 1 0 1 0 8 2 E
1 2 uiD
A

170



PICC

OFF

PICC
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PICC
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PICC
REQA t

IDLE

sms
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IDLE

11

PICC



REQA t
REQA t

READY

REQ-ID

173

READY
SEL_t

11

PICC



ACTIVE

ACTIVE

PICC

uibD
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ulibD

PICC

11

SEL_t
HLTA t



ACTIVE

HALT

PICC

HLTA t
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HALT
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A

11

b8 bl
REQA_t b7 bl A
0110101 b * 35 PICC ATQA.t
ATQA t|© 00’ * FF’ REQA_t PCD
A
PICC
PCD ATQA t
REQ-ID| 00001000 b * 08 PICC 1
uID
REQ-ID
ATQ-ID| 00000110 b ‘ 06 4 1
8 uID
ATQ-ID 8 UID
SEL_t 01000NNN b NNN 0 UiD  PICC
7 CID t CID _t
01100NNN b NNN 8 SEL_t 8 UID
8 15 CID t
SAK_t [b8 b5 1000 b SEL_t
b8 b5 1100 b
b4 bl 0000 b
ISO/IEC14443-4
b4a bl 0001 b
ISO/IEC14443-4
HLTA t| 0001INNN b NNN O0[CID t PICC
7 CID t
00111NNN b NNN 8
8 15 CID t
ATH_t | 00000110 b * 06 HLTA_t
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REQ-ID REQ-ID
REQ-ID
P1[bs8 b7
b8 0
b7 1 8 uID
b6 bl
b3 1 4
0
P2 00’
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[ OFF ]
[ REQA t ]
REQA t
ATOA t
REQ-1D
REQ-ID |,
R
R
ATQ-ID
REQA t ( N REQ-ID
SEL_t
g J
SEL t
SAK _t
A
Cf AcTIvE | HLTAt
N\

ISO/IEC 14443-4

Q ISO/IEC 14443-4

ACTIVE

Answer to HLTA t

DESELECT

[

HALT
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READY
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11

B
PCD PICCs
PCD
AFl ‘10’
N 1

‘REQB/WUPB'’

ApF | AFIl |Param| CRC CRC\PICCI
AFI
N 1
“ATQB’
PICC2

PICC
AFI
REQB/WUPB
PICC3
PICC

AFI
N 1

5CD “ATQB’

N 4
B
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PCD

‘REQB/WUPB’

ApF | AFI |Param

CRC

CRC

05 10 02

XX

XX

B

PCD

PCD

PICC3

PCD
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PICCs
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PICC1

PICC
AFI
R 1 N
R 22
PICC2

PICC
AFI

REQB/WUPB

PICC3

PICC
AFI
R 1 N
R 11

*ATQB'’




PCD PICCs

APnN | CRC | CRC \ PICC1

15 XX XX PICC
AFI
R 2 2
“ATQB’
PICC2
PICC
REQB/WUPB
PICC3
PICC
PCD HALT ATTRIB
PCD 2 PICC
PCD
3
PCD
PCD ATTRIB
PICC1
HLTB
PICC3
B
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REQB/WUPB  Param b5 1

B
PCD PICCs
PCD
AFl ‘10
N 1
‘REQB/WUPB’
ApF | AFl |Param| CRC | CRC \PICCI
05 10 10 XX XX PICC
AFI
N 1
*ATQB’
PICC2
PICC
AFI
REQB/WUPB
PICC3
PICC
AFI
N 1
PCD ATQE
N 4
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B

\

PCD
‘REQB/WUPB’
ApF | AFIl |Param| CRC | CRC
05 10 12 XX XX
PCD
PCD PICC3 PICC1
PCD ATTRIB
PICC1
HLTB PICC3
B
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PICCs
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PICC1
PICC

AFI

R 1 N

R 22

* ATQB’

PICC2
PICC

AFI

REQB/WUPB

PICC3
PICC

AFI

R 1 N

R 11
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