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ICCS

e |CCS: Research and Development Council for IC
Card Commerce System

e Thisorganization consists of 47 companies who
are main smartcard vendor, card user, system
Integrator in Japan.

« This private organization was the base of
establishing ECSEC.



Process of creating ICCS-PP

e 1998: creation of protection profile in the field of
|C cards under the supplementary budget of the
Government.

e 2000.1.7 Delivery of PP in Japanese language, to
the Japanese Government.

 Spring 2000 Translated into English .
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|CCS-PP, EUROSMART-PP ,SCSUG-PP,

Comparative list
CadTyp LifeCyle Applaton Fie Dekte &
ProgramL @ding Creati on
| nusage
|IC GS-PP |SO/IE C7816 usage No Yes
AndCorectess
E uosmart |ISO/IE C7816 DevBpmen tol No No
9806/M19 AndCorectess |Personatdion
E wosmart |SO/IE C7816 Usage Yes
0001 AndC oretctess
SC UG-PP ISO/IE C7816 usage y & yes
AndC oretctess




Japan-EU Project 1

1999/Spring: Japanese MITI Minister and the EU
Commissioner have agreed to the cooperation between
the two parties.

Joint creation of smart card PP is one of the themes of
cooperation activity.

On European side Eurosmart has been the private
organization in charge.

On Japanese side, |ICCS has been in charge via New

Media Development AssociationExtra-departmental
body[l



Japan-EU Project 2

Agreement on joint creation of smart card PP with
application program loading functions.

The basis of discussion is agreed to be Eurosmart
PP9911,9806

2000/02 EU — Japan Work shop was held in Tokyo
Eurosmart published PPncO001
2000/06 EU — Japan Work shop was held in Marseilles

2000/08 Japanese proposal to meet the next PP Eurosmart is
preparing.
2001/03 Joint Security Conference will be held in Tokyo



ECSEC proposal to Eurosmart PPs



TOE Open Platform
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E wosmat reques i n PPncO001l to use PP9806PPO11, whtch have
aleavybeenceti td andre gstere di nFrance.

T hs mean $£P9 8 0 6/PE911 are part so fPPncO 0 0 Jor seri & o fthree PPs
act asone PP.

Thsistlemo $si gnicéinfeateo fE wosmat PPs.
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Thei akalpro &ss

Astle PP isprimaly for con soer's securi i/ requement npro c cemen,tt le
pro@ssbel avshoullmi cal .

0.1. JAccord i ngot e PP as co n suer's securi i req uemen t npro c teme n,
finamanutaue prepeestlteSecui i/ T aget and al levid eces o fTOE.
01.2ftlrevendr whoisresponlle¢otefinaglodu ot system,couldo
prepeeal evideoesofTOE, t hamanu tbue shalprep ee anoehPP for
proeedi ngmanutbues (manutaues for proeedi ngpro@ss) and
reqest thel rsystemor produdcbbeevauated

0.1.3 tisi ckalt ogenerat @Psfromt e co n soer t oupper st ieam.
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consumer's security requirement




Butthsapproakisnopracical
Buthsapproacisnotcceptabtowhomdevel opi pgrt sofprodust
For exanplk, sone vendrs are devel opin@ chipbeforetle negotiat
fromt resmatcar ananutaues.

For tese manutlues, i tseemst obe pracit ak ogenerat d°Ps from upper
st eamt odown st leam, su c ke E wosm at's appro a c.h
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Pro bém o nEuro s mraPP appro alo

Thereisaproblmeont e approacgenerati nRP fromupper st eamt odown
| ke E wosm at. PPs i nupper st eamcannalefi athreadi nusageftlefin
produ cleary.

Threats for usage



Our pro p o sadEuro smra

Wethilpinthe cag ofapproachke Euwosmat, atleas, PP inusag
shallshowallthread i nusageleary, even threatareintlescop o
upper PPs. Thsisinordea nottolead STgenerabrs and ev du adrs t «
misundesanding

Thg we propastoadd an appdationod PP inusagetoshowal
thread in usage(phsa6/7)and expainrelaonshivathsecuriy
requemend, inordea nottolead ST generabrs and evaduadrs t«
misunderstanding




Security Objectivesfor the Environment (Mapping from Threat and Assumptions)

9806 9911 0001

Objectives

Threats

DESIGN DEV._ DLV_ DLV_ DLV_ DSOFT_ MASK_ MECH_ SOFT_ SOFT_ SOFT_ TEST_ TOE_ USE_ USE_ DEV_ DLV_ INIT_ SAMPLE | APPLI_
DEV DIS IG.DLV operaTe | TLACS
_ACS TOOLS | AUDIT |PROTECT | RESP ACS FAB ACS ACS DLV MECH PRT DIAG SYs DIS ES DATA ACS _ACs DEV

9806
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T.DIS DEL

T.DIS_DESIGN
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w [w|w |w
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9911

T.DIS DEL1

T.DIS DEL2

T.DIS ES1

TDIS TEST ES

T.MOD

T.MOD DEL.1

T.MOD _DEL.2

T.T_SAMPLE2

T.T.TOOLS

0001

T.APP_DISC

9806

ADEV_ORG

ADLV_AUDIT

ADLV_PROTECT

ADLV RESP

A.SOFT_ARCHI

A.USE DIAG

A.USE_PROD
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0001
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Security Objectivesfor the TOE (Mapping from Threats)

9806 9911 0001

Thrests bjsctives CLON | et o MEID'J‘%RY FLAW MEM':‘)S*RY OPERATE | TAMPER | yeommsisus TAT;ZER EFTCT EFT:CT REMOVE | RESOURCE | ROLLBACK | SECURITY | SEGREGATE

T.CLON 4~1 4~1 4~7

T.DIS_DESIGN 4~7 4~7

T.DIS_ DSOFT 4~7 47

TDIS_SOFT 4~1 4~7
oop | TDISTEST 4~1 4~7

T.MOD_DESIGN 4~7 4~7 47

T.MOD DSOFT 4~7 4~7 4~7 47

T.MOD_SOFT 4~7 4~7 4~7 4~7 4~7

T.T_PRODUCT 4~7

T.T_SAMPLE 4~7

TDIS ES? 4~7 4~7 4~7 4~7 4~7

T.MOD_EXE 4~7 4~7 4~7 4~7 4~7

T.MOD_LOAD 4~1 4~7 4~7 4~1 4~7
1 (7o srare 4~1 4~7 4~7 4~1 4~7

T.T.OMD

TTES

0001

T.APP_CORR
T.APP DISC
T.APP_MOD
T.APP_READ
T.APP_REMOVE

T.DEL_REMOVE
T.ERR_ REMOVE
T.LOAD_APP
T.LOAD_MAN
T.LOAD_MOD
T.LOAD_OTHER
T.RESOURCES




Secur ity Functional Reguirements (M apping from Security Objectives)

[ 9506 [ 9911 0001 r—K%
oljective CLON [ e ME‘:;%RY FLAW Mrgol)év operaTE | TAWPER |, DS ”'::ER FFEOT | EFEEOT LoAD REMOVE | RESOURCE | ROLLBACK | SECURITY | SEGREGATE
9806 [oALtremremts
FIA UAU2 User authentication before any action
FIAUD2 User identification before any action
FIAATD.1 User attribute definition
FPTTST.L TOE security functions testing
FDP SDLT Stored data intogrity monitoring
FMTMOF.1 | Management of security functions behaviour
FMTMSA1 | Mnagement of security attributes
FMT SMR1___| Security roles
FMTMSA3 | Static attibute intialsation
FDPACC2 | Gomplete access control
FDP_ACF.1 Security attribute based access control
FOPIFC.1 Subset information flow control
FDP IFF.1 Simple security attributes
FAUSAAT Potential violation analysis
FPRUNO.I Unbservabiity
FPT PHP2 Notiication of physical attack
FPT_PHP3 Resistance to physical attack
9911 |t remaremerts X
FAU SAAT Potential violation analysis X X 3 P X
FCS CKM.3 ey ascess 3 3 P X
FCS CKM4. key destruction X 3 3 3 X
FCS COP.1 operations 3 X X
FDPACC2 | Gomplete access control 3 X P P X X
FDP ACF.1 ‘Security attribute based access control 3 X 3 3 X X
FDP DAU.I Basic Data 3 X P X
FDP ETC.1 Export of User Data without Security Atiribtes X P
FOP TG Import of user data without security attrbutes
FDP RIP.1 Subset residual information protection 3 X
FDP SDL2 Stored data integrity monitoring and action X P
FIAAFLT Basic filure handing 3 3 3 X
FIAATD.A User attribute definition P 3 X
FIAUAU.T Timing of P X X X
FIAUAUS Unforgeable authentication P X X X
FIA UAU4 Single-use Mechanisms 3 X X X
FIAUID.1 Timing of identification P X X X
FIAUSB.1 User—subject binding P X X x
FMTMOF.1 | Management of security functions behavior 3 3 3 X X X
FMTMSA1 | Management of security attributes 3 3 P P X X
FMTMSA2 | Secure security attrbutes 3 3 3 P X X
FMTMSA3 | Static attibute intialsation 3 3 3 3 X X
FMTMTD.1 | Management of TSF data P X X
FMTSMR1___ | Securit roles X X
FPRUNO.I Unabservabiity X X X X
FPT FLS1 Failure with preservation of secure state X
FPT PHPA Resistance to physical attack X X X x X X
FPT SEP.1 TSF domain separation X X X
FPTTDC.A Inter-TSF data consistency X X
FPTTST.L TSF testing X P
0001 |FAUAPPT Security alarms X
FAUSAAT Potential violation analysis X
FCONRO2 | Enforced proof origin X X X
FOS OKM4___| Gryptographio key destruction X X X
FoS COP.1 operations X X X
FDPACC2 | Gomplete access control X X x
FDP_ACF.1 Security attribute based access control X X X
FOP IFF.1 Simplo security attributes X
FDP_TC.1 Import of user data ithout security attrbutes X
FDP RIP.1 Subset residual information protection X
FDP ROL1 Basic rollback X
FIAUID.1 Timing of identification X X
FMTMSAT | Management of seourity attributes X X
FMTMSA2 | Secure security attrbutes X X
FMTMSAS | Static attribute intialsation X X
FMTMTD.1 | Management of TSF data x
FMTMTD2 | Management of imits TSF data X X
FMT REV.1 Revocation x
FMTSMR1___ | Securit roles X X
FPT FLS1 Failure with preservation of secure state X X X X
FPTROV.A | Function recovery x X X
FPT RVM. Non-bypassabilty of the TSP X X X
FPT SEP.1 TSF domain separation X
FRU RSAT Maximum quotas X

X: relevant P: partial O: L
x: ERY
Proposall : It will be more clear to explain the “partial” in detail. Why it is partial or the scope of the part. ?: fES

Proposal2: It will be better to clarify the functinal requirments for TOE(figure1) adding * or something, to other functional requiremnets in three PPs.




Japan ’s Next Project

PP for the Japanese next generation smartcard

Will be issued until summer 2001

With application program loading function

Contactless or with contact

According to specification for Japanese e-government purchasing
Concerning JJICSAP ver2.0 specification

« Threats Analysis » is aready started March 2001



