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IntroductionIntroduction

■■ Device/software performance is easy to quantify :Device/software performance is easy to quantify :
◆ SpecInt ’xx, transaction/s, bandwitdh ...

■■ Device/software security level is hard to measureDevice/software security level is hard to measure
◆ A system seems secure until it is broken

■■ Nevertheless :Nevertheless :
◆ Customers want to assess what they buy
◆ Manufacturers want to convince them with facts
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OutlineOutline

■■ Classical flawsClassical flaws

■■ Evaluation of security assessment techniques :Evaluation of security assessment techniques :
◆ Properties of good assessment techniques
◆ Available assessment techniques

■■ ConclusionConclusion
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Classical flawsClassical flaws

■■ Security through obscurity or snake oilSecurity through obscurity or snake oil
◆ Netscape 4.5 mail password « ciphering » [1]

■■ Faulty designFaulty design
◆ Key length issue of the French « Carte Bancaire »

■■ Implementation shortcomingsImplementation shortcomings
◆ Buffer overflows : 8 of the 17 1999-CERT advisories

■■ Back doors / deliberately introduced weaknessesBack doors / deliberately introduced weaknesses
◆ Exportable products are often suspicious [2]
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Security evaluation needs …Security evaluation needs …

■■ ExpertiseExpertise

■■ TimeTime

■■ MethodologyMethodology

■■ InformationInformation

■■ Independence of the evaluatorIndependence of the evaluator

But should also be cost-effectiveBut should also be cost-effective
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Compared Evaluation MethodsCompared Evaluation Methods

■■ Comparative test of the pressComparative test of the press
■■ Evaluation by the customerEvaluation by the customer
■■ Audit of the manufacturer and/or partnership with itAudit of the manufacturer and/or partnership with it
■■ Evaluation by a specialised third partyEvaluation by a specialised third party
■■ Public challengePublic challenge
■■ Public reviewPublic review
■■ ITSEC/Common CriteriaITSEC/Common Criteria
■■ Public formal proofPublic formal proof
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil

�� ���� ��

Comparative tests of the PressComparative tests of the Press
■■ Evaluation based onEvaluation based on

functionalitiesfunctionalities

■■ Hardly detects any securityHardly detects any security
problemproblem

■■ No costNo cost

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Evaluation by the customerEvaluation by the customer
■■ Need in-house expertsNeed in-house experts

■■ Opposed to the currentOpposed to the current
externalisation trendexternalisation trend

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Manufacturer audit and/orManufacturer audit and/or
partnershippartnership

■■ Conceivable only for majorConceivable only for major
customerscustomers

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Evaluation by a specialised thirdEvaluation by a specialised third
partyparty

■■ 2 philosophies:2 philosophies:
◆ Consultants
◆ Laboratories

■■ Real specialists are spareReal specialists are spare

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Public challengePublic challenge
■■ Need to be attractiveNeed to be attractive

■■ Black box evaluationBlack box evaluation

■■ Double edged sword forDouble edged sword for
manufacturersmanufacturers

■■ ExamplesExamples
◆ RSA challenges [3]
◆ R. Moreno’s challenge

[4] Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Public reviewPublic review
■■ Need to be attractiveNeed to be attractive

■■ White box evaluation :White box evaluation :
leakage of manufacturerleakage of manufacturer
technologiestechnologies

■■ Double edged sword forDouble edged sword for
manufacturersmanufacturers

■■ Definitive solution forDefinitive solution for
paranoidsparanoids

■■ Examples : AES [5], Examples : AES [5], LinuxLinux,,
Java 2 platform, PGP, SDMIJava 2 platform, PGP, SDMI

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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ITSEC/Common CriteriaITSEC/Common Criteria
■■ Great variability accordingGreat variability according

to the evaluation levelto the evaluation level

■■ Beware of the content of theBeware of the content of the
Security Target / ProtectionSecurity Target / Protection
ProfileProfile

■■ May use formal methods forMay use formal methods for
high evaluation levelhigh evaluation level

Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Detects :Detects :
DesignDesign ImplementationImplementation Back doorBack doorSnake oilSnake oil
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Public formal proofPublic formal proof
■■ Released by :Released by :

◆ The manufacturer
◆ A third party

■■ Beware of the proof level :Beware of the proof level :
◆ Specification
◆ Design
◆ Code generation

■■ ExamplesExamples
◆ Academic work on Java
◆ Gemplus work on

Javacard firewall [6] Cost

Independence

Information

Methodology

Time

Expertise

Low Medium HighNone
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Conclusion for customersConclusion for customers

■■ Security requires periodic re-evaluationSecurity requires periodic re-evaluation

■■ Buying without in-house security experts is riskyBuying without in-house security experts is risky

■■ Always take into account the results but ALSO theAlways take into account the results but ALSO the
evaluation methodevaluation method
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Conclusion for manufacturersConclusion for manufacturers

■■ State clearly what has been evaluated and howState clearly what has been evaluated and how

■■ Using well established technology can reduceUsing well established technology can reduce
evaluation costsevaluation costs

■■ Choose your evaluation method according to yourChoose your evaluation method according to your
market segmentmarket segment
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