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What is it?

❚ IS 17799 is a catalogue of
good things to do

❚ BS 7799 Part 2 is a
specification for an ISMS
(Information Security
Management System)

❚ There are a number of
certification schemes

Effective
Security
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How does it work?

AssumptionsAssumptions

BS 7799 ControlsBS 7799 Controls

Residual RisksResidual Risks

Continues to be acceptable

Check in place &
is it effective?

Monitor and control
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MRA and Certification

ISMSISMS

Certification
Body

Certification
Body

Accreditation
Body

Accreditation
Body

Accreditation
Body

Accreditation
Body

BS7799-2:1999BS7799-2:1999EA7/03EA7/03

Mutual Recognition 
Procedures

Guidelines for Certifying and 
Registering ISMS 

Accredits Certification Bodies

Assesses ISMS, awards certificates in conformance with BS7799-2:1999
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Benefits
❚ Integrates security with business processes

❚ Turns security into a business enabling process

❚ Provides a standard framework for managers to
monitor and control

❚ Promotes the competence, security-wise, of a
company to its market

❚ Reduces the need for customers to check for
themselves
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Application to Smart Cards

IC Manufacturer
Platform Developer
Card Manufacturer
Manufacturer KMA

Card Enabler
Card Issuer

Application Provider
Application Loader

Platform KMA
Application KMA

Verification Authority

Application Developer
Application Provider
Application Loader
Application KMA
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For Further Information


