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* the city card project

e thedectronic identification

e further activities
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CITY OF VANTAA

CITY OF VANTAA, FINLAND

the fourth largest city in
Finland

e 180 000 inhabitants

* Inthe Helsinki
Metropolitan Area (nearly

1 million inhabitants)

e Important finnish logistic
centre and the home of
Helsinki-Vantaa airport
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@ CITY OF VANTAA

City of Vantaa
examples of municipal services

educationa services

culture and leisure services:
libraries, sport facilities etc.

day care

public health care services
social welfare services
land use planning
environmental protection

traffic and road infrastructure:
planning and maintenance

water supply services and
wastewater management

* housing services

waste management
(metropolitan region)

public transport (metropolitan
region)

hospital (regional)

budget 2001 about 900.000
euros

11.000 employees
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@ CITY OF VANTAA

Concepts

Card issuer Purse issuer
1st phase
Rovaniemi Matkahuolto Ltd Matkahuolto Ltd
Seingoki Matkahuolto Ltd, Banks| Matkahuolto Ltd, Banks
Vaasa City City
2nd phase
Espoo
OUI_U City Banks
Pori Banks
Vantaa
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CITY OF VANTAA

1
Rovaniemi
Seingoki
Vaasa

M atkahuolto Ltd
M atkahuolto Ltd,

Matkahuolto Ltd
M atkahuolto Ltd,

2
Espoo
Oulu
Pori
Vantaa
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([l cITY OF VANTAA

Thecity card of Vantaa

(distance Vantaa-Oulu

oo 600 km)

Espo Vantaa
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] CITY OF VANTAA

oo 600 km)

Espo Vantaa
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CITY OF VANTAA

Espoo, Vantaa, Oulu and Pori together

e 1995 cities made own clarification

o 1996 the Metropolitan area made own clarification
o 1997 the city card project |1 started
e autumn 1997 banks and electronic purse negotiations

e gpring 1998 invitation of tenders

e August 1998 the work-out started
e 1.10.2000 to takein use
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1997
e 1997
e 1998
e 1998/8
« 2000/10/1
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CITY OF VANTAA

Benefitsfor city

 New knowledge to develop new services

« control the use of sport places, citizens access control
(swimming pools, training centre etc)

e payment with e-purse

 virtual service point services, 24 h aday

e safe use of services

o torasetheimage of city
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e higher data security

e services 24 hours aday

e saves Time and Money
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CITY OF VANTAA

Applicationsfor all the citizens

2

Applicationsfor the city employees

Applicationsfor disabled arfd elderly

Anne Lindblad-Ahonen







g How to usethecard

service point

4. Extensions

=l

2. Use the card

@7
@ % 3. Clearing
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5. Reports




g CITY OF VANTAA

service point
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@ CITY OF VANTAA

Present
City Population Card holders
Rovaniemi 35 000 10 000
Seingoki 29 000 10 500
Vaasa 55 000 4000
Oulu 121 000 4000
Pori 76 000 700
Espoo 220000 1100
Vantaa 179 000 1800
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CITY OF VANTAA

What isit all about ?

What is needed when making Business or taking care of Duties
In Networks ?
- Identification of the Parties
- Electronic (digital) Signature
- Cryptography of Documents
- Secured Data Transfer

| dentification will be based on:

- Chipcards

- Secret and Public Keys
- Voluntary involvning

- Valid for acertain Time

Tomakeit easy:. ” Put your card in the computer, give your
pin-code, and you will be identified for the services. ”
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CITY OF VANTAA CA / CARD

Application Pregeneration of anonymic /
information ID-cardsi (RSA-keys +PIN)
4

request
Certificates

certificate

" Manual <4<
information ” [ﬂ

Application PIN -codes
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Meikalainen
Matt

Card delivery

Face to face identification
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ID-cardsi (RSA-keys +PIN)
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CITY OF VANTAA

Thelive sykle of egover nment

e Www-Information Easy

« emall use, www-form
e printable forms on web

e gsmart card based forms, strong card holder
Indentification (EID)

» online access to operational systems \/

e automatization of some services Demanding
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@ CITY OF VANTAA

On-line service — so many questions

 When are strong card holder indentification and a
digital signature necessary

 What isthe best way to produce electronic forms
* Who needs forms anyway

e How to combine electronic service to traditiona
Services

» ¢lectronic record office, exploitation of metafiles
 filing system of digital document and signature
 to describe hole process again

» Electronic assigment and tracking own matters
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CITY OF VANTAA

Common services
» feed back etc.
Special services

On-line service

day care application access from home PC's  accessfrom
application for arentated public workstations
apartment

application for a boat place
summerjob application

application of purchase
accomodation

application for living allowance

on-line information
kiosk

Anne Lindblad-Ahonen



Anne Lindblad-Ahonen



il CITY OF VANTAA

Solution of e-gover nment

Citizen

Population register

centre Officer
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iy CITY OF VANTAA

Banks identification used in documents

The server

The x Bank
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iy CITY OF VANTAA

Without signature

| nternet-
server

%"
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CITY OF VANTAA

Benefits of the new Electronic Transaction
System for the Citizens

Private Persons can in the Future make use of wide
Range of Services provided by both the Public
Administration and the Private Sector

These Services can be used 24 hours aday and 7 days a
Week

The Electronic Transaction Services will save you Time
and Money
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e Public Administration
* Private Sector
Standard Solutions

Citizens free Choice
Reliability
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CITY OF VANTAA

L egidlation

e Personal Dataact 1.6.1999

e Dataprotection 1.6.1999

e Theact on the Openness of Government Activities 1.12.1999
* Population Register Act 10.2.1999

e Identity Cards Act 1.12.1999

e Acton Electronic Service in the Administration 1.1.2000
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1999/12/1
e 1999/2/10
e 1999/12/1 1D
e 2000/7/1
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CITY OF VANTAA

Situation in the city of Vantaan 2000

Access control

O SvABSHORT
Swimming tickets S 4L

Library card

Disable and
elderly

SUOMI FINLAND FINLAND FINNMLAND
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Phone card

Taxi-card

Canteen tickets
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CITY OF VANTAA

2000
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CITY OF VANTAA

| ntegration of services

Sosial City of Vantaaor Population
- Banks Espoo register centre
insurance ~ i
institut HHHHHH Eii
i
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CITY OF VANTAA

From Separate Cardsto a Combi Card

1998 1999 2001
) City applications
. HAVVPFUYNHIKSRTTI
|_|brary STADSHORTY ? Loya] ty

applications 1 HAUVFUNHIHORTTI )

ETADEHORT .,

card
LN WL I

Travel card

for /
disabled and _ . : ‘
elderly Electronic purse Combi Card
Debit/credit card
Electronic Id

Banking Cards

v o 3

Electronic
S Purse

EID Card
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Ministry of Communications
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Other data:

cityappl.,
bankappl,
user

own
~6-7 Kb
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CITY OF VANTAA

City Card

Customer info - Card number - Name -

City Card Application Electronic purse
Products/services » Avant

* Swimming hall

tickets

Electronical |dentification
- Cafeteria « HST
coupons

e Library card

Other Applications
« Access control 1D « Loyalty, ticketing
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CITY OF VANTAA
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CITY OF VANTAA

FINnish Electronic | Dentification
and Supporting Technologies

Development under process. New technologies

WWW (digital)-television Wlth< Where to use 2 >
FINEID Interoperablllty E:Ezlucation Banking consuming Wirelesscommunications Public servic

GSM/WAP with and without a
separate card reader {{' obiles Internet
WWW-based infokiosks with /N bewers

FINEID interoperability ~ /

Digital -TV

end user card reader and

software package ﬁ
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GSM/WAP
WWW FINEID
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@ CITY OF VANTAA
FINnish Electronic | Dentification
and Supporting Technologies

|_essons |earned:

e Interoperability issues important: international collaboration

e Services arethe most important part

» Easy packagesfor service providers

» Basic software package available

e End User support must be organized

e Combination of usage's important, strong authentication,
digital signature and encryption all needed

o Cardreader delivery must be organized, awareness activities
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CITY OF VANTAA

Servicesusing the Fineid card

OKO Bank Fennia I nsurance Company Ministry of Labour
and Pension Fund

LEL Employment Tax Administration
Pension Fund

The Advisory Board for Data
Administration in Public
Administration

'E-LII'_'!MI F1NL#.ND FINI....ANE FINNLAND

rerafialiey i g e, Statistics Finland
| utu - “Qw
JIELIETER COTRENL .(j?gé:&\ h Finland Post Ltd. and the

' BRI Population Register Centre
City of Vantaa y i 0 S .
M unicipality of Tuusula Academy of

Finland

The Finnish Association of National Board of Several internal solutions
L ocal and Regional Education In various or ganizations

Authorities

Anne Lindblad-Ahonen




Tapiola

Tuusula
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CITY OF VANTAA

Future services which will use
the finaid card

National Board of Patents and Vechile Administration
_ Registration
Social Insurance
Institution of Finland _
Sampo-L eonia

Fortum
SUOM) FISLAND e D CHINLANS
Trading St WS A
House N - GE Capi i i
e\ apital Vehicle Funding
Hansd B Eld
Various servicesin towns Ao Spd- W _
and municipalities Finland Post L td.

Central Pension Security
Institute Pohjola Group

Universities and

. Sever al internal solutions
Polytechnic Schools

. : R National Technology Agency
in various or ganizations

Skynet Community
Services
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GE Capital Vehicle Funding

Pohjola

Skynet
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([l cITY OF VANTAA

Thelnformation Society needs

e The amount of various transactions is increasing rapidly
on Internet
 Tomake it safe we need:
e Improved data security, encryption
 trustworthy digital identities
o trustworthy digital signatures

« fieldisdeveloping rapidly
e Important part of the information society
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CITY OF VANTAA

Development and Electronic Services

<— Jun@

Ability to manage
Infor mation society

Establishingthe newservice culture
Buildingthe

infrastructure Building @
electronic services

0 G

Supporting activities in
Network

Creatingthemethod for
Internet services

State Council  »g0 2001 2003 2005 Time
5.2.1998
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2000 2001 2003 2005 Time

1998.2.5
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Customised electronic services

/ Integrationfor external databases

I ntegration for internel databases
Using electronic servicesbased on FINEID
Formats on I nternet
Usinge-mail for questions andanswers
I nformativel nternet Services and possibility to search information

Using I nternet Time
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60 9%

50 %o

40 %

30 %

20 %

10 %;

39 %
319 31%
24 %
0 18 % 18 % o4 16 %
I 1% 19
3%
In use Under Under planning Under discussion  Rejected Not discussed

implementation
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CITY OF VANTAA

Plans of cities 2

Who could be card issuer in the future ?

80 %

80 %-

70 %-

60 %-

50 %0+

40 %-

30 %-

20 %-

10 %

0%

City Bank Matkahuolto Ltd KELA Transport operators  Other (police)
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g CITY OF VANTAA

80 %

80 %-

70 %-

60 %-

50 %0+

40 %-

30 %-

20 %-

10 %

0%

Matkahuolto Ltd KELA
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e Public transport included always as killer application
e Strong identification included

e Applications from card to mobile
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Final report available for downloading january 2002 from

http:// www.mintc.fi/

Anne Lindblad-Ahonen



2002

http:// www.mintc.fi/
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www.distinct.org.uk/

www.vaestorekisteri.fi
www.avant.fi

www.kelafi
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