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4 0000000000 (Security Objectives)
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5 ITOOODOOOOO (IT Security Requirements)

51 TOEOOOOOOOO (TOE Security Requirements)
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Class FAU O Security Audit

FAU_GEN.1 Audit Data Generation (00 0O0000)

FAU_SAR.1 Audit Review (00 0O000)

FAU_STG.2 Guarantee of Audit Data Availability (00000000 000O0)

Class FDP 0O User Data Protection

FDP_ACC.2 Complete access control0 000000000
FDP_ACF.1 Security attribute based accesscontrol (D0 00000000000 O0OOOO)
FDP_DAU.1 Basic data authentication (0O OOOO0O0O)
FDP_SDI.2 Stored data integrity monitoring and action

(CoooDooooooooooooon)
Class FPT O Protection of the TOE Security functions

FPT_RVM.1 Non-bypassability of the TSP (TSPOOOD DO DO)
FPT_STM.1 Reliable time stamps (DO O0O0O0OO0O0OO)
FPT_TST.1 TSFtesting (TSFOOODODO)
Class FMT O Security Management
FMT_MOF.1 Management of security functions behaviour
(oohoooooooooooon)

FMT_MSA.1 Management of security attributes (000 00000000O)
FMT_MSA.3 Static attribute initialization (0O O0O0O00O00O00O0O)
FMT_MTD.1 Management of TSFdata (TSFOOOOOO)
FMT_SMR.1 Securityroles (DOOOOOO0O0O)

Class FIA O Identification and Authentication
FIA_UID.1 \ Timing of identificationD0 O 0 000000 O

ISo15408 0 00D 0DOODLODLODLODLODLODbObLDObLODbLODO
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FAU GEN.1 Auditdatageneraton (0O0OO0OOO)
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

b.

C.

events:

a) Start-up and shutdown of the audit functions;

All auditable events for the basic level of audit.; and

[assignment: other specifically defined auditable events].

ooooooo

ooo0ooooooon

FDP_ACF.1

SFP.USER-DATA-ACCESS-CONTROLO D OO OOOOOOODLOOOOn
ugoooaooooooaoog

FDP_DAU.1

ugbooodoooooboggooagobagooonon

FDP_SDI.2

goooooooooogoooooogoooooogooo

gooogoooooog

FPT_TST.1

gooooooooooooooooogooogoo

FMT_MOF.1

TSFOOO0O0O0ooooooooooooog

FMT_MSA.1

oooooogoooooogooogoo

FMT_MSA.3

goooooogooogoogoobogoooon

gooogooooobogooboooogoooan

FMT_MTD.1

TSFOOO0O0o0ooooooooodn

FMT_SMR.1

gooogooooobogooboooogoooan

FIA_UID.1

goooooogoooooogooognoooooooonooooogn

FAU_GEN.1.2

The TSF shall record within each audit record at least the following
information:
a) Date and time of the event, type of event, subject identity, and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of
the functional components included in the PP/ST, [assighment: other

audit relevant information]

Application Notes:
O00000ooooooo000ooooooooO(@oE) Do 000uoooooD
00000000Dooo0o00000oooo000o0oDooOoO00oooooDooOoOoOO0On
gooooooon
00 0o00oDoooo00000oooo00000oooDoooOO000ooooDooD
0ooooooooooooooooobooooooooa
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FAU SAR.1 Auditreview (0COOODDO)
FAU_SAR.1.1 The TSF shall provide [authorised users listed below] with the capability to
read [audit information listed below] from the audit records.
[Authorized users]
a) A.Person_Admin
b) A.Person_Audit
c) [assignment: OO O0O0O]
[Audit information]
a) 0D0O0OO0OOO
FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to

interpret the information.

Application Notes:
ooooo

FAU STG.2 Guarantee of audit data availability (00000000 000)
FAU_STG.2.1 The TSF shall protect the stored audit records from unauthorised deletion.
FAU_STG.2.2 The TSF shall be able to detect modifications to the audit records.
FAU_STG.2.3 The TSF shall ensure that [assignment: metric for saving audit records]

audit records will be maintained when the following conditions occur:
a) Audit storage exhaustion

b) Failure,

c) Attack

Application Notes:
ooooo

FDP_ACC.2 complete access control (DO 00000 0)
FDP_ACC.2.1 The TSF shall enforce the [assighment: access control SFP listed below]
on [assignment: subjects and objects listed below] and all operations

among subjects and objects covered by the SFP.

Access control SFP Subject Object
SFP.USER-DATA-ACCESS- | [assignment: list of subjects] | [assignment: 00 00 0]
CONTROL
[assignment: access control [assignment: list of subjects] | [assignment: list of objects]
SFP]
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FDP_ACC.2.2 The TSF shall ensure that all operations between any subject in the TSC and

any object within the TSC are covered by an access control SFP.

Application Notes:

gpPPOOOOODOOOOOODOOO(TOE)DOODsubject DO ODOOOOOODO
subject0 0000000 DOOOODOOODOOOODOODOOOODOOOODOOOOOODDOO

goboostobooooooobooboboboboooobobobooooooooooogon
goood

FDP_ACF.1 security attribute based access control (1) (0000000000 00000
oo)

FDP_ACF.1.1 The TSF shall enforce the [SFP.USER-DATA-ACCESS-CONTROL] to
objects based on [assignment: security attributes, named groups of
security attributes listed below].

a) [assignment: OO O0OO0O]
b) [assighment: other security attributes, named groups of security

attributes]

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among

controlled subjects and controlled objects is allowed: [assignment: rules
governing access among controlled subjects and controlled objects

using controlled operations on controlled objects listed below].

Rule

Detall
Rule.Deny_Delete selection

[assignment: OO0 000000 OO [assignment: O
ooooojpooooooooooooooooog
o0ooo0oooooooooooooooooon
ooooooooooooooon

[assignment: 000000000 OOOO0O]
TOEOOOOOODODO[assignment: OO0 O0OD0I0O00O0OO0OOO
00000000000 000000000

[assignment: rules] [assignment: OO OO0 0OO]

Rule.Prevent_OverWrite

FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: None.
FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the rules:

[assignment: rules, based on security attributes, that explicitly deny
access of subjects to objects].
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Application Notes:
gobooooobdooonoooooobooooooooonoomoooonood
Ooo00o(moE) 000000000000 0ooooooooo0o0oooooDooooog
0ooosSToodoooooooooooooodddooooooooooooooooagd
oooodooooo(@op)boobo0ooboobobooooobobooboooobooooo
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FDP_ACF.1 security attribute based access control (2) (0000000000000 O0
o)
FDP_ACF.1.1 The TSF shall enforce the [assignment: access cotrol SFP] to objects

based on [assighment: security attributes, named groups of security

attributes].

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [assignment: rules
governing access among controlled subjects and controlled objects
using controlled operations on controlled objects].

FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the rules:
[assignment: rules, based on security attributes, that explicitly deny

access of subjects to objects].

Application Notes:

gogbooobooboobbooboobobooobobobobooboooon

FDP_DAU.1 Basic data authentication (0O OO00O000)
FDP_DAU.1.1 The TSF shall provide a capability to generate evidence that can be used as
a guarantee of the validity of:
a) [assignment: OOO0O0O]

b) [assignment: list of objects or information types].

14



FDP_DAU.1.2 The TSF shall provide [assignment: list of subjects listed below] with the
ability to verify evidence of the validity of the indicated information.
a) [assignment: TSF]

b) [assignment: list of subjects]

Application Notes:

0000000000000 000ooooooooOg(@oE) DD U000UooDDooOD
goToE0 00 0OO0OOOoOoOoOoODOOO00OoOoOgToRD 00O ooooooooooa
0000000000000 DO0DO0DO0ODO0DO0DO0O00D0O00D00D000Odsubjectd OO
gTsFOOO0O0oOoo0o0o0ooosTuooon

FDP_SDI.2 stored data integrity monitoring and action (0 00 0000000000000
0)

FDP_SDI.2.1  The TSF shall monitor user data stored within the TSC for [assignment:
integrity errors listed below] on all objects, based on the following
attributes: [assignment: user data attributes].

[Integrity error]
a) OO
b) OO
c) OO
d) [assignment: other integrity error]
FDP_SDI.2.2  Upon detection of a data integrity error, the TSF shall [assighment: action to

be taken].

Application Notes:
000000000000 00000000000000000000FDP_DAU.1O0O0O
oo0ooooood

FPT_RVM.1 Non-bypassability ofthe TSP (TSPO OO OO00ODO)
FPT_RVM.1.1 The TSF shall ensure that TSP enforcement functions are invoked and

succeed before each function within the TSC is allowed to proceed.

Application Notes:

goboogobgoobgTsFOobobobobobobobobobobobobobob
gbobobobobobobobobobobo
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FPT_STM.1 Reliabletime stamps (D0 O OO000O0)
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps for its own use.

Application Notes:

doddddooooooooobbbooooddooo@mobooooooooooo oo
0o0o0odoooobooobobOoobooooo(opuooooobooonooooooooo
goooooooooooao

FPT TST.1 TSFtesting(TSFOOOODO)

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised
user, at the conditions [assignment: conditions under which self test
should occur]] to demonstrate the correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity
of TSF data.

FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity

of stored TSF executable code.

Application Notes:

dooooooooTsSFO 0000000 oooooooo0o0OdonORPT_TST.L.L
OFPT TST.A300000O000O0O0OOOO0O0O0OOO0O0OOOFRPT AMT.AOOOOOOO
O00000oooooPPOOOOOOOOODOOOTSFOOOOORMT MSAOOODOO
0oodoooooooboooooouoodoooooooooooooooooog
OOFRMT MTDOOOOOD0OOO0OOO0OO0OO0O0O0OO

FMT_SMR.1 Securityroles (COOO0OOOO0O)

FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorised identified

roles listed below].
[Ahthorized identified role]

a) Role.Administration (OO OA.Person_ Admind0O0O000O00O)
b) Role.Audit (O O0OA.Person_AuditDO0QOQOQOnO)
c) Role.User (O O0OA.Person UserOOOOOO)
d) [assignment: list of roles]

FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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Application Notes:
OopPPOODODOODOODOODODOODOOOODODOODODO

FMT_MOF.1 Management of security functions behaviour (0 0000000000000
0)
FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour of] the functions [assignment: list

of functions listed below] to [assignment: the authorised identified roles

listed below].
Role Functions Action
Role.Admini | [assignment: 0 00 00 ]0 [selection: determine the behaviour, disable,
stration O000000oOoooon | enable, modify the behaviour]
gogoogd
googoooon 0od

[assignment: list of functions] | [selection: determine the behaviour, disable,
enable, modify the behaviour]

Role.Audit [assignment: OO 0000 [selection: determine the behaviour, disable,
O00000oooooooon | enable, modify the behaviour]
ooooo
0o0oooooo [assighment: disabled O ]

[assignment: list of functions] | [selection: determine the behaviour, disable,
enable, modify the behaviour]

Role.User [assignment: 00 00 O]0 00
uobooaboobooooodan
goooag

gooogood g

[assignment: list of functions] | [selection: determine the behaviour, disable,
enable, modify the behaviour]

Application Notes:

O000000000FDP_SDIL2000000O0ODODOOOOOO0O0OODDOOOOOOO
00o00dooOodDooDOooooooofbddbo0odDb00nDodoDobOoOoDbDOoOonn
00000000Doooo00oOoogToED000O0DOOOO00000OooDoooOOoOoOg
0on

FMT_MSA.1 Management of security attributes (000000000 00)
FMT_MSA.1.1 The TSF shall enforce the [SFP.USER-DATA-ACCESS-CONTROL] to
restrict the ability to [selection: change_default, query, modify,
[assignment: other operations]] the security attributes [assignment: list of
security attributes listed below] to [assignment: the authorised

identified roles listed below].
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Role Security attribute Action
Role.Admini | [assignment: 0000 O00] Query
stration [assignment: 00O O000O0]0 | [assignment: change_default, query,

000 [assignment: 0000 modify,delete,clear/7 [7 [7 [7 [7]

0O0oogoooo]

[assignment: OO O0OO0O] Query, [assignment: change_default,
modify,delete,clear/7 [7 [7 [7 [7]

[assignment: OO OOO0OO Query, [assignment: change_default,

0ooo0] modify,delete,clear/7 [7 [7 [7 [7]

[assignment: list of security [selection: change_default, query, modify,

attribute] [assignment: other operations]]

Role.Audit | [assignment: 00 0000] Query

[assignment: OO OOOO0 |O0O

000 [assignment: O0O0OO

oooooooal

[assignment: O OO O00O0O0O] | Query, [assignment: change_default,
modify,delete,clear/7 7 [7 [ [J]

[assignment: OO OOO0O0O Query, [assignment: change_default,

ooo0j modify,delete,clear/7 [7 [7 [7 [7]

[assignment: list of security [selection: change_default, query, modify,

attribute] [assighment: other operations]]

Role.User [assignment: OO0 O0O0O] Query

[assignment: OO OOOO]O0 (OO0

0O 00O [assignment: 0000

oooooooo]

[assignment: 00 OO 00OO] | [selection: Query, [assignment:
change_default, modify,delete,clear/7 [7 [7
ey

[assignment: OO OOO0O0O Query, [assignment: change_default,

0oo00] modify,delete,clear/7 [7 [7 [7 [7]

[assignment: list of security [selection: change_default, query, modify,

attribute] [assignment: other operations]]

Application Notes:

goboogooboobbooboobbooboooboobobooboobobooboo

gbobobobobobobobobobobobobooboobobobobbOoon
gbobobobobobpPPObObODbODbODOSTODODODODODODODOO
gbobobobobobobobobobobobobobobobobooooooon
gbobobobobobobobo

goobooboboboboboooobooboobooboboobgosTboboboboo
gboboboboboboboboboboboboboboob
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FMT_MSA.3 static attribute initialisation (0000000000 00)
FMT_MSA.3.1 The TSF shall enforce the [SFP.USER-DATA-ACCESS-CONTROL] to

provide [selsction: restrictive, permissive, other property] default values

for security attributes that are used TOEnforce the SFP.

Application Notes:

gaoodg

FMT_MTD.1 Managementof TSFdata (TSF 000D O0)
FMT_MTD.1.1 The TSF shall restrict the ability to [selection: change_default, query,

modify, delete, clear, [assignment: other operations]] the [assignment:

list of TSF data listed below] to [assignment: the authorised identified

roles listed below].

Role TSF data Action
Role.Administra | [assignment: 00000 0] Modify, Query
tion oo0n Query
[assignment: OO OOOO0O] (OO
[assignment: list of TSF data] [selection: change_default, query,
modify, delete, clear, [assignment: other
operations]]
Role.Audit [assignment: 00000 0] Modify, Query
oooo Change_default, Query
[assignment: OO O0OOOO] |O0O
[assignment: list of TSF data] [selection: change_default, query,
modify, delete, clear, [assignment: other
operations]]
Role.User [assignment: 0000 00] Query
gooad Query
[assignment: OO OD0O0OO0O] |00
[assignment: list of TSF data] [selection: change_default, query,
modify, delete, clear, [assignment: other
operations]]

Application Notes:

goboobogobgoogoTsFobgoboobobobobobobobobobobobobo
gbobobobooTsFOO0Oogoooooooooooboboboboooooooon
gbobobobobobobobobobOobobobobosubgpooooooOon
OO0sSTOO0O0OO000OO0DO0O0DODOO0DO00DODO0bOO00OCO00DO0OO0DOModifyD OO
gboboobgToebboboobobooboooooboboobobooboboboboooo
OO0D00O0OModifydODOOOOOODODO

gooboobooboboobobobobobogoTsFOObOObObObODbDODbUODbUODbO
gboboboboostToooobooboobooboboooon
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FIA_UID.1 Timing of identification 0000000000
FIA_UID.1.1 The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of
the user to be performed before the user is identified.
FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing

any other TSF-mediated actions on behalf of that user.

Application Notes:
Oo0o0o0O
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51.2ToEOO0OOOOOOONO

gooO0oIso15408 00 EALAD DO DODODOODODOODODOODOO0ODOO00000000

0 SOF-medium O 00O

#5. 2 TOE IT X2V T o{RFEH:

ooooooo ooooooooo

ACM_AUT.1 Partial CM automation0 0 0 00000000000

ACM_CAP4 Generation support and acceptance procedures
goooooooooogoon

ACM_SCP.2 Problem tracking CM coveragel 00 000000000000 OOO

ADO_DEL.2 Detection of modificationd O 0 0 0O 0O

ADO_IGS.1 Installation, generation, and start-up procedures
ogoooooooooga

ADV_FSP.2 Fully defined external interfaces0 000 0000000000000

ADV_HLD.2 Security enforcing high-level design
0oooooooooooooood

ADV_IMP.1 Subset of the implementation of the TSFOTSFO 000000

ADV_LLD.1 Descriptive low-level design0 0 0000000000

ADV_RCR.1 Informal correspondence demonstration0 0000000000

ADV_SPM.1 Informal TOE security policy model
gooooo  ToEODOooooooooon

AGD_ADM.1 Administrator guidanceD 0 000000000

AGD_USR.1 UserguidanceD 000000000

ALC_DVS.1 Identification of security measures0 0 0 0 000000000

ALC_LCD.1 Developer defined life-cycle model
0oooooooboooooooooooon

ALC_TAT.1 Well-defined development tools0 0 0 0000000000

ATE_COV.2 Analysis of coverageD D 00000000

ATE_DPT.1 Testing: high-level design0 000 0O O0OOO0O0O0O

ATE_FUN.1 Functional testingd 0 O OO0 00O

ATE_IND.2 Independent testing—sampled D 000000000000

AVA_MSU.2 Validation of analysisD 00 00 00O

AVA_SOF.1 Strength of TOE security function evaluation
goooooooooooon

AVA_VLA.2 Independent vulnerability analysis0 0 000000 O

ITOOOOOOOOO0O (Security Requirements for the IT Environment)

Toooobobobobopoogogn

21




6 00O (Rationale)

6.1 OJ0O00OOOOOOOO0O0O (Rationalefor Security Objectives)
ZORZTar T, RRBEREX 2T ARPRTHBIRNIE BN, T X TOEE. ARSI 1RE
ESNTWDHZLaRm LRI B2V TR TS B ARSI EOXRISBIR 2 R T T2,

611 0000000000000000000O000O0

DN N TN S e ) DA G Wk i I NN S 7R R = 4 AN SR IVAY: 171N e B R N NV 29
TR VT ARG E D RN EERT, EHIT, TRTOEE, BLOFHRSEMEN1OU EotFa)
TAKR I EHZE S THREN TNDZEERTECED, B2V T BRENIRNRE EINTWD

ZEaRd,
#6. 1 X227 R AR VT A BREOR S
Ooo0oo0oooooo oooooo oooOo0oooO

0O.Control_Doc_Access T.Mod_Data_UseTOE
O.Control_Timer_Access T.Mod_Time UseTOE
O.Audit_Doc_Access T.Mod_Data UseTOE
O.Audit_Timer_Access T.Mod_Time_UseTOE
O.Detect_Integrity_Error T.Mod_Data_Direct

T.Mod_Time_Direct
O.Protect_Timer T.Mod_Time_Direct
0O.Doc_Identification T.Mod_Data UseTOE
OE.No_Unauthorized_Person A.No_Unauthorized_Person
OE.Obey Policy A.Obey Policy
OE.Single_Purpose A.Single_Purpose

#£6. 2 BELEX2VT ARG ORI
O O oo0oo0o0ooooo
T.Mod Data UseTOE O.Control_Doc_Access, O.Audit Doc_Access, O.Doc_ldentification
T.Mod_Data Direct O.Detect Integrity Error
T.Mod_Time_ UseTOE O.Control_Timer_Access, O.Audit Timer_Access
T.Mod_Time_Direct O.Detect_Integrity Error, O.Protect Timer
#6. 4 RHiRFMHLEX2)T 43RG E ORI
oo0o0o Ooo0o0o00Doooono

AO No_Unauthorized_Person OE.No_Unauthorized_Person
Al Obey_ Policy OE.Obey Policy
AO Single_Purpose OE.Single_Purpose
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6.2 O0O00O0O0OOO0O0O0O (Rationalefor Security Requirements)

ZDOvrarTiE, KXV T AR R T EH B D 7K EL OO X 2 T AERE B Lo TEBIND
CRIERIC . KX U T BB 3 D7 L DN DX 2 U T AP R H O EHIR DA LA R T, &
BIZ, B 2V T AHERE T NS X 2 ) T kPR T EHIRT L CBE 45 THDIRMLA i & 7 I -5,

621 000000000000 DOOOOOOOOOOOO

HX 2T AR T D72 Eb 2D X 2V T A RE B IS Lo THRASNLGZ LA X 2T
AEBEEE D2 el — 2 DX 2T 4 R G EOFIUCE L2526, 5177, T2, 6. 612
X2 VT AHRE B ORISR AR T,

K6. 5 EX2VTARRGEE X2V T ABERE B D3I BIR

O.Control_D | O.Control_Ti | O.Audit_Do | O.Audit_Tim | O.Detect Int | O.Protect | O.Doc_lde
oc_Access mer_Access | c_Access er_Access egrity _Error Timer ntification
FAU_GEN.1 o o
FAU_SAR.1 o o
FAU_STG.1 o o
FDP_ACC.2 o 0
FDP_ACF.1
FDP_DAU.1
FDP_SDI.2
FPT_RVM.1 o
FPT_STM.1 o o
FPT_AMT.1 O
FPT_TST.1 o o o o
FMT_MOF.1 o o
FMT_MSA.1 o o o
FMT_MSA.3 O
FMT_MTD.1 o o o
FMT_SMR.1 O O O O 0
FIA_UID.1 O O O O 0

goboooboobbooboobbooboono

#6. 6 X2 UTABBEEMOKIFBIR

DoO00000 DO0000O000000
FAU GEN.1 FPT STM.1

FAU SAR.1 FAU_GEN.1

FAU STG.1 FAU GEN.1

FDP_ACC.2 FDP_ACF.1

FDP_ACF.1 FDP_ACC.10 FMT_MSA.3

FDP_DAU.1 0o

FDP_SDI.2 0o

FPT_RVM.1 0o

FPT_STM.1 0o
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FPT_TST.1

O0OFPT AMT.1O000000000 FPT_TST.10 AppricationNote 0 0 O

FMT_MOF.1 FMT_SMR.1

FMT_MSA.1 FDP_ACC.10 FMT_SMR.1
FMT_MSA.3 FMT_MSA.10 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1

FMT_SMR.1 FIA_UID.1

FIA_UID.1 00

622 00000000000O0O0OO0O

1)

O.Control_Doc_AccessD 0000000 O0ODOODOODOODODOOOOOOOOOO
oooOoooo

FDP_ACC.2JFDP_ACF1J(FMT_MSA.3JFMT_MSA.1JFMT_SMR.1JFIA_UID.1)

O

FDP_ACC20000b00gobooboonobuooboboobuoobboonboo
uboboodaboooobgooo
FDP_ACF1IO0O00O0OODODOO0ODOOO00OO0DLO0OLOOO0DbO0bLoOOnTOoE
ugobooobobooobooaobboobobon

FDP_ACF1 000 DOOO0DOO0ODOOO0ODODLOO0ObLOOoO0bLO0O0bobOoOobOOTOoE
ugbobooabobooobuogbbooboobobon

FPT_TST.1O(FPT_AMT.1)
0 FPT_TST1O000O000O000O000O000O0D0O0O0D0O0OODOOODOOONODOOOO

gobooobboooboobobooboobbooboooboon

FMT_MSA.17(FMT_SMR.1JFIA_UID.1)
0 FMT_ MSA1O0OOO0OCOOOOOO0OCOOOOOO0OOOOCOOO00O0O0000000000

gbobobobobobobobobobobobobooboboooonoooon
oboboboobo
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2) O.Control_Timer_AccessO0 00000000 ODOODOODOOOOODOOODOODOO
oooOoooooo

FMT_MTD.14J(FMT_SMR.1JFIA_UID.1)

0o FMT_MTDAOODOO00OO0O00000000000O0O0TOoEDODOODOODOD
uoboogbbodaboo

0 FMT_MTDAOODOOOOOOOO0ODOOO0ODOOOOobOOogoToEOOLOOODODOOn
ugoboogbobodabood

FPT_TST.10(FPT_AMT.1)
0 FPT.TST1000O0D0O0OODOOOOODOODOONOOONDOONDOONODOONOO
0000000000000000000000000000000

FMT_MSA.1J(FMT_SMR.1/JFIA_UID.1)

0 FMT_MSAL1DOOOOO0OO0O0O0O0000000000000000000b00b0ODbO
goboobooboobooboboobobooboobbooobooobooooboboon
ubobooaoodan

FPT_RVM.1
U FPT_RVM1OOOO0O0OOO00O0OOO0O0OO0OOOO0DOO0OOOO0DOO0O0O0O0
goboogbobogooToEDOO0bOOOobDbOOooboooobooonoa

3) O.Audit_Doc_AccessDO000O0O0OO0ODOOOOOOOODODOOOOOOOOOOO
goooood

FAU_GEN.1/JFAU_SAR.1J(FPT_STM.1)

0 FAU GEN.AOOD0O0O0O0OO0O0D0OO0O000O000000O000000O000O0OTOE
00000000000000000000000000000000000000
0D00000000000000000000

0 FAU SAR1 00000000O000O000O000O0O0O0O0O0C0O0O00O000O00O
ooo

FMT_MOF.1/7(FMT_SMR.1/JFIA_UID.1)

0 FMT_MOF100O000O000O0O00O00C0O0O00O0O0OOOO0O0O0O0O0OOO0O0O0OO
0D000000000000000 TOEOOOOOOOOOOOO0O0OOoO0ooon
0000000000000

25



FAU_STG2OFMT_MTD.1J(FAU_GEN.1JFPT_STM.1JFMT_SMR.1JFIA_UID.1)

U FMT_MTDAOOOOOOOO0O0OOO0bO00booboobanooaoobaonooan
gbogobogroeEdbobobobobooboboboboboboobobbooboon
uoooaboooon

0 FAU_STG2 000000000 O00OO00OOO0ODOObOODbObOObOObOObObDOn
goboobobooboooboobbooboobbooboo

4) O.Audit_Timer_Access0 00 OOO0OO0OODOOOOOOOOOOOOOOOOOOO
ooooooooao

FAU_GEN.1JFAU_SAR.1J(FPT_STM.1)

U FAU_GENAOOODOOOOOODOODOOOOoOOobOOobooboooooooooon
ToELO UOODODOOOoOooooboobooomobooooboooboooooboooo
ugboboabobooobuoabbooboobobon

0 FAU_SAR1I ODOOOO0OOOO0OOOOO0OOOO0OOOOODDOODOObDDbOObDOO
uoo

FPT_STM.1
0 FPT.STM.1 000C00O000000O000000000000O000O000O00O0
0oo00oO0O0oooon

FMT_MOF.17(FMT_SMR.1JFIA_UID.1)

0 FMT MOF10O0OOO0OCOOOCOOOOOOCOOOOOOOOOCOOOOOOOOOO
0000000000000000 TOEOOOOOOOOOOOOO0OOO0O0OoO0O0
0000000000000

FAU_STG2JFMT_MTD.1J(FAU_GEN.1JFPT_STM.1JFMT_SMR.1[JFIA_UID.1)

0o FMT_MTDADOODO0O00O00O00OO0O000000O00O0O000b000b0000000
gogobgroEdbobOobobOobobobobobobobobobbooDon
oboboobgoogoo

U FAU_STG2 000000000 0O0O0O0O0O0ODLbObOObObOObObObObDOn
gobobobobobobobobobobobuobobobooo
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5) O.Detect_Integrity_ Error0 00000000000 OOOOOOOOOOOOO

FDP_DAU.1
U FDP_DAULOOOOTOEODODOODOD TOEODOOOOOOOOO TOEDODO
gboboboboboboboboboboboboobooonoo

FDP_SDI.2
0 FDP_SDI2 O0OOTOEOOODOCOOOOOODOOODOOOOODOODOOO
00

FPT_TST.1O(FPT_AMT.1)
0 FPT.TST1OOCOOTOEOOOOCOOOODOODOONODOOODOODOODOOO
ooo

6) O.Protect_ TimerDOOOOOOOOOOOOODOOOOOOOODODOOOOOOO
gooo

FPT_TST.10(FPT_AMT.1)
0 FPT.TST1 OOOOTOE 00OOODOO0OCOOCOOOOOOOODOOOOOOO0
OTOEOODOOOOOOOOOOOOOOOOOOOOOn

7) O.Doc_ldentification0 000000000000 OOCOOOOODOOOOOOOO
oobooooooao

FPT_MSA.17(FMT_SMR.1JFIA_UID.1JFDP_ACC.2)

0 FPT_ MSAL1O0ODOOO0OOOOO0OO0OODOOOOOOOODO0ONONONODOOOOO
000000000000000000000000000000

0 FPT_ MSA1O0DOOO0OOOOO0OO0ODODOOOOOOOOO0ONONONODOOOOO
000000000 0OOEDDONDDNONDOOOOOODNONN0NNONONONoooO
0000000000
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6.3 0000000 (Rationalefor Assurance Requirements)

gobbooobooobooooooobboobboobbooboboobboooboo
gbobgoboogbobgobobgoobobooooooooooooooooobooooooooon
gdbbooboboobuooabbouoobboobuoonoboobooobbooboobbolb eEAL4
ggbooboboobooobboobooo
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2. ANNEX

gfdo00ccOCommonCriteria0 OO0 DO OOOOOOOOO

EAL O00D00000 0 Evaluation Assurance Level

IT 000000 Information TechnologyO
PP 0000000000 00D0OdProtection Profile
SF 0000000000 Security Functiond

SFP 0000000000 OO Security Function Policyd
SOF 000000000000 strength Of Functiond
ST 000000000000 O Security Targetd

TOE 0000000 O Target Of EvaluationO

TSC OTSFO OO0ODOTSF Scope of ControlOd

TSF OTOEOODODOOODOOOTOE Security Functions

TSFI OTSFOOOOOOOOTSF Interfacel
TSP OTOEOOODODO OO D OTOE Security Policyd

gboboobogboboobboooboon

gooooooodoao
O0O0D0OAssignmentll] ODOO0O0O0O0000O0O0O0O0OO0OOOOOOOO
OO000Refinementt] 0000000000 OOOOOOOO
0 00O O Iteration[T] gbodoooooooooooooooouoooooon
0 0 O Selection(T] 0000000 00oDoo0ooooOo0ooooooooooooog
000000000000 dO Protection Profiled PP
OO0 ToE0O0DOOODOOO0OOO0ODOODODOO0O0O00ODO0O000O
00oooooooooood
O00000D0DO0O0O0O 000 Security Targetd ST
0O0o00oO0ooo0o TOoE0DOO0O00DO00DO00D0ODOO00000000000
oooooon
O0O00000D0D00O0O Security Objective[T]
goooooobooooouobooooooooooooooooooooooogo
goooooooooooooooooon
TOEOOODOOOODO OTOE Security Functionsd TSF
TSPOOO0O0OOOOOOOOOOOOOOOOO TOEODOOOOOOO

29



gogboobobooobobooboobobooobooboobooaoo

TOEU DO OUODOUOO O TOE Security Policyl TSP
TOE ODO00OOO0O0O0O0O0bOOobOOooboobobooobobobooobooo
gooo

gooooobooboooad

googddceM goooocMooooooooooooooy -00 -000gd
gooduoooouobobobobon

000 0O O configuration item[1J
TOE UUO0O0O0O0OOObObOOOobObboooobbooobbuooobboon
oo oooboboobooooooooooooboooo
goooooo

guooaooon goboogoobogoToE0ddbobooboobooobboobobooboooo
gooooooooooboboobbooooooooo
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